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POINTS OF DISCUSSION  
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Top 7  
Security Trends

1

2

3

4

5

NIST – CYBERSECURITY FRAMEWORK

INFORMATION CENTRIC SECURITY 

SECURITY ANALYTICS 

NEXT GEN WEB SECURITY 

UNIFIED ENPOINT – DECEPTION 

CLOUD SECURITY6

SIMULATED TRAINING PLATFORMS 7

48%
of incidents involved a 
malicious or criminal 

attack

25%
caused by negligent 

employees or 
contractors 

27%
involve system glitches
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THE NIST CYBERSECURITY FRAMEWORK (NIST CSF)
Governance Drives Security Operations
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• Information Risk 
Management & 
Reporting

• Security Policies and 
procedures

• Awareness and 
Training
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• Security Team 
Structure, Roles & 
Responsibilities

GRC Policy Module GRC Standards ModuleGRC Dashboards 
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GETTING EVERYONE ON THE SAME PAGE
NIST CYBER SECURITY FRAMEWORK ADOPTION

4

38%

23%

47%

52%

37%

0% 20% 40% 60% 80% 100%

Identify

Protect

Detect

Respond

Recover1000 40.61
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Analyze Gaps

Fxn. Cat. Sub. Current Profile

ID ID.AM

ID.AM-1

ID.AM-2

ID.AM-3

ID.AM-4

ID.AM-5

ID.AM-6

Tier 1

Tier 1

Tier 2

Unused

Tier 4

Tier 3

Fxn. Cat. Sub. Target Profile

ID ID.AM

ID.AM-1

ID.AM-2

ID.AM-3

ID.AM-4

ID.AM-5

ID.AM-6

Tier 2

Unused

Tier 4

Tier 3

Tier 4

Tier 4

Enables a    
prioritized
action plan

WHERE TO START 
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PR.AT
Awareness Training

DE.CM
Continuous  
Monitoring

DE.AE
Anomalies & Events

DE.DP
Detection Processes

RS.IM
Response 

Improvements

RECOVER

RESPOND

DETECT

PROTECT

RS.MI
Response 
Mitigation

RS.AN
Response 
Analysis

RS.CO
Response 

Communications

RS.RP
Response Planning

RC.RP 
Recovery 
Planning

PR.AC
Access
Control

IDENTIFY
ID.BE

Organization
ID.GV

Governance
ID.RA

Risk Assessment
ID.RM

Risk Strategy Mgt
ID.AM

Asset Mgt.

PR.DS
Data 

Security

PR.IP
Info  Processes &, 

Procedures

RC.IM
Recovery 

Improvements

RC.CO
Recovery 

Communications

Not At All Planned Partially Mostly In Place Optimized

NIST – FLUSH ORGANIZATION’S GAPS
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CROSS-REFERENCES TO OTHER BEST PRACTICES

Function Category Subcategory Informative Resources

Identify
(ID)

Asset 
Management 

(ID.AM)

Physical device 
inventories
(ID.AM-1)

• CCS CSC 1 

• COBIT 5 BAI09.01, BAI09.02 

• ISA 62443-2-1:2009 4.2.3.4 

• ISA 62443-3-3:2013 SR 7.8 

• ISO/IEC 27001:2013 A.8.1.1, A.8.1.2 

• NIST SP 800-53 Rev. 4 CM-8 
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Core

SUPPORT MORE PRESCRIPTIVE STEPS FOR 

IMPLEMENTATION MAPPING

Copyright © 2017 Symantec Corporation
10



Copyright © 2017 Symantec Corporation

SYMANTEC CONFIDENTIAL – INTERNAL USE ONLY 

FINALLY ALIGN SECURITY INITIATIVES WITH BUSINESS 

GOALS

Copyright © 2016 Symantec Corporation 9

300 000 
Student, Faculty and 

Staff records 
compromised

300 000 
Student, Faculty and 
Staff records hacked

200 000 
Student, Faculty and 
Staff record exposed

146 000 
Student, Faculty and 
Staff record exposed
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INFORMATION CENTRIC SECURITY 

SECURING THE LIFE CYCLE OF INFORMATION
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• Digital Trust
• High Assurance 

• Identity Management
• Authentication
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• Information Risk 
Management & 
Reporting
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CASB M2FALOA3PKIGRC Dashboards 
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Symantec solutions: 
DLP + CASB + ENCYPTION + 2FA

2FA

DLP

ICE
AUTHENTICATION

DATA 
CLASSIFICATION

ENCRYPTIONOther 
Agencies 

Vendor

Partners

Co-workers

SCENARIO  
• DLP decides  data to protect and drives 

encryption

• CASB Protect cloud apps 

• Multi-Factor Authentication (MFA) for 
decryption

• ICE Console for centrally revocable files

Access 
Granted
Access 
Denied

Revoke
File

Centralized 
Management Console 

CASB

INFORMATION CENTRIC SECURITY

11
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SECURITY ANALYTICS  

UNDERSTANDING THE NORMS

Copyright © 2015 Symantec Corporation 12

• Information Risk 
Management & 
Reporting

• Insider Threat 
• Alert fatigue 

• Encryption
• Electronic Discovery  
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ENCDLPSIEMGRC Dashboard
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IDENTIFY PREVENT DETECT RESPOND RECOVER

CAN YOU STOP ALL THREATS?
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DETECTING, RESPONDING & RECOVERING IS THE 

KEY!

Copyright © 2016 Symantec Corporation 14

IDENTIFY PREVENT DETECT RESPOND RECOVER
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Information Centric Analytics
(User and Entity Behavior 

Analytics)

Enterprise Security Tools
(Incidents from On-premises, 

Cloud, Endpoints)

1. Prioritize Incidents
2. Identify Malicious 

Insider/Outsider

USER AND ENTITY BEHAVIOR ANALYTICS 
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FIREWALLENDPOINT

SERVERGATEWAY
Email metadata  
Source email server identity
Web connection history
Inbound attachments
Outbound attachments

Administrative activity
Network connections
Successful / failed logins
Sensitive docs accessed
Compliance status

Security settings changes
Network connections
Successful / failed logins
Sensitive docs accessed
Process behaviors

Inbound network traffic
Outbound network traffic
Protocol tunneling activity
Administrative activity
Inbound network traffic
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COLLECT

TOMORROW

TODAY

PARTNER

BUILD/ACQUIRE

INTERACTIVE
ANALYTICS

UNIFIED INCIDENT
MGMT.

RISK 
ANALYSIS

INCIDENT
INVESTIGATION

APP EXCHANGE

SOCIAL PLATFORM
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WEB ISOLATION 
AGENTLESS TECHNOLOGY 
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• Configuration & Patch 
Management

• Sys Integrity & Lockdown                                                                                                     

• Inventory & Asset 
Management

• Mobility & Wireless 

•

• Information Risk 
Management & 
Reporting
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EPMMobileEPMHIPSGRC Dashboard
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1,400+ 
New browser & plug-in vulnerabilities 
per year

of sites can be used to deliver malware
78%

an unknown malware is downloaded
Every 4 seconds

Web Threats Email & Phishing Threats

Source: Verizon DBIR, Symantec ISTR, Gartner 

90% OF CYBER ATTACKS COME THROUGH WEB AND 

EMAIL

83%
Growth in active phishing URLs

of Large Enterprise were targeted 
by spear phishing

55%

of users click untrusted links 
or attachments

12%
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RenderExecuteDownload

WEB ISOLATION

Web

Email

Documents

Risks User

User gestures

100% safe 
rendering information

Seamless browsing experience

Isolate both web and email, 
including documents

On premise, cloud and hybrid

Secure Disposable Container 

Secure Disposable Container 

Secure Disposable Container 

100101001
010110100
110010101

101010011010

01
11
10

100101001
010110100
110010101

101010011010

01
11
10

100101001
010110100
110010101

101010011010

01
11
10

Web Isolation 
Cloud
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UNIFIED SECURITY ENDPOINT WITH DECEPTION & CLOUD 

SECURITY

DEFENDING AGAINST UNKNOWN THREATS

Copyright © 2015 Symantec Corporation 22

• Secure Network Design
• Network Perimeter 

Security

• Information Risk 
Management & 
Reporting

• Logging & Monitoring 
• Malicious Code 

Protection 
• Security Intelligence 
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PEN TestEDRMSSPIR RetainerGRC Dashboard ATP
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UNIFIED ENDPOINT WITH DECEPTION 

SINGLE
AGENT

Endpoint Hardening

Silent Alarm

ATP: Endpoint, Email 
& Web

Cloud Enabled

Endpoint Detection 
and Response
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On-premises
DLP Detection

DLP Enforce 
Management Server

Business Problems  Solved 
with CASB:  
• Shadow IT & Data 
• Data Security 
• User Behavior Analytics

Other 
Integrations

CLOUD ACCESS SECURITY BROKER 
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By 2020, security industry will be shortage of  millions 

of information security professionals, with this 

shortage interestingly cited by half of cyber-security 

staff as a key reason for data breaches (48%).

-(ISC)² 

25

THE SKILLS GAPS
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Copyright © 2016 Symantec Corporation

• Fully managed SaaS and Platform-as-a-

Service offering with global coverage

• Comprehensive scoring and reporting 

functionality

• Over 600 hours of live system challenge 

scenarios, covering different industry 

verticals

• Over 7,000+ participants in 30+ countries 

• Scenarios designed for different levels of 

difficulty

• Exercises can be run 1 day monthly, quarterly 

or yearly

Cyber Security Exercise

Continuous skills development for Security Teams
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• Information Risk Management 
& Reporting

Strategic              Tactical 

• Inventory & Asset Management
• Mobility & Wireless 

• .
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• Security Policies and 
procedures

• Awareness and Training

• Security Team Structure, Roles & 
Responsibilities

• Information Risk Management 
& Reporting

• Digital Trust
• High Assurance 

• Identity Management
• Authentication

• Information Risk Management 
& Reporting

• Data Loss Controls 
• Data Classification

• Encryption
• Electronic Discovery

• Information Risk Management 
& Reporting

• Configuration & Patch 
Management

• Sys Integrity & Lockdown
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• Information Risk Management 
& Reporting

• Logging & Monitoring 
• Malicious Code Protection 
• Security Intelligence 

• Secure Network Design
• Network Perimeter Security
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CSF FRAMEWORK

INFORMATION CENTRIC SECURITY

USER AND ENTITY BEHAVIOR ANALYTICS 

WEB ISOLATION 

UNIFIED SECURITY ENDPOINT WITH DECEPTION, CLOUD SECURITY & SIMULATION


