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Rules of (Audience) Engagement

● Opinions expressed are poorly-formed and mine.
● Statements are not official positions of PCSO.
● I can’t hear you so I will assume all jokes land.
● There may be some bad words; blame Google Meet.





Agenda

  ?: Where the hell is Iowa? Intro
  I: US Police Cyber Threats and Woes
 II: AppSec and Software Vulnerabilities
III: #BlueLeaks: Breach, Leak, and Pain
 IV: Conclusion / Apologies









COMING SOON:

2228-03-22
( a Saturday )



Pottawattamie County
a.k.a. PottCounty



pottcounty-ia.gov



potcounty-ia.gov

















1.1MM Employees
 18K L.E. Agencies
 12K Local Agencies
 75 Federal Agencies



















.SECURITY.



.INFOSEC.





















“We’re the good guys, Marty.”













DIGITAL FORENSICS
CYBERSECURITY

CYBER CRIME
BIT O’ I.T.



.INFOSEC.



.CYBERSEC.









2016-12 Cockrell Hill PD, TX



Lost videos and files back to 2009
2016-12 Cockrell Hill PD, TX



2018-03 City of Baltimore, MD



2019-05 City of Baltimore, MD



2018-10 City of Muscatine, IA



2018-10 City of Muscatine, IA



2019-06 Foreshadowing, IA



2019-12 West Des Moines, IA



2019-12 West Des Moines, IA
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.APPSEC.



















.1.
.EMPLOYEE.

.250.
.EMPLOYEES.

.18K.
.EMPLOYEES.



Policing

















.The Local.gov.

.AppSec.

.Experience. 
 



How many VULNS could you find if you 
spent quality time with local.gov s/w?



.LOCAL.GOV SOFTWARE.

.TL;DR: same stuff, different industry.

.(SPOILER ALERT).



Why is this stuff IMPORTANT ?











Every vendor:
We assume customer has a

“SECURE ENVIRONMENT”



COMMON FEATURES

● Crypto is 0-BAD
● Hard-coded Creds
● Client-side Enforcement



Client-side vulns are
NOT CONSIDERED IMPORTANT





If an attacker is
on a client

it’s the
CUSTOMER’S FAULT



lies,
damned  lies,

and
‘we take security seriously’





Local.gov
often can’t
LOOK UNDER
THE HOOD



Small Local.gov and LE orgs are
LUCKY IF THEY EVEN HAVE I.T.



We need people who CAN AND WILL
(LOOK UNDER THE [BONNET])



Cases in point: THREE (3) VENDORS



Names redacted to protect SPEAKER
All vulns REPORTED 1-5+ years ago, and

either ADDRESSED -or- products RETIRED



The findings that follow started with the Q,
“How bad could it be?”



These things were found using
“SPARE TIME”, either in IT job or DF job







.A Tale of.

.Three Vendors.



Vendor A
FINANCES, HR, PAYROLL,
INVENTORY, REAL ESTATE,
LAW ENFORCEMENT MGMT.



● SQL creds baked-into CLIENT INSTALL
● Oh, yeah, p/w is l33tsP3aK username
● *cough* Also has SA !?!?!
● Bonus: Same at EVERY SITE



● API traffic is in PLAIN TEXT
● Auth tokens NEVER EXPIRE (weeks+)
● Access controls NOT ENFORCED in API



BUT WAIT, THERE’S MORE !
What about that payroll website ?



● That time API TRAFFIC was in the clear…
● … with all your PII and whatnot for WEEKS
● Also XSS, but XSS is “NOT A SECURITY ISSUE”



Hosted Payroll 
Website

Local DB Server

Local App Server
Usually HTTPS



Please…
● Tell customers about HTTP period ->
● Let us suppress SSN (okay, but not DOB/etc.)
● Stop using same SA p/w at all sites (okay...)
● Support p/w complexity + lock-outs! (okay)
● Put someone in charge and audit (...)



Believe it or not, this has a HAPPY ENDING



2014-03 Denial
2015-07 Anger
2015-08 Taunting (Bargaining?)
2016-07 Depression (Ours)
2016-08 Acceptance (Theirs)
2016-12 API Audit Underway!
2017-04 Vendor Promotes Employee!



Vendor B
911 DISPATCH, LE MGMT.,
JAIL MGMT., MOBILE CAD/COMMS





● 90% “serverless” b/c DIRECT SQL
● EVERY user has a SQL account w/ DBO
● One piece has users table, uses PLAINTEXT



Web records tool meant for INTERNET USE
● Creds stored PLAINTEXT (later XOR tho)
● Trivial SQLi AUTH BYPASS
● XSS, again, “XSS is not a VULN”
● Bonus: Ampersands (&) break the product



SQL Injection in a Nutshell
  SELECT phoneNumber FROM employees WHERE lastName = ’Kava’;

712-555-1212

  UPDATE dept SET name = ’Sheriff’s Office’ WHERE id = 42;
*** SYNTAX ERROR NEAR: s Office’ *** 

  UPDATE dept SET name = ’’; DELETE FROM dept; --’ WHERE id = 42;
*** Deleted all rows from table “dept” ***



Mobile CAD Software
● Don’t need VPN b/c “WE DO CRYPTO”
● Rolled their own CRYPTO, 64-bit blocks...
● Questionable PADDING (next slide)
● Default keys, same crypto w/ PASSWORDS



DIY-Crypto / Usage
● Password MAX 12 CHAR
● Part >8 chars is PLAINTEXT (0x20 if short)
● Asked for help for I.T. PASSWORD RESETS...



Password Reset Capability
● Set from app on SERVER CONSOLE
● Vendor updated p/w expiry feature
● 1st 90-day cycle: 3x shifts of lock-outs



Password Reset Capability
● Asked for RECIPE, CODE, or a TOOL
● Vendor: Will dev tool, 6 months, PM, $10K?
● Our hack? TWELVE (12) LINES OF PYTHON...



# 2015-06-02.[karver]
#... yada yada yada ...
dll=windll.product                        # load DLL
key=b'SECURITY'                           # key?
length=12                                 # length in bytes
if(operation[:3].lower()=='enc' and input):
  dll.encfunc(input,key,length)           # encrypt
  print('0x' + hexlify(input).decode('utf-8'))
if(operation[:3].lower()=='dec' and input):
  input=input.decode('utf-8')             # decode to string
  if input[:2]=='0x': input=input[2:]     # drop leading 0x
  input=unhexlify(input)                  # convert to bin
  dll.decfunc(input,key,length)           # decrypt
  print(input.decode('utf-8'))





Vendor C
911 DISPATCH, LE MGMT.,
JAIL MGMT., MOBILE CAD/COMMS



● Q: How are creds stored? A: “We’re not…”
● Ah, yes, UNSALTED MD5 HASHES
● Well, at least it can do ACTIVE DIRECTORY...



● Who even knows what S means in LDAPS?
● AD works, but stores MD5 vals ANYWAY
● Correction: strtolower(md5($pass))



● TLS/SSL certs not validated
● BLIND HYPERLINKS in messaging
● AD auth only done ONCE, no time limit



● TLS/SSL certs not validated
● BLIND HYPERLINKS in messaging
● AD auth only done ONCE, no time limit



● Updater doesn’t need ADMIN RIGHTS, cool
● B/C ‘Everyone’ on %ProgramFiles%\Client
● Uses librsync, only checks SIZE + MTIME



● Client DIRECT SQL FOR AUTH
● Powerful SQL user, ROT13 for safety
● Oh yeah, client handles AUDIT TRAIL too



s/WHERE password = 
:password/WHERE 1 = 1
\x00\x00\x00\x00\x00
\x00\x00\x00\x00\x00

\x00\x00\x00\x00\x00/g



Look, ma, no local admin needed

0. Hex editor + SQL
1. Size + mtime
2. Auth/Aud BYPASS
3. ???
4. DEMO (1’ 05”)



https://docs.google.com/file/d/1EUAoAZt4FqG27pQ5t9rqbCKPmocRQuzk/preview


● All things reported, little interest at first
● Demo video sent to vendor, commanders
● Soon thereafter: Most stuff is fixed





C: Who is your (C)ISO? Who is in charge?
R: We can’t tell you...

C: AUDIT your software! Shouldn’t be on the 
customer to do it.
R: Someday...maybe

The End ?



NICHE software used by local.govs needs 
AppSec TLC like everything else





#BlueLeaks























.~06/06/20.







SQL Injection in a Nutshell
  SELECT phoneNumber FROM employees WHERE lastName = ’Kava’;

712-555-1212

  UPDATE dept SET name = ’Sheriff’s Office’ WHERE id = 42;
*** SYNTAX ERROR NEAR: s Office’ *** 

  UPDATE dept SET name = ’’; DELETE FROM dept; --’ WHERE id = 42;
*** Deleted all rows from table “dept” ***



.270 GB.





“Distributed Denial of Secrets is 
501(c)(3) non-profit devoted to 

enabling the free transmission of 
data in the public interest.

We aim to avoid political, corporate 
or personal leanings, to act as a 
beacon of available information.”





.1996 - 2020.



.1996 - 2020.







https://docs.google.com/file/d/1U-7SMUkj0f59swZug4ZXeGKivhq5HSbG/preview






● Intel Bulletins
● Shared Files, Emails, Reports
● User Registrations
● Training Registrations
● Survey Responses







● Full Names
● Email Addresses
● Postal Addresses
● Phone Numbers
● Identity Numbers (SOC, OLN)
● IP Addresses
● Passwords







.2020-06-23.





.2020-07-09.













“June 24, Maine Department of Public 
Safety commissioner Michael Saushuck 

faced questions about the activities of their 
fusion center at a legislative hearing…

The Maine fusion center was found to be 
sending their reports about political 
activists to ... large corporations and 

lobbyists.”





.251 WEBSITES.









.35,275 / 247,354 ( 14.3% ).
.Password Hashes Cracked.

.( Cheaply in Three Days ).



.1999 - 2020.











.CONCLUSION.
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.https://forensic.coƴee.
.akava[at]sheriƴ[dit]pottcounty-ia.gov.
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