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What this presentation wor
do

Won’t make you an expert on Solaris Security
—Won’t make me one either

Won't cover EVERYTHING about Solaris Security

Won't guarantee that if you try any of the
suggestions that difficulties will not happen

— Standard DISCLAIMER so | can keep my house
— Backup your system and/or have a test/dev system

Won'’t make your system 100% secure
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What presentation was desigr

to do _ _
Impart some knowledge on solaris security

— Info you may not have thought about
— Have some fun during the session

Present basic suggestions for securing solaris
Present some info on tools for testing

Let’s start from the beginning
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Scenario

You are the CIO of a service corporation
— It's morning —

Chief of the DBA shop rushes in and disturbs your
serenity

You're lucky day! The CFO just happens to
come into your office
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Let's Talk Security

Earlier referred to “100% secure”

Terms
_E *ARO = ALE
_E = Single Loss Expectancy
RO = Annualized Rate of Occurrence
_E = Annualized Loss Expectancy
_E = Asset Value * Exposure Factor
Exposure Factor = 0 to 100% Loss

nrxr»unuwn
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Let's Talk Security Policy

Security Is a compromise — not an absolute
How much are you willing to risk?

Whatever the risk - Your security policy must be
supported from the top down.
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How Much is Enough?

What is the minimum installation cluster you can
Install and still function?

— Core - 62 pkgs

— End User — 313 pkgs

— Developer — 390 pkgs

— Entire Distribution + OEM — 459 pkgs

According to Noordergraaf, he installed a
functional secure server with less than 20 pkgs —
36MB
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Patch Management

<Patch Portal for Solaris>

Download and install recommended OS and
security patch clusters

— Read patchinfo as a reboot may be required

Check system and remove and unneeded pkgs
Run Tripwire against it and get a good
“snapshot”

Bring system down to the “OK” prompt
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sunsolve.sun.com
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Open Boot Prom (OBP)

OPB
diag-switch?=false
security-#badlogins

OPB Security is the First Line
security-mode?=

none, command, full
security-password

Can be set in OBP mode or in
run levels using eeprom
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[etc files

e [etc/inittab
e /etc/rcX.d
e /etc/system

 /etc/passwd

e /etc/shadow

e /etc/default/
e /etc/default/

ogin

nasswd

e /etc/default/kbd
e /etc/default/su
e /etc/inet/inetd.conf

 /etc/hosts.allow
 /etc/hosts.deny
 /etc/hosts.equiv
 .rhosts file
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System Startup
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[etc/inittab
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[etc/rc scripts

[etc/inittab starts /sbin/rcX which fire off the
pertinent rc scripts in the /etc/rcX.d directory

— Key here is to disable unneeded services by changing
the name of the script name, ie, mv S71rpc s71rpc. If
the “capital S” or “capital K” is not seen, script will not
start.
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[etc/rc2.d file

KO7dmi

S70uucp
S75cron
S91afbinit
KO7snmpdx
S71ldap.client
S75flashprom
S91lifbinit
K28nfs.server
S71rpc
S75savecore
S92volmgt
S71sysid.sys
S76nscd
S93cacheos.finish
SO01IMOUNTFSYS
S7?2autoinstall
S80PRESERVE
S94ncalogd
SO5RMTMPFILES
S72inetsvc
S80Ip
S951lim

S20sysetup
S72slpd
S80spc
S95amiserv
S21perf
S73cachefs.daemon
S85power
S95ocfserv
S30sysid.net
S73nfs.client
S88sendmail
S99audit
S40llc2
S74autofs
S88utmpd
S99dtlogin
S47asppp
S74syslog
S89hdconfig
S69inet
S74xntpd
S90wbem
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[etc/passwd and shadow
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[etc/passwd (cont’'d )

# passwd —| <user> to lock an account

# passwd —n 10 -x 7 to lock a passwd

— Keep users from changing by setting minimum greater
than maximum

# passwd —f <user> to change passwd next login

# passwd —n 30 <user> to change passwd every
30 days

usermod to modify the file
userdel to delete an account
pwconv to clean up passwd / shadow files
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[etc/default/login (1)
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[etc/default/login (2)

stouch /var/adm/loginlog
chmod 600 /var/adm/loginlog
echgrp sys /var/adm/loginlog
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[etc/default/passwd & kbd
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[etc/default/su
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Directory and Flle Leve
Secyrit

D|rec orlé/s so far should be owned by root

— root should read, write, exec; group and others
maybe read

Check for proper SUID, SGID, and “sticky bit”
— #find / -type f\ ( -perm -u+s -0 -perm -g+s\) -Is
fix-modes file

* Requires Login ID and password
Use “Directory Shadowing”

Access Control Lists (ACLs) for finer access tuning
— getfacl
— setfacl
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File System Security

Some file systems in the /etc/vfstab file can have
options to mount with nosuid, ro.

— Before doing, make sure no Directories or Files need
nosuid, ro.
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Network Security
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[etc/inet/inetd.conf (1)
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[etc/inet/inetd.conf (2)
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[etc/inet/inetd.conf (3)
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[etc/inet/inetd.conf (4)
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[etc/inet/inetd.conf (5)
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[etc/inet/inetd.conf (6)
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TCP Wrappers

Wietse Venema’s TCP Wrappers

Must configure /etc/hosts.allow and hosts.deny

Set /etc/syslog.conf for appropriate logging.

July 2004 CERT Conference Slide 33



[etc/default/inetinit
TCP_STRONG_ISS=1to TCP_STRONG_ISS=2
Oronthe fly # ndd -set /dev/tcp tcp_strong_iss 2
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Network Security Settings

Using the ndd command to adjust kernel params

— Commandes to list current parameters
e ndd —get /dev/ip \?
* ndd —get /dev/tcp \?
* ndd —get /dev/udp \?
e ndd —get /dev/arp \?
* ndd —get /dev/icmp \?
* ndd —get /dev/hme \? (for host HBA interface)
» ndd —get /dev/tcp tcp_rev_src_routes
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SYN Flood Alleviation

ndd -set /dev/tcp tcp_conn_req_max_g0 4096
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Connection Exhaustic

Attack
ndd -set /dev/tcp tcp _conn_reqg _max_g 1024
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UIS&DIG Source Route

n (? setsg’ev/lp Ip_forward_src_routed O
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Disable IP Forwarding

ndd -set /dev/ip ip_forwarding O
/etc/notrouter
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Disable Directe(
Bnrc'lg)-gtqjg%§_t§spond_to_address_mask_broadca stO

ndd -set /dev/ip ip_respond_to_echo_broadcast O
ndd -set /dev/ip Ip_respond_to_timestamp O
ndd -set /dev/ip ip_respond_to timestamp_ broadcast O

ndd -set /dev/ip ip_forward_directed broadcasts O
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Disable ICMP Redirect

ndd -set /dev/ip Ip_ignore_redirect 1
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Disable ARP Attacks

ndd -set /dev/arp arp_cleanup_interval 60000

July 2004 CERT Conference Slide 42



Disable Buffer Overflow

set noexec_user stack=1
set noexec_user_stack log=1
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Auditing and Audit Logs
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As soon as bsmconv is run, the file /var/audit is
created.

[varfadm/messages
/var/fadm/sulog
/var/fadm/vold.log
/var/fadm/wtmpx

/var/cron/log

/var/fadm/loginlog

/var/log/syslog

praudit, auditconfig, auditreduce
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[var/adm/sulog
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/[var/adm
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logins
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RBAC

RBAC is a way of giving users enough privileges
In order for them to do their job. Comes with
Solaris

— sudo is a third party software that does much the
same

Uses four /etc files
— [etc/user_attr
— [etc/security/exec_attr
— [etc/security/auth_attr
— letc/security/prof_attr

Roles are added using roleadd
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RBAC (Cont’d)

Uses four /etc files

— [etc/user_attr
o user:qualifier:resl:res2:attr

— letc/security/prof _attr
» profname:resl.res2;desc:attr

— /etc/security/exec_attr

* name:policy:type:resl:res2:id:attr
— [letc/security/auth_attr

e name::::type:profile
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Secure Shell

Third party addition
Avallable with Solaris 9 distribution

Use instead of “r’ commands
— All traffic is encrypted so passwords can’t be “sniffed”
— No need of .rhosts
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BasSIC Security iVioduls

(Poa ab?e kernel module - comes with solaris 8
Intercepts system calls based on audit policy
C2 security rating

turn on as root in single-user mode
/etc/security/bsmconv or bsmunconv to turn off

first it turns off volume management by moving
the S92volmgt script to another directory

Performs full auditing of kernel and device
allocation

Disables “Stop-a” capability
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BSM (cont’d)

/etc/security/audit_control
[etc/security/audit_event
/etc/security/audit_user

/etc/security/audit_startup script
— auditconfig —conf
— auditconfig —setpolicy none
— auditconfig — setpolicy +cnt

The last one keeps count of audited events, but
doesn’t log them if the file system is full
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Pluggable Authenticatio
Modules(PAM

Anytime you use te?net, you are using a PAM

Add authentication technologies without
adjusting login services. Can be used with:
— RSA, DCE, Kerberos, S/Key, and smart card

— policy driven in /etc/pam.conf (root readable)
— unitary type login structure

o If password is compromised, so are the multiple sy stems
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[etc/pam.conf file
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Security Tools
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Some Tools

Automated Security Enhancement Tool (ASET)
— Checks setting in low/medium/high states

find command

System Administrator’s Integrated Network Tool
(SAINT)

« Common vulnerabilities and exposure database
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Security Tools (cont’d)

NMAP
NESSUS

Solaris Fingerprint Database

— download and use MD5 to generate fingerprint to
compare to one that lives on Sun’s site

Solaris Security Toolkit - JumpStart Architecture
and Security Scripts (JASS)

Tripwire
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Q&A

*You have questions
| may have answers
otherwise I'll research
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Food for Thought

Question
—Why is Solaris like a tee-pee?

Answer
— No Gates
— No Windows
— Apache Inside

July 2004 CERT Conference Slide 64



