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# whoami

A Retired US Navy Geek (21+ years)

A 17+ years (and counting)
I Network Warfare Operations
I Information security
I Mission Continuity
I Application Development
A Perpetual Student

DISCLAIMER
These ramblings are my own...

8/21/2009



What | learned on my summer
vacation...

A Hardware hacks make for great entertainment
A Rootkits are cool and becoming cooler

A Web 2.0 should be renaméeivn2.0

A The Mac Attack has finally arrived

A Virtualization/CloudPwningh & U KS Y S
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Build a better mouse trap - Nature builds a better mousel
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Tracks

Day 1 Day 2

A Privacy A Hardware

A Infrastructure A Reverse Engineering
A Legal/Management A Cloud/Virtualization
A Rootkits A Mobile

A Testing/exploiting A Random

A Metasploit A Panels

A Exploitation A Turbo Talks

A Panels
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Sample Topics

LI NJ Ay 3

A Veiled: A browsebaseddarknet A Macsploitationwith Metasploit
A Sniffing keystrokes with lasers and voltmeters A Breaking the unbreakable Oracle
A Router exploitation A Automatic browser fingerprinting
A . SO a flamPDé@rénining network value A MSF & telephony
A Your mind: legal status, rights and securing yourself A Metaphishing
A Economics of the underground economy A Practical windows heap exploitation
A StonedBootkit A Weaponizinghe web
A Advanced MAC OSX rootkits A Defeating SSL
A Managed code rootkits A The language of trust (how to violate trust
A The insider (Fox in the Henhouse) relationships)
A Introducing Ring3 rootkits (Chipset rootkits) A Attacking Intel BIOS
A Attacking XSS filters A 16 bit rootkits for b generationZigbeechips
A Post exploitation in hardened PHP environments A/ N> Ol Ay 3 4ayYl NI é
A Demystifyinguzzers A Reverse engineering
A Lock picking (always a favorite) A Exploiting an Apple firmware update
A Anti_forensics: tha‘ootkn Connection A ClOUd Computing m0de|S and VUInerabiIitieS
A Breaking the security myths of extended validation A  Clobbering the Cloud
SSL certificates (Build your own MD5 collider) A Breaking out o/MWare
A Taking on Russian organized crime A Attacking SMS
A Predicting SSNs from public data A Various phon@wningdemos
https://www.blackhat.com/html/bhrusa09/bh-usa09-archives.htmi
8/21/2009


https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html
https://www.blackhat.com/html/bh-usa-09/bh-usa-09-archives.html

Play by play: Keynote (Day 1)

A Douglas C. Merrill (most recently: COO EMI new mdgjial
business)

I Security: we are doing it wrong

A2S R2yQiG GFrt1 G2 2dz2NJ SESOdzi A @S a
I Their priority from an IT challenge perspective: business continuity
I Ours? Compliance

A When we do, we get it wrong (e.g., weak ROI arguments)
I Reputation risk? Correlation?
I Lost productivity? (efficiency argument)
I Exposure due to data loss? (pass it on)

A We have made the user the enemy (or we have become theirs)
I Building the wall/Digging the moat incentivizes negative innovation
I Build security around the way your users need to work.
I Make them your friend
I Make security their problem

I Security professionals need to:

A Change their message (tone and content).
A Embrace their users and HOW THEY REALLY WORK.
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Play by play: Keynote (Day 2)

A Mr Lentz (CSO, DoD)
i A¢CKS S0 Aa | 3JFt2olf odzi FNIIAAES S
I We are at a crosever point
A Contentcentric vs. Netentric
i .S UKS a0l NFAAK AY OGKS a{ 0l NFAAK [y
AhyS SEOSLIiA2YY | R2LIGI GK %S ‘
A We must stop playing whaekmole picincluded)
A{KATOG Fgle& FNRBY adl aa
I Missionbased architecture
A Adversaries will be inside the network. Get used to it.
A52y Qi LINPGSOU olF&aSR 2y OflaaArxTAOFIGAZ2YZ
accomplish the mission (UNCLAS may be critical)
1 K

i 2S Ydzaid GRNA@GS ly2yeYAde 2dzi 2F¥ 0

i ¢CKAYy]l Df2olftfted 1 OO0 [20Fft¢fe 602 2LJ
A Opinion: got many things right. Got a few things wrowgy wrong

I Drive out anonymity? Do we need yet another Tsar?rksaily fragile?
A Common response (from those agreeing with him): How do we get there?
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What’s old is new again...and again...

A Do you know who Ken Thompson is?
iwSFR awSFTftSOUA2ya 2y ¢
I Then check out the talk on Managed Cod,e )
w22ulAlta OKIFEOlAYy3d UGUKS '
A Transverse Directory Attacks:..\..\something
bad\reallybad.exe
A Cross site request forgery (CSRF)

A-{{ GKS IATLG GKIFIUO 7S¢
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