
8/21/2009 1



ÅRetired US Navy Geek (21+ years)
Å17+ years (and counting)
ïNetwork Warfare Operations
ïInformation security
ïMission Continuity
ïApplication Development

ÅPerpetual Student
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ÅHardware hacks make for great entertainment

ÅRootkits are cool and becoming cooler

ÅWeb 2.0 should be renamed Pwn2.0

ÅThe Mac Attack has finally arrived

ÅVirtualization/Cloud Pwningƛǎ ǘƘŜ ƴŜǿ άƴŜȄǘ 
ōƛƎ ǘƘƛƴƎέ

ÅLǘ ŘƻŜǎƴΩǘ ƘŀǾŜ ǘƻ ōŜ ƴŜǿ ǘƻ ǿƻǊƪ

Å{ŜŎǳǊƛǘȅΥ ǿŜ ŀǊŜ όǎǘƛƭƭύ ŘƻƛƴƎ ƛǘ ǿǊƻƴƎΧ
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Day 1

ÅPrivacy

ÅInfrastructure

ÅLegal/Management

ÅRootkits

ÅTesting/exploiting

ÅMetasploit

ÅExploitation

ÅPanels

Day 2

ÅHardware

ÅReverse Engineering

ÅCloud/Virtualization

ÅMobile

ÅRandom

ÅPanels

ÅTurbo Talks
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Å Veiled: A browser-based darknet
Å Sniffing keystrokes with lasers and voltmeters
Å Router exploitation
Å .ŜŎƪǎǘǊƻƳΩǎLaw: Determining network value
Å Your mind: legal status, rights and securing yourself
Å Economics of the underground economy
Å Stoned Bootkit
Å Advanced MAC OSX rootkits
Å Managed code rootkits
Å The insider (Fox in the Henhouse)
Å Introducing Ring -3 rootkits (Chipset rootkits)
Å Attacking XSS filters
Å Post exploitation in hardened PHP environments
Å Demystifying fuzzers
Å Lock picking (always a favorite)
Å Anti-forensics: the rootkit connection
Å Breaking the security myths of extended validation 

SSL certificates (Build your own MD5 collider)
Å Taking on Russian organized crime
Å Predicting SSNs from public data

Å Macsploitationwith Metasploit
Å Breaking the unbreakable Oracle
Å Automatic browser fingerprinting
Å MSF & telephony
Å Metaphishing
Å Practical windows heap exploitation
Å Weaponizingthe web
Å Defeating SSL
Å The language of trust (how to violate trust 

relationships)
Å Attacking Intel BIOS
Å 16 bit rootkits for 2nd generation Zigbeechips
Å /ǊŀŎƪƛƴƎ άǎƳŀǊǘέ ǇŀǊƪƛƴƎ ƳŜǘŜǊǎ
Å Reverse engineering
Å Exploiting an Apple firmware update
Å Cloud computing models and vulnerabilities
Å Clobbering the Cloud
Å Breaking out of VMWare
Å Attacking SMS
Å Various phone pwningdemos
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Å Douglas C. Merrill (most recently: COO EMI new music- digital 
business)
ïSecurity: we are doing it wrong

Å²Ŝ ŘƻƴΩǘ ǘŀƭƪ ǘƻ ƻǳǊ ŜȄŜŎǳǘƛǾŜǎ
ï Their priority from an IT challenge perspective: business continuity
ï Ours? Compliance

ÅWhen we do, we get it wrong (e.g., weak ROI arguments)
ï Reputation risk? Correlation?
ï Lost productivity? (efficiency argument)
ï Exposure due to data loss? (pass it on)

ÅWe have made the user the enemy (or we have become theirs)
ï Building the wall/Digging the moat incentivizes negative innovation 
ï Build security around the way your users need to work.
ï Make them your friend
ï Make security their problem

ïSecurity professionals need to:
ÅChange their message (tone and content). 
ÅEmbrace their users and HOW THEY REALLY WORK. 
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Å Mr Lentz (CSO, DoD)
ïά¢ƘŜ ǿŜō ƛǎ ŀ Ǝƭƻōŀƭ ōǳǘ ŦǊŀƎƛƭŜ ŜŎƻǎȅǎǘŜƳέ
ïWe are at a cross-over point

ÅContent-centric vs. Net-centric

ï.Ŝ ǘƘŜ ǎǘŀǊŦƛǎƘ ƛƴ ǘƘŜ ά{ǘŀǊŦƛǎƘ ŀƴŘ ǘƘŜ {ǇƛŘŜǊέ 
ÅhƴŜ ŜȄŎŜǇǘƛƻƴΥ ŀŘƻǇǘ ǘƘŜ ǎǇƛŘŜǊΩǎ ǿŜō όǎŜƴǎƻǊ ƎǊƛŘύ
ÅWe must stop playing whack-a-mole (pic included)
Å{ƘƛŦǘ ŀǿŀȅ ŦǊƻƳ ǎǘŀǘƛŎ ŘŜŦŜƴǎŜǎ ǘƻǿŀǊŘ ŀƴ ŀŘŀǇǘƛǾŜΣ ŀƎƛƭŜ άƳƻǾƛƴƎ ǘŀǊƎŜǘέ

ï Mission-based architecture
ÅAdversaries will be inside the network. Get used to it.
Å5ƻƴΩǘ ǇǊƻǘŜŎǘ ōŀǎŜŘ ƻƴ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴΣ ōǳǘ ǊŀǘƘŜǊ ǇǊƻǘŜŎǘ ōŀǎŜŘ ƻƴ ǿƘŀǘ ƛƴŦƻ ƛǎ ǊŜǉǳƛǊŜŘ ǘƻ 

accomplish the mission (UNCLAS may be critical)

ï²Ŝ Ƴǳǎǘ άŘǊƛǾŜ ŀƴƻƴȅƳƛǘȅ ƻǳǘ ƻŦ ǘƘŜ ǿŜōέ όƛƳŀƎƛƴŜ Ƙƻǿ ǿŜƭƭ ǘƘƛǎ ǿŜƴǘ ƻǾŜǊύ
ï¢Ƙƛƴƪ DƭƻōŀƭƭȅΦ !Ŏǘ [ƻŎŀƭƭȅ  όŎƻƻǇŜǊŀǘƛǾŜ ŘŜŦŜƴǎŜύΦ ά/ȅōŜǊ DǊŜŜƴ aƻǾŜƳŜƴǘέ

Å Opinion: got many things right. Got a few things wrong- way wrong.
ï Drive out anonymity? Do we need yet another Tsar? Is it reallyfragile?

Å Common response (from those agreeing with him): How do we get there?
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ÅDo you know who Ken Thompson is?

ïwŜŀŘ άwŜŦƭŜŎǘƛƻƴǎ ƻƴ ¢ǊǳǎǘƛƴƎ ¢Ǌǳǎǘέ

ïThen check out the talk on Managed Code 
wƻƻǘƪƛǘǎ όƘŀŎƪƛƴƎ ǘƘŜ W±aΣ tȅǘƘƻƴΣ Φb9¢Χ ŜǘŎύ

ÅTransverse Directory Attacks: ..\ ..\ ..\something 
bad\reallybad.exe

ÅCross site request forgery (CSRF)

Å·{{ ǘƘŜ ƎƛŦǘ ǘƘŀǘ ƪŜŜǇǎ ƻƴ ƎƛǾƛƴƎΧ
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