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IO Comiimen

Who's Liztening?

Wireless communications offer great
flexibility in a market that demands
instant communications. Butwhoa is
listening in on your conversations?

The government, sure.

Competitors, probably.

Terrorists, unlikely but very possible.

hWlake sure to shore up your wireless
implementation by attending aur
featured track at CERT Conference
2002, We'll explore wireless
architecture, threats, legalities and
much mare.

Make zure no owe iz

Estening in on you!

CERT Conference is presented by
MEbraskaCERT, which is comprised of
volunteers dedicated to informatian
secunty awareness and sharing, pres-
ents the 4th annual Computer Security
and Infarmation Assurance conference
in Omaha, Mebraska.

This year we offer 3 days of general
sessions and activitie s with four
consecutive tracks -- Technical, Expert,
hWanagement, and a special track dedi-
cated to Wireless -- that explaore many
Issues facing indiwviduals, businesses,
industry, and government. Ye explore
new regulations, ethics, and cutting-
edge technology, aswell as provide a
solid foundation for those new to the
information security world. Mew this
vear 15 an additional optional day of
hands-on tutorials where presenters pro-
vide practical, hands-on infarmation to
attendees.

CISSP ] SSCP Drama
9, LU0

As an additional attraction, MEbraskaCERT
is hosting the CIS5F and S5CF cetfication
BEXAms one day prior to the conference.
Amone who sits and passes one of these
exams and attends the conference will be
eligible to claim CPE credits toward
maintaining their cedification.

CISSP

The CI35P cerification identifies yvou as a
security professional who has met a certain
standard of knowdedge and experience and
who continues to keep histher knowdedge
current and relevant towhat is happening in
the practice of [nformation Secuarity. CIS5F s
must have a minimum of three years experi-
ence in ane ar maore of the ten Common
Body of Knowledge (CBK) domains. The
iI35F program cetdifies [T professionals
wehio are responsible for developing the
information security policies, standards, and
procedures and managing their implemer:
tation across an organization.

S3CP

The S5CFP cedification identifiesyou as a
security practitioner who has met a certain
standard of knowdedge and experience and
who contindes to keep histher knowdedge
cutrent and relevant to what is happening in
the practice of [nformation Security. S5CPS
must have a minimum of one year experi-
ence in one ar mare of the seven CHE
domains. The cettification is targeted at
network and systermns security administra-
tors, who provide day-to-day support of the
network and security infrastructure.

Regiztration for theze Exams

These exams are conducted I:n,r(ISE)E.

Ta register, vou must do =0 separateby from any
registration for CERT Conference 2002,

R egistration inform ation is available at v, s c2. org.




REASONS TO ATTEND

Fast attendees cite
networking opportunities
as the number one
beneft and reasan to
attend this conferencel
oure, there's plenty of
qualty speakers and
sessions, but the real
value comes from sharing
experiences and learning
from others intere sted
and concerned with
security. The schedule is
set up to ensure you'll
have plenty of time to
meet athers and make
lang-lasting and helpful
contacts at breakfasts,
lunches and breaks,
giving you the apportunity
to learn from other
attendees, not just the
speakers.

Pick Your Sezszions
CERT Conference 2002
has arranged its sessions
into four tracks:;
Technical, Expert,
Management, and
Wireless, to give you an
Idea what type of session
to expect before you walk
in the room. However,
yau're naot locked into a
track. Feel free to mix
and match the sessions
you think interest you the
most, regardless what
track they've been
categarized into.

Security I nformation
& Solationz You Can
Usze

speakers with real-world
experience will discuss
solutions you can take
back with you and imple-
ment. Cur sessions have
been selected to provide
yau with the apportunity
to achieve just the right
balance between techni-
cal and management
Issues.

Take adwmmage of
available Dizcounis
CERT Conference has
revised its discount
pracess for this year's
conference, creating
additional discount
opportunities.

Anyane who has
attended a previous
CERT Conference
sponsored by

MEbraska CERT, is a Full-
time Student, woaorks for
the Government or holds
ther CISSP certification
15 eligible to take
advantage of a $50
discount off a full
conference registration.
In addition,

MEbraska CERT members
are eligible to take
advantage of an addition-
al $50 discount off full
conference registrations.
=ee page 17 for more
information.

Wake up 10
Continental Breakfaz:
Continental Breakfast is
provided each day you
attend.

Lunch iz on us!

Full course lunch buffet
15 included in the
conference fee and
provided for each day
you attend.
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KBYNOUB SPBAKBIRS

Eliaz Levy

Co-founder and Chief Technical Officer, SecurityF ocus .com

Elias Lewy i= C hief Technical Officer and a co-founder of S ecurityF acus, responsible for overall site operations. hr.
Lewy i awell respected and sought after computer security spokezperson and visionany,. He has been in count-
lez= publication, television and radie showes with the press. Elias has hands-on, insider and an anaklysts exper-
ize inthe security business. He learned security vwatiing for several large 1S corporations a5 a security adminis-
tratar and as a corsultant He ako has insider experience from his watking with the =ecurity community as the
former moderator and keeper ofthe Bugtraq wulner ability database and mailing list. Elias' sevenyears of experi-
ence with Bugtrag, first a2 a contributer and then a= the moderatar, gawe him a daily puke on the strengths and
e dinessas in Information S ecuriby.

Last wear, Elias Lewy was chosen as one of N etwode Computing's "0 Most Imparttant People ofthe Decade" The
much respected publication noted that "Lewy has helped educate hundreds of thous ands of system administratars,
nebwok enginears and developers across the planet, while miraculogshy remaining free fromvendor and palitical
bizs."

Rob Rozenherger

Editar, Wmiyths . com

hir. R ob Rosenbergar edie Wroythe.com as a fulktime job and writes a2 3 columnist. He i one of the "ariginal
wirws expert fromthe 1920=, and the first to focus anwirus kyesteria. Bed H erring magazine deseribes him as "one
of the most wigible and cursed critics in computer secury today, and FC 'WMieorld magazine =ays he " merciless
with zelt appaointed wirus e<pers and the credulouws publication that quote them" Rosenbergerwas one of anby a
dozen industry experts inwited to the White House's first-ever antivirus summit meatings.

Rozsenberger's credentiak include a criticalhy acclaimed 1928 treatice on computer virus myths which appearad in
owver Z30 books & publications around the woarld in four official ranslations. [Plus at least buo unauthorzed trans-
lations: Hebrew & Arabic wersions surfaced during "Operation Deset Storm.”] U5, Deferse Department point
papers cite Rosenbergers treatiee on wirus myths 25 a bibliographic source.

Joel Scambray

Co-author of Hacking Exposed: Metwork Security Secrets and Solutions,

the international bestselling Internet s ecurity book that reached its Third Edition in October 2001, He is also l2ad
authar of Hacking Exposed Windows 2000, the definitive analrsis of Micrasoft's flagship product e curity.

Joels past publicatiors hawe included his co-founding role at InfoWorlds Security Watch column, Infoiorld Test
Center Analyst and inaugural author of Microsofts TechMet "Ask U= About.. Security” forum.

Joels writing drawves primarily on his vears of experience a5 an IT security corsultant for clients ranging from mem-
bers of the F oftune 50 fo newly minted startups, where he has gained extensive, fizld-tested knowledge of infor-
mation system security. Joels consulting badkground ako encompasses an unparalleled record of successfully
managed project (including seweral multivear, multinational engagements), development and leadership of a3
Froduct Security R eviews semvice line accounting for substantial annual revenues, and ongoing thought leadership
in the design and analysis of security architectures. He has participated in many network and product security
reviews contracted by Microsoft Corp., including audits of 154 Server and the NET Framewoad. Joel akka main-
tains his owntest laboratony, wahere he continues to research the frontiers of information system security.

Joel speaks widely on WMindows 2000 security for organizations including The Computer Security Institute and
mary large corporations, and he alEo maintaine and teaches Foundstone's Uktimate Hacking: Windonws hands-on
training course,

Joel is currently Managing Principal with Foundstone Inc., and previoushy held positions as a Manager for Ernst &
“foung, Senior Test CenterAnabest for InfoWorld, and Director of IT for a major commercial real estate firm. Joels
academic background includes advanced degrees from the University of C alifornia at Davis and Los Angeles
(UCLAY, and he i 3 Cerified Information Systems Security Professional (CIS5F).




NYTORIALS

FT-14, FT-1B:

Check Point NG Firevall Ezzentialz, Partz | & 11

Barry Cooger, Traiming Direcior, FishMef Seconify

Learn the ins and outs of WP M-1fFireWalk1 NG in afast paced, one day seszion. Topics will include,
installation, corfiguration, SIC architecture, sywstem archite cture, firevwall management, policy, and more!
Stateful Inspection, MNAT, WPHN, Authentication, and the new NG Policy Editor will be covered ire de pth.

FT-24&:

Sacura Wirelazs Natworks

Maffhew Marsh, Pakfron iz Sysfens and Sfeve Mugen, M uGenSoff

Wireless nebuwotes are little different from any other netwak structure in terms of the nead for management.
Howewer they provide a greater challenge giwen the potertial scope of protection. In this tutarial we will zee
how the standard methods of netwod management and security can be used within the challenges of the
wir eless netuod,

FT-1B:

D% Svstem Uzage

P Revolufion

This zes=ion will identify methods of addressing security iszues at a level required by 15P2 and other major
netwot infrastructures, Specific e<amples of implementations will be provided.

FT-34:

Dizazter Freparednezs

Harry Bawuris

The goal of the workshop is to provide the student with the requisite knowledge and took to develop a
wiable diaster preparedness plan. Thewokshop will focus onthe relationship bebween 3 business
continuity plan and a die aster recoverny plan and identify the components of 3 disaster recoveny plan. A
practical framewartk developing and implementing a wiable dieaster recoverny plan will be provided through a
short irformation brigfing, workshop discussions, and practical exercize. Students will leave the wokshop
with 3 practical example of 3 dis aster recoveny plan and associated emergency action plan attachments.

FT-3B:

Incident Rezponze Teams

Mardy Gillesnis

Inzident Response provides an introduction to the various phases of planning, developing and implemeanting
an Incidernt Response Team. The presentation will cover pre incident planning to postincident analsie. The
presentation will do =0 by providing a methodology conzisting of 6 phases: preparation, identification, core
tainment, eradication, recoverny and lessons learned.

FT-44:

Weawdng Cyber Surd vability from Expanded Perzpectives

CERTICE

The Internet was originally developed a5 3 means of sunvivable communication for 3 nuclear holocaust. =
thi= =till the walid mechanism for communications deliverny voithin today's networking environments. In this
zezzion CERT/CC will explore the way in which netwatkis have evolved o meetthe new consumer and
business mand ates.

FT-4B:

‘Wiraleazz Lab and Demongtration

ML A

This zes=ion will provide realworld examples of wireless zecurity as researched by UMD’z Collage of
Irfarmation Science and Technology students.



TT-1:

Tacurity Fewlitias -
interface Batvsen the
Cybar »nd Phyzicsl
woride

CERTICE

This seszion will be presentad
by an individual from the
CERT Coardination C enter,
Carnegie Mellon University,
Prowiding information critical to
understanding the link
between the physical and
cyber worlds of security,

TT-2:

Zeript Kiddeaz - Windows
Cric Hielmsfad, Polilfes, lne.
Scriptkiddess are looking for
awicim and wou don't veant to
be on their list. Learn about
comman Windoans MT and
2000 exploits and their fixes.
An actual penetration on a lve
systermwill be demorstrated,
providing wou with the toaks
and understanding to perform
wour awin penetration tests.

TT-3:

Carmmman ndernet Stwckz
MEbraskal ERT

Inthiz seszion, we will contin-
ue the coverage of scripthid
dees andtalk about common
Internet attack themes. WM'e
wgill look at how standard
Firevwall and DMZ scenarios
lend themselves to certain
types of attack andwhat you
can do to mitigate the risk.

TT-4:

Internel Security

Or. Guy Helnrer, Palisade
Spsfenms

Wiith ower 5% of large come
panies and gowernment agen-
cies reporting computer
breaches in the past year
(most being internal breach-
ex1, the need for internal secw
rity salutions has been a grone
ing focus of arganizations.
FPerimeter security & no longer

enough--3 huge security hole
remains with internal access
at the network lewel W thoot
an extra layer of = ecurity
beyond application-layer
prote ctiors to =hield impaortant
servers, people are virtualhy
free within the netword to
explore or hadi these as=zet.
Today, multiple levek of 2acu-
rity are necessary to improve
effectiveness and provide
contingency. Existing prod-
uck zuch as firemalk, switch-
ing/frouting component, and
intrusion detection systems
can be force fit in an atternpt
to address unrestricted net
ot level access, but they
suffer sewere functional limita
tior= that render them imprac-
tizal for most implementations.
This presentation will cowver all
aspects of protecting against
inside attach.

wT-1:

Frotacting Apwche

fave Suymess, UND, INWTRE
Comarafion, Mebrasha
- g

In this sessionyouwill see
hiow to configure and use an
Apache websenrer far
enhanced security. The trade-
off bebween us ability and high
security will be illustrated and
common external securiy
measures will be discussed.

WT-1:

ADZL Sacurity for
BuzinaEs

fzwve Bymess, UND, WTRE
Comparafion, Mebraska
COn-R anp

Mihat i ADSL and how can a
business wse it effectively and
secureh™ The myths
surraunding ADSL fe atures
and =ecurity will be
ururapped and the true
feature set and secure u=age
of ADSLwithin the business
erironment vill be explored.
Fractical examples of common

ez will be illustrated includ-
ing WPM and remote branch
connections.

wi-&

IZ0 17733

Chef Uher, SecunifyPosfure
150 17739 i the most wid by
recognized =sacurity standard.
Itiz based upon BET/EA,
ruhich was last published in
hday 1993, an edition wehich
itz elf included many &nbance-
ments and improvement an
previous warsions. The first
wersion of IS0 17799 w as
publizhed in D ecembear 2000,
IS0 17788 i comprehensive
in e coverage of security
iEsues. It contains asubstan
tial number of contral require
ments, some aextremealy come
plez. Compliance with 150
17789, arindead any detailed
security standard, i therefare
afar from trivial task, ewenfor
the most=security conscious of
arganizations. Certification
can be ewven more daunting. 1t
iz recommended therefore that
IS0 17789 i approached step
by step. The best starting
paint iz oftan an asseszment
of the current position,
follamed by identification of
what changes are neadead for
IS0 177299, From here, plan-
ning and implementation must
be undertaken.

w-4&

WP through YFH
Simeor Corey, A5

This presentation will provide
an introduction to WFPMN=,
outlining what is a data wPH,
reasons for implementation,
scenarios &soldtions, and
commanality of data and voice
WMz, How WFHMNz can help
ViolP deploywmentwwill be con-
sidered and key Esues con
cerning implementation of a
WEH will be oullined.




HT-1x

Critical nfrastruchure
Frataction

CERTICE

This presentation, provided by
an individual from the CERT
Coordination Center, Carnegis
hellon University, will focus on
the protection of our nation's
criical infrastructure. Wrhat is
criical infrastructure™ WMithat
has been done to protect it
Wrhat new legislation are we
facing to enfarce protection™
Howe great i our weakness™
The arswers to these ques-
tiors and more are expected
in this presentation.

HT-h

Ly Tpaa SutopEy
Dowglas &, Cara ok, 1BW
Global Services

Intoday's netwode-cantric
varld, where technalogqy and
business are conwerging, any
digruption ta the flow of
information can be
devastating. If someane were
ta breach the =ecurity of wour
systemn today, veould ywou be
ready™ Are ywou prepared to
track these perpetratars to find
out wh at they accomplished
during this breach™ What will
wou do now thatwyou hawve the
evidence This sezzion will
dig cuss computer forensics
shaning step-by-step howe 3
break-in can be discowerad
and howve the hackear can be
tracked through the system.
e will dizcuss some tricks
hadiers useto prevent discou
eny and what you can dato
thart them, along with howe a
compary ¢an handle incide rt
management including some
ofthe legal considerations a
compary must corsiderwhen
investigating an incident

HT-%

Diractory Sacurity

Alar Mark, MNowvel, Inc.
WMihen directories were first
implemented, their main role
vuas maintaining basic idente
ties. Access was required to
many different systems, and a
central directory could hawve
been utilized to maintain w=ers
and their access lists.
Howewer, even 3 decade later,
many systems and applica-
tior=s are not "directory
enabled.” Andto make
matters worse, most organiza
tiors (usually due to internal
politics) created multiple
directories, even though they
didn't exchange data with one
another. Using open
standards such a=z XML, it's
possible for these disparate
directories and applications 1o
communicate with ane
another. This presentation
cowvers howe 3 directony senice
prowides anintegrated =solution
for managing identities,
policies, and security contrals.

HT-4

Ganarsl Uniz Seourity

T. Sfeven Barker, Fayfheon
Co e ATy

Thie presentation & designed
to introduce the UMY oper at-
ing system features and
describe mechankms and
features which help create a
more secure computing
ervironment. Upon
conclusion of this presents
tion, attendees will have 3
basic understanding of LNLE
operating system features that
can be w=edto enhance
security and those features of
the UNLX operating system
that pose potential system
vulnerabilties.

IICAL THACK



TE-1, TE-x

Zamba Secured,

Fartz 1 & 11

0. F. Rabkerds, Universiy of
Ofago MNew Zezland

The purpose of this presents
tion i= to illustrate the option
of using Linux senwers
instead of Windows zeners
on LAMN=. This topic is
approached from the network
and security perspe ctive,
There are many welkk nown
security issues with Windows
MT 4 that can mak e it
unacceptable as 3 domain
cantroller for a local area
netwode. Linux has fewer
security issues which
provides both 3 better
perception and that as=ist in
securing the server space.
This vwat will lock at combir
ingthe strengths of Linusx
senvers nith the common-
place Windows desktop. In
this seszion we will address
tzues of setting up a Linux
server to act a2 3 domain
cantroller for Wind o
desktops using Samba. We
then will addres= the design
of Linu file system security
and how it can be adapted to
make it more secure than
MTFS. Finalhy, vae will
discuss currenthy auailable
enhanced security tech
niques, such as S50 connec-
tivity, that are awvailable to
Unix desktops connecting to
the sanrer.

TE-%

EHMPGE

M. Haroaker

Inthis zeszion e will =how
the full spactrum and sfrength
of SHMPE using the code
baze of the most popular
SHMP utility suite available.
e will dizcuss the zepara-
tion of Authentication and
Frivacy a= performed within
w3 and illustr ate u=ing

multiple authPriv passphraze
structures. We then cower
hiowe the w2 notion of Wisrs
and Scoping can be applied
to further limit and =egment
the information. Finally we
showe how the warious securk
ty enhancements do not
allor an attacker with
physiczal accesz tothe
managed machine to know or
subwertthe authentication
and privacy schemas.

TE-4:
Cizoed THMPGE 2

Tacurity

5. Marnis

In thiz =eszionthe application
and use of SN MPY2 and
other zecurity measures such
as 55H connectivity are
applied ta Cisco equipment.
In this dizcussion e will ook
at the wvarious types and uses
of Cieco equipment viithin
arganizations and show the
methods and uses of the
sacurity features provided.
e il concentrate on the
use of SHMPY2 and S5H in
securing and monitaring
equipment in high security
zituations.

WE-1, WE-X

Wiy Hacking,

FPartz | 4 11

Faran Galant,

Sancfum, o,

A= the saving goes, if you
don't learn from your past
mistadces, you are doomed to
repeat them again in the
future. An important stepin
beginning to smartly address
sacurity is to take stock of
what = going on and begin to
understand where problems
may exist. This is most
accurately done through the
uze of networte and applica-
tion lewvel forensics. Wirhile
netvork hadiz aim at the
TCRAP level, and usualhy

require deep understanding
of it behawvior (&.g. buffer
owverflowes, syndin floods, ete)
one simple request to the
web zenrer might grant the
attacker the ability ta run
shell commands without army
interfference (e.g. Microsoft
115 Unicode wulnerabiliy.

Mo nitaring netwoark traffic,
inztalling tripruire and honey-
pots, and meonitoring lags are
all good netwark =ecurity
practices. Howevear, mostIT
profeszsionalk have litle prac-
tice with actual traffic over the
mhntng.  In this dwo partses-
sion e will cower iwhat wark
ous attacks are prevalent on
the WA, T hen e will
debre down into the methods
and techniques for reading
and analyzing vueb data
stream=. This presentation
uses detailed code examples
to demonstrate techniques
for manually identifying wekb-
site attadks, including =imple,
complex and HTTP attacks.

WE-3, WE-4&:

Zacure Frogrmnn ming,
Fartz 1 3 1l

Orian Snvifl,

Solufionag, Inc.

Inthis double ses=zion, the
structure and tips for pursu-
ing secure programming will
be explored and illustr ated.
Inthe first ses=ion the basics
will be cowverad. These
inczlude the nature of buffer
overflowes, the use of systems
command escapes, and the
formatting of 3. In the sec-
ond session we will explore
dezper into the use of auto
mated and manual toals for
chediing and assisting with
the discoweny of =ecurity
problems befare the code is
released Additionally the
use of testing and QA
methodologies totest code
afterit has bean compiled will




beillustrated. “rou will leawe
theze zezziore understanding
b to dewvelop ywour owen
methodolo gy for cre ating
secure code and with a better
understanding of how to look
for zecurity prablems in both
source and binany code
bases.

HE-1, HE-1:

IDE Log AnwwEE,

Fartz | & 11

Marcus J. R arunt

This session will covear
designing generalzed rules-
bazed log coalescing soft-
vuare which provides reliable
and rapid basic log process-
ing. This sothware i useful
az astandalone tool for ana-
hw=zing 3 wariety of logs, a=
rell 3z 3 useful post-facto
analysis and processing Sys-
tem for stored logs thatyou
may hawve archived. In this
session wee will cover the
dezign reasors and the con-
struction of the farmatting
langquage for the trarsforma-
tion of warious lag farmatk
into 3 gingle tagged autput
stream.

HE-%

A0S Techni quas
Steaphen Mugen, NuGenSoff
This topic will discuss and
explare means and possibile
ties for incorporating different
Al CArtificial Trte lligen ce)
techniques into adaptive
strategies and tooks for;
-Learning to recognize intru-
sions through Al- based simu-
lations and fraining exercises,
-R ecognizing new infrusions,
not yet described by existing
rulesets,

-Ad aptively reconfiguring
defended systems to limit the
scope of the intruzion,

Maozpecial knowledge of Al
azzumed, but the dizcussion
aszumes general expertise in
Information Security,

HE-4:

0% for 5P

P Revelufion

The need for Intrusion

L etection for [SPs i 3 nec
eszany, but dificult problem.
Wiith such a great amount of
traffic and bandwidth, it i
difficult to effectively address
Intrusion Deteclion needs,
This sezzion will tak about
i ays of accomplishing
Intrusion Detection at the ISP
lewel and how it can help
ENSUre 3 More secure
Internet environment




Arndrew T. Robinson,

MW nformaiion Securfy

R5SK i a process for measuring
inform ation security risk, and is
intended 3= a tool to supplement
exizting security testing method
ologies. Security testing has
become astandard of care for
organizatiors connected to the
Internet, and is even required by
lavu for regulated industries such
as barking and financial s envices.
While a security testis an
excellent ool for identifying
wulnerabilities, it is difficult to
compare the results of dwo
security test, whether they are
taien of the same testing domain
owver ime, or of bwo different test
ingdomairs. RSK k& designed fo
enable these comparisons.

Agron Grothe

The purpose of this tak i to

diz cuss the possibiliby of
reducing the abilty of people to
track your movemernts on the
Irternet az well a2 reducing the
amount of infarmation wau are
providing. A= part of the
presentation a description of
same of the current services and
took that may be used to achieve
these goak. It will also provide 3
small tutarial de=cribing how 3
user can reduce their footprint
while uzing the Internet.

Bridges
This zes=ion will provide an
overvien of the requirements that
are expectedto be mandated by
HIF&A [awes. This presentation
will be eszpecially uzeful to indiid-
uak inthe Health Care industry
of individuals interested to know

it HIPA& applies to them.

Or. Bruce V. Harfley,

Faliles, Inc.

The found ation of 3 successful
infarmation security program i a
strong s ecurity palicy. Without
one, wour company's systems are
more vulnerable to attack, both
internally and externally. Creating
a policy thatsupports wour
company's goak i critical to the
success of the document. The
initial policy must akko be continu-
ally revigmed, updated, and
communicated to ersure it
addresses your changing
business needs andfor regulatony
requirements, such a= the
ramm-Leach Bliley Act and
HIPAA. An equally important part
of an effective security policy is
the development of implementa-
tion standards, which are
designed to ranslate the paolicy
into aperating systemspeciic
configuration guidelines. These
guidelines ensurethat IT
professionals can easihy
implement the policy for each
operating system onthe nebwork.

s
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Douglas &, Cararick, 184
Globa! Serdoes

In this presentation, Mr. Conarich
will diezus= howe 3 company can
handle incident management
The presentation will cover types
of incidents, the walue afwritten
policies and procedures, the
phases of anincidernt, legal
considerations, and evidence
collection. He will touch on some
of the legal corsiderations (an
outline ofzame of the major come
puter related iEsues) 3 company
must corsider vahean investigating
an incident. Mr. Conarich will
present some tips and hints of
ewidence collection that will aid
wou during incident management
This will include what to collact,
chain of evidence, and custody
izsues.
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UIF Maff=san, Profegrify

Inzspite of the effore of many
corparations to implement
inform ation security, the incidents
of suceessful netwak intrusions
vhere data has been compro-
mized are ontherise. Part of the
problem lies in the fact that most
companies salely implament
perimeter based security
soldtions, even though the
greatest threats are from

internal sources. Additionalhy,
compdanies implement network-
basedsecurity solutions that are
designed to protect network
resources, despite the fact that
the information is maore often the
target of the attack. “et nothing
iz being done to protect the
inform ation. R ecent develop
ments in inform atior- based
security solutions address a
defense-in-depth strategy and i=
independent ofthe platform or
the database that it proteck.

o B E o
eyl Ty

e T e

Elias Levy

Mrhen new wulnerabiliies are
digcovered, should they
immediately be broadcasted to
the woorld to allow I T profession-
ak to adequateby protect their
inform ation systems, or arewe
giving the bad guys all the infor-
mation they needto futher the
explaitation of the wulnerabil ity
In this session, one of this years
keynote speakers discusses the
pros and cons of wulnerabiliby
diszlosure and taks aboutthe
bestwuay to handle new
vulnerability discoveries,

Or. Brucs V. Harfley,

Folies, ne.

hlost companies recognize the
need for nebwotk security and
continually focus on maintaining
adequate protection. Many have



taienthe steps necess ary to
safeguard their systems from
extarnal attacks. Often, homewear,
theze same companies owerlook
internal security despite the fact
that a =zignifizant percentage of
computer abuse stems from
internal problems. Because an
inzider already has physizal and
logical aceess to the system, an
understanding of wwhat data i
sernsitive, and possibly an under
standing of the security confrals,
the potential for misuse i weny
high. This cwersight can unneces-
sarily expose a company to not
anby internal threats, but alzo sue-
cessful penetration when internal
atacks occur. Additionally, many
available zecurity mechanisms,
such as minimum password
lengthe, password histories, and
security auditing, are not used.
These wulnerabilities are aazily
preventable wuhen strong internal
security i maintained. This ses-
sionwill address the importance
of protecting wour organization
from internal attacks, as well az
provide information on how to
improwe your internal s ecurity.

= 5
Tv=~dd

Oouglzs & Corafch,

1B Global Servces

Inthe past business managers
have regarded computer securiy
as something that doesn't hawve to
concern them. Howewver, recent
event such a the continuous
attack by wiruses, network worm
invasions and high schaol
pranksters have increased their
anareness and concern. A good
security policy contains guide-
lines that address these protec-
tion Esues.

W e

fiarld CIREs Sedarity
Walfer 5. Mebus, Jr,

Securify Consulfing Services
Inthis presentation, hr. Kobus
will digcuss deweloping a'Wiforld

Clazz Security Managemeant

Frogram. He will cover how to
azzess risk and determine needs,
howve to establish 3 centrally
managed focal paoint, the necessi
ty to implement appropriate poli
cies and related caontrols, how to
promote awareneszs, and how to
monitor and evaluate policy and
control effectiveness.

Addition ally, he will ook at nine
organizations wou can use to
benchmar vour effectiveness.

ol Pl 5
FasEynrds YWeal Link

Crik Hijelmrsfad, Palilfec, Ine.
Breaking computer security is
essentialy a search for the weak-
est link and poor password
choices are often that link. One
of the eaziest ways for atackers
to enter your netmak is by
guessing awweak password.

W eak passwords include default
passwords, dictionary words,
bazic personal information (such
as the name of your spouse,
child, or pet), common local
terms, and amything that is
wiritten dovwn and left near your
computer. Statistics show that in
most computer nebwoks, 35 to
80 percent of passwords can be
eazily guessed.

Gilesaie

This =ezzion will provide an intro-
duction to the variows phases of
planning, develaping and
implemeanting an Incident
Fesponse Team. The presenta-
tion will cover pre-incident plan-
ning to post-incident analysis.
The presentation will do s by
providing a methodalogy corsist-
ing of & phases: preparation,
identification, containment, erade
cation, recoveny and lezsons
learned. This session is ako
being presented in an expanded
2 hour tutarial on Frid ay.
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Wireless technology can
enable businesses to provide
ubiquitous and flexible
nebwork access for critical
applications that require
increased levels of uzer mobil-
ity. This computing freedom
may provide for increased
oper ational efficiency and
funchion ality, howeewer mireless
technology does infroduce a
magnitude of critical £ e curiby
rick=, and many feel that
achiewving wireless security is
an insurmountable task. A= a
result, busineszez have been
reluctant to implement
wireless technology, and for
mastthat have taien the leap
into wireless have done so

irs & curely. oo will wealk away
from this presentation armed
with the knowledge that
wirelesz security can be
achiewed, and will understand
the fundamerntals of wireless
technology, wireless security
threats, and wireless zacurity
methods. In addition, wou will
lzarn the critical processes for
successfully performing
wirelesz audis.

TS, TV

FEndE- Un Wirsless Lab,
FartE |23

CL LS

In thiz seszion paticipant will
lzarn first hand howe to setup
and run 3 wireless netwoark.
re will take the Conference
wireless netwarde and = how
how it has been created and
the warious levels of security
and dangers that are present.
After this session participants
will see how 3 wireless net-
wiork operates and understand
the common target of attack
on awireless netwark.

e -l
wWirelass & PSed
Matfhew Marsh,

Fakfranix 5 psfems
Giventhe aase with wuhich
WEF i broken thare i 3 need
to authernticate and privatize
the communication ower a
wirelesz netwak. In this ses-
zion we will examine the
opportune merger betweaen
the IP Security Protocol Suite
(IPSec) and wireless |P net-
woking. ozt of the zes=ion
will be focuzed on use within
the IPvd=spectrum and as time
permits vue will discuss the
use of |PuS within veireless
nehwodis.

W e 2
WIrSSEE SO0 RN

Orign Fabersan,
FresidenfiFaurder, Orivaha
Lirux User Groun

In this session youwill see
how to snoap on 3 wireless
noetaak, W'e will illustrate the
use of WEF crack and
AlRSnont a tools for external
anaklysis. We will akko ook into
the use of standard mapping
and penetration tooks such as
MESSUS inthe mapping and
scanning of wireless netwoks,
e

wirelaEs Intarmet Thrests
Teo

This session will provide gen-
eral inform ation necessany
when considering wireless
nehwaks inyour home or
office e rwironme nt.

Individuak interested in o
wireless netwoks work, and
hiotw to secure them should
attend.

LLE S

wWirel @EE Security

Ashek Fichad iz, Union
Pacific Bailroad

A= companies and users
miove to the 20211 wireless
nebworks, nev security expo
sures and privacy iszues have
come to the fore. Existing
wired nehmorks require that
intruders hawve physical access
to the nebward o compromise
sacurity - wireless networks do
amay with this restriction.
Consequenthy, intrudars hawe
been able to successfulbly
engage in "drive by hadong"
and compromise netowo i
security by merehy driving by
wirelezs installations and cap-
turing traffic via homemade
"Pringles" cars antennas. This
preserntation will highlight wark
ous security expozures and
cantrols required to s ecurehy
implement wireless nebuardes.
The presentation will include a
dizzusszion of basic access
cantrol and encryplion
methods available in today's
wirelezss systems, their flaus
and applicability faor
buzinesses, and some
propesed solutions to ersure
secure and scalable
implementation of wirelass
nietarks.
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wirEl 2EE Selurity Demo,
FareE 12l

Jdrtes Nelsanr

Inthis seszion we take the
wireless netwok setup for the
Conference on Tuesday and
paricipant will learn first hand
b to =can and crack a
wireless netwok, We then
illustrate the wariows methods
for enhancing the autherntica-
tion and privacy structure of
the network. After this session
paticipant willsee how 3
wireless netwok operates and
understand the common
targets of attack and the best
methods of defense on a
wireless netwok.

WS

FllFe, GLE & Wikl e
oss

Mavu that wou knowe o to
in=tall, maintain, manage, and
secure awireless network -
hooww does it fit inte the regula-
tory landscape™ In this 5es-
sionwee explore the unique
structures of 3 wireless net-
wate 3= they pertain to seweral
U5A legal arenas ke HIFAS
and LB

4,
LUty Rizks

Jeff Guifople, VP e-Securify,
Solufiorary, inc.

There are many issues and
challenges facing the
deployment of wireless
netmaks today, We will
explore the different types of
configuring vire les=
netmarking, and the
challenges of zecuring them.
From the technical Esues with
the encryption algorithms used
in the hardware ta the
insecuriies of default

install atiores, each major
e gk ness will be addressed,
and soldtions to the problems
will be presented.
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Solutionary.
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Abeut Omaha, Mebiaskan

Cmaha is a dvnamic metropoltan area of 700,000 with ower 18,000 husinesses.
Cmaha has long been known as a destination where wistors can have fun and not have to
vty about budget constraints. Some of the Midwest's finest wistor aftractions are located
here. This is a city with a rich past, vibrant present and exciting future. There is alway s
something to see ar do in Omaha. The community has awide array of parks, museums,
histarical sites and entertainment areas that are open year-round. A number of activities are
free ar cost onk a fewe dollars. Mary of these attractions are unigue to the Omaha area.

continued..
Fra—— .
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Dmaha is the corporate headguarters and main residential campus of Boys Town,
which continuesto provide care to hundreds of children and is open to the public. The
Henry Doorl Zoo haswon numerous awards and is one of the region's most popalar
attractions. Thiswaorld-class zoo sits on 130 acres and is home to over B00 species and
rmore than 18,600 specimens. Among the numerous exhibits are the world's largest indoor
rainforest, an aguarium complex that includes a walk-through tunnel, the second largest
free-flight aviary, and the newly opened Desert Dome, where three diverse desert environ-
ments have heen re-created under the waorld's largest glazed geodesic dome.

The Omaha metropolitan area is also an active and diverse arts and entertainment
hase for the region, attracting arists from around the warld. There is a professional sy
phony and opera company, aswell as dozens of theaters and performing artsvenues. The

arts community welcomes everyone to paticipate in cultural activities.
Omaha Area Anractions:
Heatland of A&metica P atk and Fountain
Omaha's Rozenblatt Sadium, Home ofthe
College World Seres
Dutham YWestern Heritage Museum
Boys Town US4
Zerald Ford Bithsite
Omaha Botanical Gardens
River City Star

Addbing gl Eledsl

Airline Travel 1o Omaha
Save upto 10% on aitline travel by booking your flight with Midwest Express, the official
airline carrier for CERT Conference 2002,

The Old Market 7 Downtown

Henry Doorly Zoo; Dezert Dome, Agquanium,
Indoor Rainforest & IMAX 3D

Joglvn &t b useum

Strategic Air Command Mussum

General Crook House

fallory Kountze Planetadum

Riverboat Casinos

Hoiels

The following hotels are located in close proximity to the Scott Conference Center:
Doubletres Guest Suites (G020 297 -5141 Haoliday nn (402) 393-3250

TZr0 Cedar Street 3321 5. T2nd Street

Omaha, NE £2124 Omaha, NE 63106

Guaity Inn (02 3977137 Clarion (402)297-3700

2808 5. T2nd Street 3650 5. T2nd Street

Omaha, NE £2124 Omaha, NE 63129

Super 8 (402) 2000700 Trawelodge (4902) 3015757

7111 Spring Street
Omaha, HE 63105

Harpton Inme (902 2391-2129
2301 5. 72nd Street
Omaha, HE 63124

Harmewood Sutes (G020 2977500
F010 H a= call Stre et
Omaha, NE 63105

A0 Grower Sreet
Omaha, HE 68105

Red Lion (€02 397-7F020
FOOF Grower Street
Omaha, HE 681065
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REGISTRATION INFORMATION

Regiztration Feesz:

Early Bird Full Conference Registration (through July 18, 2001) = $695
Full Conference Redistration (after Juby 20, 2001 = $795

Conference Sessions (Auoust B-8) Only = $695

Conference Twdorial (August 9) Only = $150

Dizcounts:

MEbraskaCERT Member Discount = $50°
Alumni f Full-tirme Student ! Government F CISSP Discount = $0*

-

Disooent availatie farfull conference reqistations omly. See www NELRSHACERTom for foe infomation .
Alwrvmd oiscount avafiable bo reqgistants who Fiended past CERT Conferances presented by NEbrasaCERT,
To Qualify for Ful-tnme Swolent, Govermmmend, o CLESP oiscount, aendes mcst Show vaio O dudmg
Conference Checlein. These discounts are only avadable on full confamnce registations LMD ezoh registrant
may olainron ) 1 fonel ofthe discounts i s category for 2 maximnr of $50,

L1

Conference Fees Include: LB
. ) . . Schedule subject to
- Attendance to Sessions, Tutorials, and Paneks for each day of registration change dus o
- Full Lunch availability of
- Continental Breakfast and Afternoon Refreshments speakers and
- Printed hdaterials for sessions you attend pregent_aﬁ-:-n
- Access to electronic copy of presentation materials™ materials.

T When available, presentation materials will be available 1o atendees at the beaginning of 2ach ses=sion.
Alimited quantity of copies will be available, therefore availability will be on a first come, firstserved basis,

™ Updated presentation materials will be awvailable onthe corference website as so0on a8 presenters provide
maie them available to corference staff. Mot all presenters provide their presentatiors for publication.

= ATTEMDANCE IS LIMITED TOFIRST 200 PAID REGIST RATIONS - REGIST ER TODAY! *#*

Regizter by Mail: Regizter on the Weh au:
CERT Conference hitp:livnind certconf, orgiredister
F.O. Box 825

Bellevus, ME BB0050825 Fax Regiztration form to:

(4027 397-5537

Cancellation Policy:

All cancellafions nmmusf be made in wrifing and senf by mad vsing fie address or fax # §sfed. Al writfer
carcellafions must be received by July 18, 2002 and 3§25 adminisiratfive fee will aooly. Al refunds will
be pracessed within 3 days fellowing fre conference. If you cannof Ffferd, you may fransfer pour
reqisfrafion fo avofher enplopes within your comaany, grovided nofificafion of such change is made
a5 early as posshle,
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RBCGISTRATION FORM

Name:
LAS T ASET Mard,
Title:
C ompany:
Address:
SETREE T ADDFESE FP.0. EOX MAA 5700 SR Q0S
Lol ETHTE RS PO T COOE
Phone: F e
E-mail:
Iwond d like moy pame to be included ontbe CERT Corference mailing list, WYES or MO
Pavnent inforrmation:
Earhy Bird Full Conference Registration fhrowgh Jduly 18, 20020 FE25 5
Full Conference Registration gaderJdwly 18 2004 F795 F
Conference Ssssiors (August 63, 20020 Onby: FE25 5
Conference Jidosal (PAugust 9, 20020 Only; F150 F
MEbraskaCERT Member Discount -RE0" B
Alumni £ F ull-time Student § Gowvernment £ CISSP DiEcount B 1 N B
TOTAL: £
“Lee Regisfrafion Informrafion Page for pualificafion reguirenments and resfnicfions
CISSP Ceri fcalion Mumber: .to be used tasubmit CPE eredits to (ISCHF
Paywnent Method:
Chedk, enclrsed pavable to CERT Conference
Purchaze Order, P 0. Number
Credit Card - Type: AMEX; VISA; haztercard: DiEcover;
Credit Card Mumber: Expiration Date:
Card YWerification Yalue mrttiee digie otthe svmber boged on the hatne s,
Cardholdet's Mame:
Cardholder's &Address: Zp Code:

Cardholder = Signature:;

=ee Reqistration Infommation Page for Cancellation Policy
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