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Wir e le s s  L A N  S e c u r ity :  
R e a d y  fo r  P r im e tim e  
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A g e n d a

• S e c u r ity  C o n c e r n s

• B a s ic  s e c u r ity  a r c h ite c tu r e s

• H o w  to  a d d r e s s  s e c u r ity  c o n c e r n s

• S ta n d a r d s  u p d a te
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B u ild in g  a  S e c u r ity  s o lu tio n   is  a  
jo u r n e y , n o t a n  e n d  g a m e

• S e c u r ity  w a s  a n  o b s ta c le , b u t s ig n ific a n t 
s tr id e s  h a v e  b e e n  m a d e !

• N o t a ll s e c u r ity  a r c h ite c tu r e s  a r e  th e  s a m e

• E n te r p r is e s  w a n t fle x ib le , h a s s le -fr e e , 
s e c u r ity  a d m in is tr a tio n  a n d  m a n a g e m e n t

• S e c u r ity  w a s  a n  o b s ta c le , b u t s ig n ific a n t 
s tr id e s  h a v e  b e e n  m a d e !

• N o t a ll s e c u r ity  a r c h ite c tu r e s  a r e  th e  s a m e

• E n te r p r is e s  w a n t fle x ib le , h a s s le -fr e e , 
s e c u r ity  a d m in is tr a tio n  a n d  m a n a g e m e n t
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T h e  # 1  C o n c e r n  fo r  E n te r p r is e
a b o u t Wir e le s s : S e c u r ity
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P r o b le m : T h e  S tr e n g th  o f Wir e le s s  L A N s  
A ls o  C r e a te s  T h e ir  B ig g e s t V u ln e r a b ility

A ir w a v e s  (R a d io )

• E a s e  o f 
D e p lo y m e n t

• E a s e  o f 
D e p lo y m e n t

• N e tw o r k  E x p o s u r e• N e tw o r k  E x p o s u r e • R o g u e  A c c e s s• R o g u e  A c c e s s

• M o b ility
• U b iq u ity
• M o b ility
• U b iq u ity

• U n lic e n s e d
• In e x p e n s iv e
• U n lic e n s e d
• In e x p e n s iv e
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P a p e r s  o n  WL A N  S e c u r ity  …

Un iv e r s ity  o f 
C a lifo r n ia , 
B e r k e le y

Un iv e r s ity  o f 
C a lifo r n ia , 
B e r k e le y

Un iv e r s ity  o f 
M a r y la n d

Un iv e r s ity  o f 
M a r y la n d

S c o tt F lu h r e r , Its ik  
M a n tin , a n d  A d i 

S h a m ir

S c o tt F lu h r e r , Its ik  
M a n tin , a n d  A d i 

S h a m ir
F e b . 2 0 0 1                       A p r il 2 0 0 1            J u ly  2 0 0 1F e b . 2 0 0 1                       A p r il 2 0 0 1            J u ly  2 0 0 1

F o c u s e s  o n  s ta tic  WE P ; d is c u s s e s  
n e e d  fo r  k e y  m a n a g e m e n t

F o c u s e s  o n  s ta tic  WE P ; d is c u s s e s  
n e e d  fo r  k e y  m a n a g e m e n t

F o c u s e s  o n  a u th e n tic a tio n ; id e n tifie s  
fla w s  in  o n e  v e n d o r ’s  p r o p r ie ta r y  s c h e m e

F o c u s e s  o n  a u th e n tic a tio n ; id e n tifie s  
fla w s  in  o n e  v e n d o r ’s  p r o p r ie ta r y  s c h e m e

F o c u s e s  o n  in h e r e n t w e a k n e s s e s  in  R C 4 ; 
d e s c r ib e s  p r a g m a tic  a tta c k s  a g a in s t R C 4 /WE P

F o c u s e s  o n  in h e r e n t w e a k n e s s e s  in  R C 4 ; 
d e s c r ib e s  p r a g m a tic  a tta c k s  a g a in s t R C 4 /WE P

*  “In  p ra c tic e , m o s t in s ta lla tio n s  u s e  a  s in g le  k e y  th a t is  s h a re d  b e tw e e n  a ll 
m o b ile  s ta tio n s  a n d  a c c e s s  p o in ts .  M o re  s o p h is tic a te d  k e y  m a n a g e m e n t 
te c h n iq u e s  c a n  b e  u s e d  to  h e lp  d e fe n d  fro m  th e  a tta c k s  w e  d e s c rib e … ”
− U n iv e rs ity  o f C a lifo rn ia , B e rk e le y  re p o rt o n  W E P  s e c u rity , http ://w w w .is a a c .c s .b e rk e le y .e d u /is a a c /w e p -fa q .htm l

*  “In  p ra c tic e , m o s t in s ta lla tio n s  u s e  a  s in g le  k e y  th a t is  s h a re d  b e tw e e n  a ll 
m o b ile  s ta tio n s  a n d  a c c e s s  p o in ts .  M o re  s o p h is tic a te d  k e y  m a n a g e m e n t 
te c h n iq u e s  c a n  b e  u s e d  to  h e lp  d e fe n d  fro m  th e  a tta c k s  w e  d e s c rib e … ”
− U n iv e rs ity  o f C a lifo rn ia , B e rk e le y  re p o rt o n  W E P  s e c u rity , http ://w w w .is a a c .c s .b e rk e le y .e d u /is a a c /w e p -fa q .htm l
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F ir s t G e n e r a tio n  WL A N  S e c u r ity  : N o t 
a p p r o p r ia te  fo r  E n te r p r is e  D e p lo y m e n t

D y n a m ic  K e y  
M a n a g e m e n t 

S y s te m , M u tu a l 
A u th e n tic a tio n , a n d  

8 0 2 .1 x  v ia  E A P

M id -M a r k e t a n d  
E n te r p r is e

E n h a n c e d  
S e c u r ity

E n d -to -e n d  
s e c u r ity  u s in g  V P N

S p e c ia l A p p s ./ 
B u s in e s s  T r a v e le r

N o  WE P  a n d   
B r o a d c a s t M o d e

P u b lic  
A c c e s s

N o  
S e c u r ity

Wi-F i  4 0 -b it, 
1 2 8 -b it

S ta tic  WE P

T e le c o m m u te r  a n d  
S m a ll B u s in e s s

B a s ic  
S e c u r ity

V P N  S e c u r ity
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Is s u e s  w ith  F ir s t G e n e r a tio n  8 0 2 .1 1  
S e c u r ity

• S h a r e d , s ta tic  WE P  k e y s

• If c lie n t a d a p te r s  a r e  lo s t o r  
s to le n , la r g e -s c a le  r e -k e y in g  
is  r e q u ir e d

• L a c k  o f in te g r a te d  u s e r  
a d m in is tr a tio n  

• In  8 0 2 .1 1 , a u th e n tic a tio n  a n d  
e n c r y p tio n  a r e  a n  o p tio n  (n o t 
m a n d a to r y )

E a r ly  WL A N  a p p lic a tio n s  w e r e  p r im a r ily  in  th e  v e r tic a l 
in d u s tr ie s  (e .g ., b a r  c o d e  s c a n n in g ) a n d  s e c u r ity  w a s  

n o t th e  m a jo r  d r iv e r .  M o b ility  w a s .
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R e c o m m e n d e d  u s e  o f WL A N  S e c u r ity  
P r o file s

N o  WE P  a n d   
B r o a d c a s t M o d e

P u b lic  
A c c e s s

N o  
S e c u r ity

Wi-F i  4 0 -b it, 
1 2 8 -b it, a n d  
S ta tic  WE P

T e le c o m m u te r  a n d  
S m a ll B u s in e s s

B a s ic  
S e c u r ity

D y n a m ic  K e y  
M a n a g e m e n t 

S y s te m , M u tu a l 
A u th e n tic a tio n , 

8 0 2 .1 x  v ia  E A P , a n d
8 0 2 .1 1  T K IP

M id -M a r k e t a n d  
E n te r p r is e

E n h a n c e d  
S e c u r ity

E n d -to -e n d  
s e c u r ity  u s in g  V P N

S p e c ia l A p p s ./ 
B u s in e s s  T r a v e le r

V P N  S e c u r ity
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A d v a n ta g e s  o f 8 0 2 .1 X  F r a m e w o r k

• C e n tr a liz e d , s c a la b le , u s e r  b a s e d  
a u th e n tic a tio n

• M u tu a l a u th e n tic a tio n

• V a r io u s  a u th e n tic a tio n  ty p e s

• C e n tr a liz e d , s c a la b le , u s e r  b a s e d  
a u th e n tic a tio n

• M u tu a l a u th e n tic a tio n

• V a r io u s  a u th e n tic a tio n  ty p e s
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IE E E  8 0 2 .1 X  a s  F r a m e w o r k  fo r  S e c u r ity

8 0 2 .1 X8 0 2 .1 X

B a c k e n d  A A A  in fr a s tr u c tu r eB a c k e n d  A A A  in fr a s tr u c tu r e

C S -A C S 2 0 0 0  2 .6 , T h ir d  p a r ty  E A P -R a d iu s , C S -A C S 2 0 0 0  2 .6 , T h ir d  p a r ty  E A P -R a d iu s , K e r b e r o s  K e r b e r o s  .........

T L ST L S G S S _ A P IG S S _ A P I

V P N

M e th o d
L a y e r

E A P

L a y e r

E A P
L a y e r

A P Is

N D IS

M e d ia
A P Is

G S M -S IMG S M -S IM L E A PL E A P

E A P

P P PP P P 8 0 2 .1 18 0 2 .1 18 0 2 .38 0 2 .3
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R A D IU S  
s e r v e r

8 0 2 .1 X  A u th e n tic a tio n  P r o c e s s

e :m a il
A P

S ta r t

id e n tity

R e q u e s t id e n tity
A P  b lo c k s  a ll r e q u e s ts  

u n til a u th e n tic a tio n  
c o m p le te s

R A D IU S  s e r v e r  a u th e n tic a te s  c lie n t

C lie n t a u th e n tic a te s  R A D IU S  s e r v e r De r iv e
k e yDe r iv e

k e y

c lie n t

S e r v e r   
m e s s a g e  
r e c e iv e d
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T h e  E n d  U s e r ’s  E x p e r ie n c e  is  
th e  S a m e : S in g le  S ig n -O n
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G e n e r a l 8 0 2 .1 1 b  P a c k e t S tr u c tu r e

IV e n c r y p te d  (d a ta  +  IC V )d e s t a d d r

WE P  fr a m e

s r c  a d d r

• In itia liz a tio n  V e c to r  s e n t in  th e  c le a r
• C o n c a te n a te d  w ith  b a s e  k e y
• IV  c o llis io n  in tr o d u c e s  v u ln e r a b ilitie s
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S c e n a r io  # 1 : P a s s iv e  WE P  A tta c k s

A lic eA lic e J o e  (h a c k e r )J o e  (h a c k e r )
B o b

A P

Y O U ’R E  G R E A T !

H a c k e r  p a s s iv e ly  lis te n s  a n d  c a p tu r e s  e n o u g h  
p a c k e ts  to  b r e a k  WE P  k e y  a n d  h e n c e , p a c k e t

H a c k e r  p a s s iv e ly  lis te n s  a n d  c a p tu r e s  e n o u g h  
p a c k e ts  to  b r e a k  WE P  k e y  a n d  h e n c e , p a c k e t
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S o lu tio n  # 1 : C h a n g e  E n c r y p tio n  K e y s  
fo r  E v e r y  P a c k e t

IV b a s e  k e y

R C 4

s tr e a m  c ip h e r

p la in te x t d a ta

e n c r y p te d  d a ta

R C 4

s tr e a m  c ip h e r

IV b a s e  k e y

h a s h

B e c a u s e  p a c k e t k e y  is  h a s h  o f 
IV  a n d  b a s e  k e y , IV  n o  lo n g e r  
g iv e s  in s ig h t in to  b a s e  k e y

X O R

p a c k e t k e yIV

n o  k e y  h a s h in g k e y  h a s h in g
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S c e n a r io  # 2 : 
B it-F lip p in g  a n d  R e p la y  A tta c k

A lic eA lic e J o e  (h a c k e r )J o e  (h a c k e r )
B o bB o b

A PA P

A lic e  ->  B o b , Y O U ’R E  G R E A T !
A lic e  ->  (J o e ) ->  B o b  Y O U ’R E  

A WF U L !

P a c k e t m o d ifie d  b y  th e  h a c k e r  g e ts  th r o u g h  to  B o b  
a s  le g itim a te  p a c k e t d u e  to  WE P  lin e a r  C R C

P a c k e t m o d ifie d  b y  th e  h a c k e r  g e ts  th r o u g h  to  B o b  
a s  le g itim a te  p a c k e t d u e  to  WE P  lin e a r  C R C

IVIV e n c r y p te d  (d a ta  +  IC V )e n c r y p te d  (d a ta  +  IC V )d e s t a d d rd e s t a d d rWE P  fr a m eWE P  fr a m e s r c  a d d rs r c  a d d r
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S o lu tio n  # 2 : M e s s a g e  In te g r ity  to  F ix
B it-F lip p in g  a n d  R e p la y  A tta c k

A lic eA lic e J o e  (h a c k e r )J o e  (h a c k e r ) B o bB o b

A PA P

A lic e  ->  B o b , Y O U ’R E  G R E A T ! N o  p a c k e t s e n t

P a c k e t is  d r o p p e d  b y  A P  
b e c a u s e  o f in v a lid  s ig n a tu r e  (M IC )

P a c k e t is  d r o p p e d  b y  A P  
b e c a u s e  o f in v a lid  s ig n a tu r e  (M IC )

IVIV e n c r y p te d  (d a ta  +  M IC ) e n c r y p te d  (d a ta  +  M IC ) d e s t a d d rd e s t a d d rWE P  fr a m eWE P  fr a m e s r c  a d d rs r c  a d d r

X X
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M ICM ICs e q #p la in te x tp la in te x t

S o lu tio n  # 2 : 
M e s s a g e  In te g r ity  C h e c k  (M IC )

IVIV e n c r y p te d  (d a ta  +  M IC )e n c r y p te d  (d a ta  +  M IC )d e s t a d d rd e s t a d d rWE P  fr a m e

s tr e a m  c ip h e r X O RX O R

M ICM ICs e q #p la in te x tp la in te x tS e n d e r  a d d s  M IC  
to  p a c k e t

s tr e a m  c ip h e r

R e c ip ie n t e x a m in e s  
M IC ; d is c a r d s  p a c k e t 

if M IC  is  n o t in ta c t

s r c  a d d rs r c  a d d r

X O RX O R
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8 0 2 .1 1  T a s k  G r o u p  i S e c u r ity  
R e c o m m e n d a tio n s

• M u tu a l A u th e n tic a tio n

• D y n a m ic  S e s s io n  K e y

• M e s s a g e  In te g r ity  C h e c k  (M IC )

• T e m p o r a l K e y  In te g r ity  P r o to c o l (T K IP )
P e r -p a c k e t K e y  H a s h in g

In itia liz a tio n  V e c to r  S e q u e n c in g

R a p id  R e -K e y in g

• F u tu r e
S tr o n g e r  e n c r y p tio n  s c h e m e s  s u c h  a s  A E S

A u th e n tic a tio n /s e c u r ity  fo r  c o n tr o l a n d  m a n a g e m e n t 
fr a m e s

• M u tu a l A u th e n tic a tio n

• D y n a m ic  S e s s io n  K e y

• M e s s a g e  In te g r ity  C h e c k  (M IC )

• T e m p o r a l K e y  In te g r ity  P r o to c o l (T K IP )
P e r -p a c k e t K e y  H a s h in g

In itia liz a tio n  V e c to r  S e q u e n c in g

R a p id  R e -K e y in g

• F u tu r e
S tr o n g e r  e n c r y p tio n  s c h e m e s  s u c h  a s  A E S

A u th e n tic a tio n /s e c u r ity  fo r  c o n tr o l a n d  m a n a g e m e n t 
fr a m e s
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S u m m a r y : Wir e le s s  L A N  S e c u r ity

• T r a d itio n a l 8 0 2 .1 1  s e c u r ity  d o e s  n o t a d d r e s s  a ll s e c u r ity  
is s u e s

• 8 0 2 .1 x  fo r  8 0 2 .1 1  a d d r e s s e s  m a n y  is s u e s  a n d  p r o v id e s  a  
fle x ib le , e x te n s ib le  fr a m e w o r k

• E n te r p r is e  s o lu tio n s  e x is t th a t m itig a te  WE P  k e y  
v u ln e r a b ility  to  a tta c k s

• In te r o p e r a b le  a u th e n tic a tio n  s o lu tio n s  b a s e d  o n  8 0 2 .1 X  
a v a ila b le  to d a y .  H o w e v e r , k e y  m a n a g e m e n t s o lu tio n s  a r e  
v e n d o r -s p e c ific .

• 8 0 2 .1 1  T a s k  G r o u p  i r e c o m m e n d a tio n s  w ill m itig a te  m o s t 
a tta c k s  o n  WE P  b a s e d  im p le m e n ta tio n s .  H o w e v e r , d o  
y o u r  r is k  a s s e s s m e n t in  y o u r  a p p lic a tio n  e n v ir o n m e n t.

• S tr o n g e r  WL A N  e n c r y p tio n  s c h e m e s , s u c h  a s  A E S , a r e  
e x p e c te d  in  th e  n e a r  fu tu r e
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C o m p r e h e n s iv e  Wh ite  P a p e r

• http://www.cisco.com/warp/custome
r/cc/pd/witc/ao1200ap/prodlit/wsw
pf_wp.htm
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N e tS tu m b le r  D e m o

• h ttp ://w w w .n e ts tu m b le r .c o m /
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