


Incidents Reported to CERT/CC
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Vulnerabilities Reported to
CERT/CC
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Surveyed Companies |dentify Risks

90% detected security breaches
80% acknowledged financial losses

70% were serious breaches: theft of proprietary
Information, financial fraud, sabotage of data
or networks

average loss due to financial fraud
or theft of proprietary data was over $1M

Source — 2002 Computer Security Institute/FBI
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Surveyed Companies |dentify Risks

/1% reported insider attacks

74% reported Internet as frequent source of
attack

34% reported intrusions to law enforcement

39% reported 10 or more incidents

Source — 2002 Computer Security Institute/FBI
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Other Reasons for Concern

Many security audits and evaluations
only skim the surface of the organization
and its technology; major risks are often
overlooked.

Lack of understanding leads to reliance
on partial solutions.

WIVFEEL59g
©2003BAIRD, HOLM, MCEACHEN, PEDERSEN, HAMANN & ST




Health Insurance Reform:
Security Standards; Final Rule

45 CFR Parts 160, 162, and 164
February 20, 2003
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FAQS:

= How did the regulations originate?

s How do the preliminary and final
regulations differ?

= What do the final HIPAA security
require?
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Components of Administrative
Simplification

Health Insurance Portability & Accountability Act of 1996

Title Il
Administrative Simplification

EDI

Transactions Code Sets |dentifiers Privacy Security
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Title 11: Subtitle F
Administrative Simplification
Goals

m Reduce healthcare administrative costs by standardizing
electronic data mterchan_%_e_ (EDI) for claims submission, claims
status, referrals and eligibility

m Establish patient’s right to Privacy

m Protect patient health information by setting and enforcing
Security Standards

m Promote the attainment of a complete Electronic Medical
Record (EMR)
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How did the HIPAA Security
regulations originate?
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Escalating Costs

m 1970: $60 hillion 7.3%
m 1992: $300 hillion 14.4%

— WEDI reports to Congress

« EDI will cut administrative costs by $42 billion

« Recommends legislation regarding EDI,
security and privacy
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Escalating Costs

Figura 1
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Potential Automated
Transactions

m Health claims or encounter information
s Payment & remittance advice

m Claim status

s Enrollment/disenroliment in a plan

m Plan eligibility

= Health plan premium payments

m Referral certification/authorization

m First report of injury

s Health claims attachments

m COB
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WEDI 1993 Draft Legislation:

m Preserve confidentially and privacy
rights in individually identifiable health
care information that is collected,
stored, processed, or transmitted In
electronic form; and,

= Establish a mechanism for securing
Information when collected, stored,
processed, or transmitted in electronic

form
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Status of Rules

Standard Final Rule |Compliance
Date

Transaction 8/17/00 10/16/03

and Codesets

Privacy 12/28/00 4/14/03

Security 2/21/03 2/21/05
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Who Is covered by the HIPAA
security regulations?
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Who is Directly Covered?

m Providers “who transmit health information
electronically in connection with a standard
transaction”

m Clearinghouses

m Health plans-

— Individual or group plan that provides or pays
the cost of medical care

©2003BAIRD, HOLM, MCEACHEN, PEDERSEN, HAMANN & STRASHEIM LLP




Who is a Covered Entity?

Covered Entities

Health care provider

Health Plan

Clearinghouse

Physicians

Hospitals

Diagnostic services
performed by hospital
or in arrangement
with hospital

OP physical therapy

OP occupational therapy

Rural health clinics

Home dialysis supplies
and equipment

Certified nurse-midwives

Psychologists

Social Workers

DME

Ambulance services

Nurse anesthetist

Group health plan

Health insurance issuer

HMO

Medicare A or B

Medicaid

Medicare supplemental

Long-term care policies

Employee welfare benefits

Health care programs for
active military personnel

Veterans health care prog

CHAMPUS

Indian health svc program

Federal employees health
benefits program

Medicare PlusChoice org

Any other plan that pays
for the cost of med. care

Billing services
Repricing companies
Community health
information services
“Value added”
Networks and switches
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Who Else is Directly Covered?

m Hybrid entities (with respect to their covered
functions)

— Provider functions
— Clearinghouse functions
— Health plan functions

— Business associate functions

m Affiliated covered entities (ACEs)

m Organized health care arrangements (OHCASs)
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Who is Indirectly Covered?

m Business Assoclates of covered entities

m Plan Sponsors - employers acting as
“plan sponsors” of group plans

= rading partners (not otherwise a
covered entity)

m Workforce
m Directors and Trustees
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Privacy and Security

The Law - Privacy and Security

“Each [covered entity] who maintains or transmits
health information shall maintain reasonable and
appropriate administrative, technical and physical
safeguards —

(A) to ensure the integrity and confidentiality of the
iInformation,;

(B) to protect against any reasonably anticipated

() threats or hazards to the security or integrity of the
iInformation; and (ii) unauthorized uses or disclosures
of the information; and

(C) otherwise to ensure compliance with this part by
the officers and employees of such person.”
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Privacy and Security

The Law - Privacy and Security

RINS Or transmits
xsonable and
and physical

“Each [covered entity

appropriate ad
safeguards —

(A) to ensure tl

| | tiality of the
Information:

(B) to protect aC
(1) threats or haza
information; and (ii) T
of the information; and

anticipated
Dr Integrity of the
Ses or disclosures

(C) otherwise to ensure compliance with this part
by the officers and employees of such person.”
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Privacy and Security

Scope of D

uty

“[w]e do not expect reasonable safeguards to

guarantee th

e privacy of PHI from any and all

potential risks. In determining whether a
covered entity has provided reasonable
safeguards, the Department will take into
account all the circumstances, including the
potential effects on patient care and the

financial anc
safeguards.”

administrative burdens of any
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Privacy and Security

Overriding Principles

Only Covered Entities (“CES”) are regulated

Covered entities are responsible for their
officers and employees

Scope of duty Is limited - “guard against
“reasonably anticipated” threats . . . .”

Scope of response is limited - “reasonable and
appropriate administrative, technical and
physical safeguards”

m Response is scalable to you; one size does not
fit all
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Key Definitions:
Security v. Privacy

m Interrelated concepts:

Different aspects of related concepts

nformation may be secure but not private

nformation must be secure to be private
m Security: ability to control access

m Privacy: who Is authorized access




Purpose

s HIPAA Privacy: A comprehensive rule
protecting privacy of individually identifiable
health information — and granting
iIndividuals more control over it

— Preempts most contrary state law
— Creates a national privacy standard
m HIPAA Security: Integrity, durability,

availability, authenticity and technical
controls
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Security vs. Privacy

m Closely linked

m Security enables Privacy

m Security scope larger — addresses
confidentiality PLUS integrity and
avalilability

m Privacy scope larger — addresses paper
and oral PHI
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What do the HIPAA security
regulations require?
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Security Framework

Confidentiality — Integrity - Availability

m Each affected entity must assess own
security needs and risks

m Devise, Iimplement, and maintain
appropriate security to address business
requirements
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BS 77997150 17799

m Security Policy

m Security Organization

m Asset Classification and Control

m Personnel Security

m Physical and Environmental Security

= Communications and Operations Management

m Access Control

m Systems Development and Maintenance

m Business Continuity Management

m Compliance
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Security Standarad

m Set of requirements to assure that health
Information remains secure

m Technology neutral

m Scalable (one size does not fit all)

m Allows flexibility

m Covers “Electronic Protected Health
Information”

m Comprehensive

— Cover all aspects of security — behavioral as well
as technical
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Key Concepts

s Administrative Procedures
— Managing security compliance

m Physical Safeguards
—“Building-In” security

m Technical Security Services
— Management of process and

procedures
— Communication controls
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Security Rule Timeline

= NPRM on August 12, 1998

m Final Rule sent to the OMB on January
13, 2003

m Published in Federal Register on
February 20, 2003

s Compliance by April 21, 2005

m An extra year for small payers — Below
$5 million: April 21, 2006
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Public Comments on NPRM

m Widespread support for general
concepts

m Need for more flexibility

m TO00 many requirements
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Major Changes from NPRM

m Consolidated and tightened
requirements

m Added flexibility

— Concept of “addressability”

m Coordinated with privacy

— “Chain of Trust” agreement now handled
via business assoclate agreement
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Comparison of Rules
Proposed Rule

— Section headings, Requirements and
Implementation Features were listed in
alphabetical order so as not to imply the
Importance of one requirement over another

m Final Rule

— Standards and Implementation
Specifications are grouped in a logical order
within each of the three areas:
Administrative, Physical and Technical
Safeguards
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Other Changes

s Removes the Electronic signature
standards

m Covers only electronic protected health

Information (ePHI) (More limited than
Privacy Rule)

m Requires significant documentation

©2003BAIRD, HOLM, MCEACHEN, PEDERSEN, HAMANN & STRASHEIM LLP




Other Changes

m Encryption over open network Is now
addressable

m Certification = Evaluation

m Electronic signature standard not
adopted at this time
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Terminologies Clarified

m System — "an interconnected set of information
resources under the same direct management
control that shares common functionality...
Includes hardware, software, information, data,
applications, communications, and people."

Workstations — "an electronic computing
device, for example, a laptop or desktop
computer, or any other device that performs
similar functions, and electronic media stored
In its Immediate environment."
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Standards

m Standards are general requirements

m Eighteen administrative, physical and
technical standards

m Four organizational standards (conditional)

— Hybrid entity, affiliated entities, business associate
contracts, group health plan requirements

m Two overarching standards

— Policies and procedures, documentation
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Standards vs. Implementation
Specifications

m Implementation specifications are more
specific measures that pertain to a standard

m 36 implementation specifications for
administrative, physical and technical
standards

— 14 mandatory, 22 addressable

m Implementation specifications may be:

— Required
— Addressable

©2003BAIRD, HOLM, MCEACHEN, PEDERSEN, HAMANN & STRASHEIM LLP




Required vs. Addressable

m Required — MUST implement the
specification in order to successfully
Implement the standard

m Addressable:

— Consider the specification, and implement if
reasonable and appropriate

— If not, document reason why not, and what WAS
done in its place to implement the standard
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Requirements:

m All standards MUST be implemented

m Using required and addressable
Implementation specifications Need to
document choices

m Entity may make judgments regarding
risks and the most effective
mechanisms to reduce risks
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Cost of Security

Reasonahle level of Security?
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Security s
o




HIPAA Requires Culture
Change

Culture is critical

20% technical

80% policies
& procedures
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HIPAA Security Standards

s Administrative (55%)
— 12 Required, 11 Addressable

m Physical (24%)
— 4 Required, 6 Addressable

m Technical (21%)

— 4 Requirements, 5 Addressable

©2003BAIRD, HOLM, MCEACHEN, PEDERSEN, HAMANN & STRASHEIM LLP




Administrative Safeguards

Security Management Process

N

*Risk analysis (Required).
*Risk management (Required).
eSanction policy (Required).
sInformation system activity
review (Required).
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Administrative Safeguards

Security Management Process Security Officer

~ /

Administrative
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Administrative Safeguards

Security Management Process Security Officer

~ /

N Aminictrativin

*Authorization and/or supervision (Addressable)
*\Workforce clearance procedure (Addressable).
*Termination procedures (Addressable).
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«Security reminders (Addressable).
*Protection from malicious software (Addressable).
*Log-in monitoring (Addressable).

*Password management (Addressable).




Administrative Safeguards

Security Management Process Security Officer

~ /

Administrative \

*Response and Reporting (Required).
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Security / \
Incident Process Information Access
I Management
Training
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Administrative Safeguards

Security Management Process Security Officer

~ /

N Aminictrativin
eData backup plan (Required).
*Disaster recovery plan (Required).
Emergency mode operation plan (Required).
*Testing and revision procedures (Addressable).
*Applications and data criticality analysis (Addressable).

Security \
Incident Process Information Access
I Management
Training

©2003BAIRD, HOLM, MCEACHEN, PEDERSEN, HAMANN & STRASHEIM LLP




Administrative Safeguards

Security Management Process Security Officer

~ /

Administrative

Contingency

Plan ﬁ Workforce Security

Security /

| ncident Process | nformation Access
I Management

Training
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Physical Safeguards

Facility Access
Controls \
Dl st Nl N

«Contingency operations (Addressable).

Facility security plan (Addressable).

*Access control and validation procedures (Addressable).
Maintenance records (Addressable).
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Physical Safeguards

Facility Access Workstation Use

Controls ~ /
Physical
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Physical Safeguards

Facility Access Workstation Use

Controls ~ /
Physical

Workstation Security
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Physical Safeguards

Facility Access Workstation Use
Controls ~ /
Dl rci Al N

*Disposal (Required).

Media re-use (Required).
*Accountability (Addressable).

Data backup and storage (Addressable).

4 ~

Device and Media Workstation Security
Controls
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Technical Safeguards

Access Control

N
ashmlesl
sUnigue user identification (Required)
Emergency access procedure (Required).
Automatic logoff (Addressable).
*Encryption and decryption (Addressable).
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Technical Safeguards

Access Control Audit Controls

~ ~”
Technical
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Technical Safeguards

Access Control Audit Controls

N ~
Technical ‘\

Mechanism to authenticate electronic protected health
Information (Addressable)
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Technical Safeguards

Access Control Audit Controls

~ ~”
Technical

Integrity

|

Authentication
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Technical Safeguards

Access Control Audit Controls

N ~
Technical ‘\

Integrity controls (Addressable).
*Encryption (Addressable).

|

Authentication
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Additional Requirements

Business Associate

N

Implement administrative, physical, and technical
safeguards that reasonably and appropriately protect
the confidentiality, integrity, and availability of the
electronic protected health information that it creates,
receives, maintains, or transmits on behalf of the
covered entity as required by this subpart;
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covered entity as required by this subpart;
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Additional Requirements

Business Associate

N

AN

sImplement reasonable and appropriate safeguards
*Ensure any agent implements safeguards

*Report security incidents

«Authorize termination of contract for material violation
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Additional Requirements

Business Associate

N

N

sImplement reasonable and appropriate safeguards

*Ensure any ' ds
*Report secuﬁ U]ﬁﬁ

eAuthorize termination 6f contract for material violation
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Additional Requirements

Business Associate Group Health Plans

~ /

AN

sImplement reasonable and appropriate safeguards
*Ensure that the adequate separation exists
*Ensure any agent implements safeguards

*Report security incidents
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Additional Requirements

Business Associate Group Health Plans

~ /

N

sImplement reasonable and appropriate safeguards

*Ensure that R’E@mﬁﬁmzts

*Ensure any
*Report security inciderts
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Additional Requirements

Organizational Requirements
USINESS ASSOCiale Group Health Plans

~ /
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Additional Requirements

Business Associate Group Health Plans

~ /

N

Policies & Procedures
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Additional Requirements

Business Associate Group Health Plans

*Time Limit (Required)
«Availability (Required)
*Updates (Required)

/

Documentation Policies & Procedures
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Some Potential Theories of
Liability

m Breach of Contract

m Negligence

= Invasion of Privacy

= Regulation

m Statute
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Proactive Steps

%




Proactive Steps

m Do risk analysis

m Adopt appropriate policies & procedures
m Adopt appropriate technology
= Implement security program

m Plan for disruption
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