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What we will cover

High-level definition of Intrusion Detection System (IDS)

Different types of IDS and their variations

Effectiveness and challenges of Current IDS

* Meta-Intrusion Detection System

Multi-Level Intrusion Detection System

Questions

Security
Program
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Definition of an Intrusion Detection System

An Intrusion Detection System (“IDS”)

IS a system which tries to detect intrusion into a
computer, network or application by observation
of actions, logs, or changes, where an intrusion is
considered any set of actions that attempt to
compromise the integrity, confidentiality or
avallability of a resource
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Intrusion Detection Systems

Motion detection systems

Glass breaking sensors, Pressure

sensors, Infrared sensors

Intrusion Detection System
(IDS)

Doors, Windows, locks

Firewalls and Access Controls

I

Central Station, Alarm Center

Security Operations Center (SOC)
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Functions of Intrusion Detection Systems

* Recognition of patterns reflecting known attacks

 Statistical analysis for abnormal activity patterns

« Monitoring and analysis of user and system activity

* Operating system and application audit trail management,
recognition of user/application activity reflecting policy violations.

« Checking the integrity of critical system and data files. ‘\3‘ ji3 3

 Auditing of system/device configurations =S
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Types of Intrusion Detection Systems

Network-Based - g(:;,nature =
Host-Based Statistical .
Apolication-B d<Autonomous <Passwe
pplication-Base Anomal _

Distributed y Reactive
Integrated Integrity

Meta . @w .
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IDS — Basic Strengths

Network-Based
o Easy Deployment
« Audit system and network configurations and vulnerabilities

e Monitoring and analysis of user and system activity

Host-Based
« Can work easily in complex networks
» Deal with encrypted environments better
» Load can be distributed across hosts

* Monitoring and analysis of user and system activity (who did what/when/how)
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Challenges for Intrusion Detections Systems
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nternal
Unknown Attacks (0-day) gy “W/
Multiple Attack Points (Networks, Systems, fromd bk Eanr | “ ";mm
Applications) fﬂ? — M i

I I internet if b | !u' L L ) L | ‘
Distributed Attacks \ e L
Encrypted Attacks 4 i X\Q{;Eomt
Multiple-level and Fragment Attacks K“ | termal
Internet

Complex Network and System Environments
(multiple segments, layer, load balanced, Telecom |
distributed, switched networks) Partner(s) or Remote Site(s)

Datniees

Evasion Techniques
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IDS Challenges - Attack Types and Stages

sSweeper *Quick
eSurgical *Multiple protocols
*Slow *Multiple Servers/ Locations

Before Attack < Attack —> During / After Attack

Vulnerability exploited <— l —p Attacker gains privilege
Website defaced
Attacker logs in

Virus infects machine

—p Attacker searches files

Attacker gains access to other systems

Attacker probes
for weaknesses

Attacker downloads data

Weeks

Hrs. Sec.

Weeks  Days

Attackers work

TIME
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IDS Challenges - Controversy

Gartner declares IDS obsolete by 2005
Source: SearchSecurity.com
Date: 12 Jun 2003

Editor's Summary:
Gartner Inc. is predicting that intrusion-detection systems will be obsolete soon, and the research firm
recommends that enterprises migrate to firewalls that block network- and application-level attacks.

Crying wolf: False alarms hide attacks
Eight IDSs fail to impress during the monthlong test on a production network.

By David Newman, Joel Snyder and Rodney Thayer
Network World, 06/24/02

One thing that can be said with certainty about network-based intrusion-detection systems is that they're guaranteed
to detect and consume all your available bandwidth. Whether they also detect network intrusions is less of a sure
thing.

Those are the major conclusions of our first-ever IDS product comparison conducted "in the wild." Unlike previous
tests run in lab settings, we put seven commercial IDS products and one open-source offering on a live ISP segment
to see what they'd catch.

What we found wasn't encouraging:
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IDS — Basic Weaknesses

Network-Based
» Encryption foils string/pattern matching
» Only detects known attacks and anomalies
« Complex network environments (multiple segments/switched networks)
» Fast networks beyond the speed of sensor

» Time consuming maintaining and monitoring (False Positive/Signatures)

Host-Based
» Performance impact and OS challenges of active monitoring on system

 Management and deployment cost are usually greater

» Time consuming installation. Need to be deployed on each host.
» Time consuming maintaining and monitoring (False Positive/Signatures)

 Challenges in load-balanced and distributed situations
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IDS - Future Weaknesses

Single Layer Detection Method

Limited Perspective

Environment Un-aware
* Vulnerability
 Policies
« Self-check

o Server Criticality

Not Tightly Integrated

Limited flexibility and scalability concerns
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Intrusion Detection Systems

The future success of intrusion-detection
technology relies on the move toward a
comprehensive and integrated model that is
environment aware
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Meta-IDS — Integrated Component

Website defaced
Attacker logs in
Virus infects machine

Attacker probes <€—
for weaknesses

Attackers work

Weeks  Days Hrs. Sec. Sec.

Protect against «—
attacks

P Identify vulnerabilities

P Fix system deficie”

P Install policies \\l
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—p Attacker searches files

Attacker gains access to other systems

Attacker downloads data

Weeks

- Trends, Gather
~vidence, Protect
Long term analysis
Reporting
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Meta - Intrusion Detection System
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Discovers & responds to security events on a 24x7

Hierarchical, Multi-Dimensional, Scalable

Analysis across Host, OS, App, Devices, Segments, Locations, Enterprises
Common Messages and Error set

Multiple Dimension Detection algorithm

Must Attempt to Identify and Classify the Intrusion

Eliminates false-positives and false-negatives

Customizable for each App/Server/Segment/Environment (totally configurable)

Can apply self escalating responses based on Mission Criticality, Asset Value Threat

Severity, Impact, etc.

Performs continual configuration and effectiveness assurance

* Tightly integrated into overall Security program

Adaptive - Can ask Questions and Learn!
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Meta - Intrusion Detection Systems

Network-Based

Host-Based
Application-Based
Integrated
\ System/App Logs / o
) Y a5 Signature
Statistical
Passive > Meta IDS <Distributed< Anomaly
Reactive Integrity
Flow
— A — Qeuristic
/ Enterprise \

Information and
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Meta IDS Challenges — Alert & Event Volumes

Network IDS Alerts

—  Small: 4500 alerts a day (single N-IDS)

— Large: 125,000 alerts a day ( 34 N-IDS)
 Host IDS Alerts

— Small: 45 alerts a day (single Host)

—  Medium: 125 alerts a day ( 5 N-IDS)

— Large: 2,120 alerts a day (50 N-IDS)

« WebServer Logs
— Small: 5,700 log lines a day (CodeRed/Nimda hit about ~24 minutes) .'|
— Large: 15 million log lines a day ( 4 million peek hour)

« Exchange Events

—  Small: 15,000 events a day (100 Users)

—  Medium: 172,000 events a day (1000 Users)
 Application Servers

—  Small: 20,000 transaction messages a day

— Large: 100,000 transaction messages a day

« Firewall Logs

— Small: 40,300 logs lines a day (Class “C")
- Medium: 170,000 logs lines a day (5 Class “C")
— Large: 30 Million logs lines a day (45 firewalls)
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Multi-Level Meta-IDS - Process

S191N0Y

Level 1

Level 2-3
Level 4...6
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Multi-Level Meta-IDS Detection

A
Level —1 (“Real Time”) Internal
Login Analyzer (Single Source) * End Users
Policy by Login Group » Group Accounts
Level —2 (10 minute Window) * Privilege Accounts
Login Analyzer (Local Source) * Transaction Accounts
TIME
Policy by Login Group  Web Accounts
Level — 3 (1 Hour Window) External
Login Analyzer (Enterprise) ° End Users
Policy by Login Group * Group Accounts
* Privilege Accounts
Level —4...6 (Hour, Day, Week, Month) _
Event Analyzer * Transaction Accounts
Threat Analyzer - W AEe S
Ticket Analyzer k J
\4

© 2003 Solutionary, Inc.



RESPONSIBLE E-SECURITY

Meta-IDS — Deployment

Level 3...6

Enterprise Analyzer

i ==

Level1 & 2

I ==
LIRS
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Server

ek
Serwer
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Server

e-mail  Firewall

Server

e-mail  Firewall

Server

Server

e-mail  Firewall

Server

Midwest Data Center West Coast Data Center

ast Coast Data Center

© 2003 Solutionary, Inc.



RESPONSIBLE E-SECURITY

Meta-IDS Example

M == Iﬂﬂlﬂ%
1] ):IKIII:I 4 »/ N S
I -7
-~ Enterprise AnalyzerCan
) 6@ " Erterprise Sorver
Eabwer : Rpplicitions

T =5

B
B

Local Analyzer

© 2003 Solutionary, Inc.



Meta-IDS Example - Continued

Meta-IDS
Port Scan from Firewall and Router LEVEL\
01/Jan/2002:21:12:01 -0600 GET /HTTP/1.1" 200 19279
01/Jan/2002:21:12:02 — Portscan against two dispersed networks 2
Displays the version of WebServer: -
01/Jan/2002:21:12:19 -0600 OPTIONS / HTTP/1.0 } 1
Date: Thu, 01 Jan 2002 15:12:12 GMT _
Server: Apache/1.3.26 OpenSSL/0.9.6g (Unix)
Displays the version of FrontPage Extension: Defend 3
01/Jan/2002:21:12:23 -0600 GET /_vti_inf.html <
The attacker proceeded to attack and deface the website:
Users who can POST to shtml.exe are browsers (Web site visitors).
10/Jan/2002:12:02:52 -0600 POST /_vti_bin/shtml.exe/ vti_rpc
Users who can POST to author.exe are authors.
10/Jan/2002:12:02:54 -0600 POST /_vti_bin/_vti_aut/author.exe
Host-IDS detected file change
10/Jan/2002:12:02:52 —0600 — Host IDS detect change (MD5)
The attacker checked his/her work:
10/Jan/2002:12:04:48 -0600 GET / HTTP/1.1" 200 1657
10/Jan/2002:12:04:51 -0600 GET /error404.htm HTTP/1.1" 200
The attacker returned to clean up broken links:
10/Jan/2002:12:05:24 -0600 POST /_vti_bin/_vti_aut/author.exe
10/Jan/2002:12:06:20 -0600 POST / _vti_bin/_vti_aut/author.exe
The attacker checked his/her work from
10/Jan/2002:12:11:07 -0600 GET /HTTP/1.1" 200 1657

Network-IDS didn’t alert because attack was done through SSL
© 2003 Solutionary, Inc.
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Deployment Component

e Environment Aware nternal

e Understand Network and Data Flow o "
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l
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e Server/App logs '”temet
. . Telecom
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= Correlate Information “real-time” and over time & b amas ' U —
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Organizations Addressing Challenges

Security Professional
Common Intrusion Detect Framework (CIDF)

Intrusion Detection Working Group (IDWG)

Intrusion Alert Protocol (IAP)
Intrusion Detection Exchange Protocol (IDXP)
Intrusion Message Exchange Format (IDMEF)

Common Intrusion Specification Language(CISL)
Common Vulnerabllities and Exposures (CVE)
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Thank You!
Questions?
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