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Agenda

§ Today’s threat environment
§ End-user challenges
§ Multi-layer security
§ Performance Considerations
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Application Vulnerabilities 
Today’s Threat Environment

§ Most organizations have perimeter security
• Network-level firewalls enforcing access control
• Default protection against network-level attacks 

§ Result à Attacks are becoming more 
sophisticated: Hackers are targeting 
applications

• Closer to business/user data (the ultimate goal) 
• Multiple applications create multiple attack vectors
• Many known vulnerabilities in common applications
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SANS Top Twenty Vulnerabilities

Windows
1. IIS Web Server
2. Microsoft Data Access (MDAC)
3. MS SQL Server
4. Unprotected NetBIOS shares
5. CIFS Null Sessions
6. Weak LM Hashing
7. Password policies
8. Internet Explorer
9. Remote registry access
10. Windows Scripting Host

UNIX
1. RPC
2. Apache Web Server
3. Secure Shell (SSH)
4. SNMP
5. FTP
6. R-services (trust 

relationships
7. LPD
8. Sendmail
9. BIND/DNS
10. Password policies

Majority are targeted at the application layer!
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Significant Application Exposure

Web Server

Mail Server

FTP Server

VoIP 
Gateway

DNS

Peer-to-Peer

Hacker

• Deny service to legitimate users (DoS attacks)
• Gain administrator access to servers or clients
• Gain access to back-end databases
• Install Trojan horse software to bypass security
• Install “sniffer” software on servers to capture 

UIDs/PWs

Hacker Objectives

Internet

Security policy often 
“permits” these 
communications

Microsoft 
Networking
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What The Experts Are Saying

“Network-layer security mechanisms dominate current deployments but are 
proving inadequate in the face of more frequent application-layer attacks. This 
condition requires that vendors and users alike increase their focus on 
application-oriented security controls.” – Mark Bouchard, META Group

“Enterprises must ensure that their firewalls perform deep packet inspection at 
wire speeds, and apply security policies based on application content as 
well as source, destination and port, to effectively block cyberattacks…”

– Richard Stiennon, Gartner

“…enterprises must broaden their approach to securing Internet-exposed 
applications and servers.” – John Pescatore, Gartner

“The increasing sophistication of business applications requires a 
similarly sophisticated application-centric approach to security.”

– David Thompson, META Group

“The proliferation of Internet protocols such as HTTP, SSL, SMTP and IM, 
along with active code built on Java and ActiveX has intensified awareness 
of perimeter security and left Internet-facing applications vulnerable 
to attacks.” – Eric Ogren, Yankee Group
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End-user Challenges

§ Most firewalls cannot defeat application attacks
– Designed for network-level access control
– Security policies permit traffic to vulnerable applications 

(HTTP, FTP, etc)

§ Customer needs are driving spending on 
point products
– Network-based Intrusion Prevention
– Application-specific Firewalls and Proxies

– Web – VoIP
– Mail – Web Services
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§ Passive IDS devices
– Attack mitigation mechanisms require hands-on 

follow-up for every attempted attack to determine 
extent of damage

– Signature-only based technologies suffer from many 
false positives (base rate fallacy)

– Fail open
– Lack of management integration

Proposed Approaches

A Strong Opinion:

"Intrusion detection systems are a market failure, and vendors are now 
hyping intrusion prevention systems, which have also stalled," said 
Richard Stiennon, research vice president for Gartner. "Functionality is 
moving into firewalls, which will perform deep packet inspection for 
content and malicious traffic blocking, as well as antivirus activities.”

-Gartner, June 2003
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Proposed Approaches

§ In-line IPS
– Duplicate traditional firewall security policy
– Requires 4+ boxes for high availability
– Latency introduction

§ Single Application Firewalls
– No unified management
– Host-based performance issues
– Non-extensible
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Firewall-based Application Protection at the 
Perimeter

§ Single Security Policy
§ Integrated Audit Logs 

and Reporting

Internet

Firewall with 
attack protection

Integrated network 
and application 
layer security 
management

§ Single Point of 
Enforcement

§ Lower TCO? 
(probably)

Internal deployments have (some) different requirements



11
©2002 Check Point Software Technologies Ltd. Proprietary & Confidential

Firewall considerations

§ What changes do we need to make to 
our current firewalls to protect 
applications?
– Stateless mechanisms
– Stateful mechanisms
– Stream normalization/TCP streaming
– Performance architecture
– Management Integration
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Stateless Threat Mitigation

§ Many attacks or threats (such as network probes) need only 
a single packet.
– Oversized UDP and ICMP packets
– Packets can be built which match rule base but are just used 

to explore a network
§ Stateless Packet Checks

– General IP Checks
• Verify header and data length match
• No IP options

– ICMP Checks
• Maximum size for ICMP echo requests
• MTU min size 

– UDP Checks
• Verify header & data length match

– TCP Checks
• SYN doesn’t have FIN or RST set
• non-SYN or RST have ACK set
• TCP header/data validation
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Stateful Threat Mitigation 

§ TCP Sequence Validation
– State maintained for each session
– Drops or strips data from unexpected sequence #’s

§ Validation of TCP 3 hand shaking
– Via sequence number checking
– Don’t accept ACK’ed packets outside of hand shake
– Make sure we see flags in the right order
– Timer on connection after SYN
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Application Intelligence Defense Strategies

Validate 
Compliance to

Standards

Validate Expected 
Usage of Protocols

Block Malicious Data

Control Hazardous
Application 
Operations

Do communications adhere 
to relevant standards?
Ex:  No binary data in HTTP headers

Is protocol being used in an 
expected or “typical” manner?
Ex:  Excessive HTTP header length or 
Directory Traversal

Is application introducing 
hazardous data or commands?
Ex:  Cross Site Scripting or Attack signature 
detection

Is application performing 
unauthorized operations?
Ex:  WebDAV control, CIFS commands
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Why do we need TCP streaming?

Problems with packet based inspection:
§ TCP segmentation (not fragmentation)
§ Retransmissions 
§ Sequence issues
§ Out of order arrival 
§ Examples:

– HTTP – URL filtering/ logging
– H.323 - retransmissions
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What does TCP streaming do?

§ Assemble packets in order of sequences
§ Extract new data out of partial 

retransmissions
§ Check retransmissions against original 

data sent 
§ Notify applications regarding 

retransmissions
§ Allow opaque storage, parsing 

modularization and status services
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TCP streaming method of operation

§ Deal with each connection side (Client to 
server / Server to client) independently.
§ Assemble packet contents in linked list 

according to sequence
§ Inspection decision is made in the 

context of the packet that completes an 
in-order block. All packets prior to that 
are accepted by the firewall.
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Performance Implications

§ Provide non-proxy based inspection 
capabilities
– Stream normalization

§ Option to selectively deploy defenses for 
the threat environment
– Automatic environment evaluation?

§ Throughput/pps rating for environment
– Internet connection
– Data center
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Management Integration

§ Application protection management must 
be integrated with network level 
protection
– Policy creation/review
– Auditing/reporting
– Management/logging performance 

implications
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Summary

§ Firewalls need to evolve and gain advanced 
capabilities which detect and prevent 
application-level attacks
§ Application level protection requires multiple 

protection mechanisms, not just signature-
based pattern matching
§ Performance concerns must be considered 

for solution to be viable
§ Management integration is paramount
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Questions?


