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Presenter NEoiresaiCERT
» Roy Gertig

= Affiliations: (ISC)?, Infragard, NEbraskaCert,
ComplTIA, etc.

» Contact:

— (402) 232-6159

= Style: Ad hoc
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What this presentation WOr | )
do EOfCEKICERT
= \Won’'t make you an expert on Solaris Security

- Won’'t make me one either

= Won't cover EVERYTHING about Solaris Security

» \Won't guarantee that if you try any of the
suggestions that difficulties will not happen
— Standard DISCLAIMER so | can keep my house
— Backup your system and/or have a test/dev system

= \Won’'t make your system 100% secure
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What presentation was desigr

to-do
* Impart some knowledge on solaris security

— Info you may not have thought about
— Have some fun during the session

» Present basic suggestions for securing solaris
» Present some info on tools for testing

» | et’s start from the beginning
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Scenario NEresaCERT

= You are the CIO of a service corporation
—[t's morning -

= Chief of the DBA shop rushes in and disturlos your
serenity

=You're lucky day! The CFO just happens to
come into your office
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Let’'s Talk Security NiEioircissaiCERT
» Earlier referred to " 100% secure”

Terms
= SLE * ARO = ALE
= SLE = Single Loss Expectancy
= ARO = Annudlized Rate of Occurrence
= ALE = Annuadlized Loss Expectancy
= SLE = Asset Value * Exposure Factor
= Exposure Factor =0 to 100% Loss
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Let's Talk Security Policy nessesacers
= Security is a compromise — not an apsolute

» How much are you willing o risk”?

= Whatever the risk - Your security policy must be
supported from the top down.
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How Much Iis Enough?  nesseskacers

= What is the minimum installation cluster you can
install and still function?
— Core - 62 pkgs
— End User — 313 pkgs
— Developer - 390 pkgs
— Entire Distribution + OEM - 459 pkgs

» According to Noordergraaf, he installed a
functional secure server with less than 20 pkgs —
36MB
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Patch Management NiEloikeisselCERT
» <Patch Portal for Solaris>

» Download and install recommended OS and
security pafch clusters
— Read patchinfo as a reboot may be required

» Check system and remove and unneeded pkgs
Run Tripwire against it and get a good
“snapshot”

= Bring system down to the "OK” prompt
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sunsolve.sun.com NEoroslalCERT

‘A SunSolve Home - Microsoft Internet Explorer

File Edit WView Favorites Tools Help 'ltr
U3 Back ~ > |ﬂ @ ‘_.'] P ) Search :: Favorites -e\ Media @? o= o = L _.I i i @
sddress | ] http:ffsunsolve.sun. compub-cgi/show. plPtarget=home > E)ee  Links ¥
Ll
SUN.com How To Buy | My Sun | Worldwide Sites  [Search __l in :"-SunSUIve collections ;n
0 §H?} =» Products & Services 4 Support & Training
SunSolve
Please let us know if yvour SunSolve visit saved you a call to Sun Support! [—Select Option Below— Vi Subrnit
Status: Mot Logged In ¥ v ) pport! o

[Login | [ Register |

SunS5olve Patch Contents SunSolve Collections
- SunSolve

* Patches =>» Patch Portal =* Search Collections
* Support Documents

2 2 : Everything you need for patches, including tools, product Try the IMPROVED SunSolve Search (soon to be the

Security Information patches, security patches, signed patches. x86 drivers and default search)
> Sun System mare.

Handbook =» Patchfinder Use SunSaolve’s advanced search features to find specific
* Advanced Search information.
* Japan-Only Latest Patch Update: To ensure the comect functioning of the

patching utilities on your system, stay up fo dafe on the following > Support Documents

SunSolve Related: patches:
-SunSolve WorldWide ) Browse documents and patch reports.
- SupportForum | ~Select SUnOS and Patch Mumber— \J M
:.;nggzéiuknsmm Security Information

; Sun System Handbook, Features and Forums ]

- Site Map =* Security Sun Alerts
-Features/etc. =* Sun[tm] System Handbook _ :
-SunSolve Home : - v Securnity Bulletin Archive
-Help DesktopsiWorkstations == Choose a Systerm == | Securty PGP Key

Senvers
| Telca Systems
| Mizscellaneous Systems

Security T-Patches and ISR Patches
Recently Published Sun Alerts

: Solaris Fing t Datab
What's NEW |Disk Arrays olaris Fingerprint Database
on SunSolve? |Tape Libraries

Diagnostic Tools

=» Explorer Data Collector

-» Features and Articles

What's New on SunSolve: Improved Searching Sunsolve ]
has launched a new search functionality that should make Download, install Explorer

finding information faster and easier.._Bead the Ardicle

- -* SRS Net Connect

L
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INER@Ske @E=Ril

2 SunSolve Patch Support Portal - Microsoft Internet Explorer

File Edit WView Favorites Tools Help ﬁ?‘
@ Back - ‘__;,I Ia @ ;’_.j j__-j Search ‘E'__-l? Fawarites @ Media @ f‘,:_j' * »._:;.F.. l_J ﬁ @
Address I@ http: ffsunsalve, sun. com/pub-cgifshow. pl?target=patchpage Vl Go Links -**
it
SUMN.Com How To Buy | My Sun | Worldwide Sites |Searc:h | in | SunSolve collections | H
= Products & Services 4 Support & Training
SunSolve
Status: Not Logged In Please let us know if yvour SunSolve visit saved you a call to Sun Suppurttl—SElect Option Below— Vl [ submt |
[Login | [ Register |
SunSolve Patch Support Portal
* Patches

-Patch Finder s

-Patch Pro Patch Analysis Tools PatchFinder

-Explorer =" Looking for a particular patch?

_Linux Patches Patch Manager Enter Patch D (109234-02, 109234)

—gtobg::ﬁpatghfgh Automate your patch management . . . » maore info | | [ Find Patch ] [Clear]

-.atar & Fatches x

= = = Flesse note: Although OBSOLETED patches are available on SunSalve, Sun

_—XSE Drlfu'E IS -+ BaSIc AnaIYSIS TUDIS recomimends using the most recent patches and the most recent revision of
& Support Documents =« PatchPro Interactive and PatchPro EKEE‘I’I - _ . mere info those petches, OBSOLETED patches do not include the latest bug fixes andior
> Se{:ur'rty Information Explorer Data Collector more info product enhancemsents, and may reguire the installation of additions! patches

W t - - [

85 8 comective megsurs,

* Sun System

st Sl eI L

*> Advanced Search = . = T
= iicae oty = Interim Diagnostics/Relief Custom - 0S Recommended Clusters and LA

software :
SunSolve Related: Security Patches

Sun has developed a3 faster, more customized solution for =
- SunSolve WorldWide delivering Interim Diagnostics binaries, called IDR's_._Read enfire : gzgﬁ:;T_T__”S:tdcEeﬂécahngllgséelrjsatcms
-SupportForum document

X - Patch Rejuvenation Process fid Prpdu':t Patches
- Site Map . Extracting _jar Files » Linux Patches
- Features/etc. - Accelerating Solaris Kernel patch releases = Cobalt Patches
- SunSolve Home . Sun Alett Patch Repor » StarOffice Patches
-Help + Solaris Patch Testing Overview = Solars x86 Drivers
£, < Solaris OS Patch Reports = Auxiliary Files

= Wiew semimonthly reports organized by all current versions of » CHECKSUM file ) . .
« The patchdiag.xref File {shiff-click fo download) maore

- : Solaris. Reports are updated twice a month. et
>> Download 1.4 50 info i |
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Open Boot Prom (OBP) Nesreskacers

H eeprom
tpa-link-test?=trus
scsi—-inl tiator—-1d=7
kaevboard-click?=FfFalse
kavmap: data not available.
tevb~rts-dtr-off=false
tevb-d1gnore—-cd=true
teva-rts-dtr-off=False
ttva—ignore-cd=true
ttyb—-mode=9500 . 8.n,1.
ttva-mode=9500.,8.n.1 .
pcia-probe-list=1,.2.3.4
pcib-probe-1ist=1_.2.3
mfg-mode=ofFf
diag-level=min
Hpower-cywcl es==qg
systen-board—-sarial#: data not availabhle.
susten-board-date=

feode—debug?=False

output-device=screen

input-dewvi ce=keyboard

Toad-base=15384

boot—-command=boot

auto-bootr=fTalsea

watchdu?*rahnutF—Faisa

diag-Fila: data not available.

diag-—devi ce=net

boot-File: data not available.

boot-devi ce=disk:a disk
Tocal-mac-addressr=false

ansi-terminal P=trues

screen-Hcolumns=80

screan—Hrows=3<

silent=moder=falsse

use—nvramrcr=false

nvramr<: data not avallable.
security—modea=comnmand

securityv-password: data not availlable.
security-—Hbadlogins=10

oem—logo: data not avallable.
ocem—logoP=False

aemn—banner: data not available.
oem—bannerv=false ! .
hardware-revision: data not available.
Tast-hardware-update: data not available.
=diag-switchP=false

—======—— International Corporation
"y BN SSw® AnEmployee-Owned Company

OPB
diag-switch?=false
security-#badlogins

OPB Security is the First Line
security-mode?=

none, command, full
security-password

Can be set in OBP mode or in
run levels using eeprom
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[etc files

e [etc/inittab

e /etc/rcX.d

e /etc/system

 /etc/passwd

e /etc/shadow

e /etc/defau
e /etc/defau
o /etc/defau
e /etc/defau

t/
t/

ogin
nasswd

t/kbd
t/su
e /etc/inet/inetd.conf

Science Applications
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e /etc/hosts.allow
 /etc/hosts.deny

 /etc/hosts.equiv
 .rhosts file
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System Startup

=——=—=—==——— Science Applications
——-r--—_"" International Corporation .
Sy BN @Ewe AnEmployse-Owned Company July 2004 CERT Conference Slide 14



[etc/inittab NEoreskaiCERT

¥ cat /etc/inittab

ap:isysinit: /sbin/autopush -f /etc/iu.ap

b isysinit: /sbin/soconfig -f /etc/sock2path

fs:isysinit: /sbin/rcs sysinit s /dev/msglog 2¢>/dev/msglog ¢/dev/console
1813 initdefaul t:

p3:81234:powerfail : /usr/sbin/shutdown -y -15 =g »/dev/msglog 2¢>/dev/msglog

35:5: walt: /sbin/rcs »/dev/msglog 2¢<>/dev/msglog «/dev/console
50:0:wait: /sbin/rco » /dev /msglog 2¢>/dev/meglog </dev/console
31:1:respawn: /sbin/rct »/dev/msglog 2¢>/dev/nsglog </dev/console
s2:23:wait: /sbin/rc2 ) /dev/msglog 2¢»/dev/msglog </dev/conscle
33: 3 wait:/sbin/re3 »/dev/msglog 2¢»/dev/msglog </dev/console
55:5:wait: /sbin/rcs » /dev/msglog 2¢>/dev/nsglog </dev/console
s6:6:wait:/sbin/rcé »/dev/msglog 2¢>/dev/msdlog </dev/console
f: 0 wait: /sbin/uadnin 2 0 »/dev/msglog 2¢»/dev/msglog ¢/dev/console
of 15 watt: /sbin/uadmin 2 6 »/dev/msglog 243 /deyv/msglog < /dev/console
rbi6:wait: /sbin/uadmin 2 1 y/dev/msglog 2<>/dev/msglog </dev/console
s¢: 234 respawn: /usr/11b/saf/sac -t 300

c0:234: respann: /usr/1ib/saf /ttymon -a -h -p "‘uname -n’ console login: " -T sun -d
dev/console -1 console -m ldterm,ttcompat

Y
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[etc/rc scripts ElorealCERT

= /etc/inittab starts /sbin/rcX which fire off the
pertinent rc scripts in the /etc/rcX.d directory

— Key here is fo disable unneeded services by changing
the name of the script name, ie, mv S/ 1rpc s/ 1rpc. If
the “capital S” or “capital K” is not seen, script will not
start.
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[etc/rc2.d file

S5 e

KO7dmi

S70uucp
S75cron
S91afbinit
KO7snmpdx
S71ldap.client
S75flashprom
S91ifbinit
K28nfs.server
S71rpc
S75savecore
S92volmgt
S71sysid.sys
S76nscd
S93cacheos.finish
SO01IMOUNTFSYS
S7?2autoinstall
S80PRESERVE
S94ncalogd
SO5RMTMPFILES
S72inetsvc

S80Ip

Science Applications
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S20sysetup
S72slpd
S80spc
S95amiserv
S21perf
S73cachefs.daemon
S85power
S95ocfserv
S30sysid.net
S73nfs.client
S88sendmail
S99audit
S40llc2
S74autofs
S88utmpd
S99dtlogin
S47asppp
S74syslog
S89hdconfig
S69inet
S74xntpd
S90wbem
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[etc/passwd and shadow nEsresacers

# 1s -1 Jfetc/passwd

—F==F==f-= 1 root SY5 488 Oct 8 2002 fetc/passwd
# more fetc/passwd

rmmt:H:D:1:5upsr—User:f:Isb1nfsh

daemon:x:1:21::/¢

Biniwe2r 2 fusrsbin:

SYSt M A3y S

acim ok 414 Admin: Svar/adn:

Tpex:7?1:8:Line Printer Admin: /usr/spool/lp:
LEp: LT uucp Admin: fusr/1ib/uucp:

RULICH: ¥z 9]

9:uucp Admnin: fvarﬁspﬂu1fuucp?uh11c:IUErI11hfuu£pfuuc1cn
Tistenzx:37:4:Netwark Admin: fusr/net/nls:
nobody: x: 60001 : 60001 : Nobody: /:
noaccess:%:60002: 60002:No Access User: f
nobody4 : x: 65534: 65534 :Sun0S 4.x Nobody: /!
gertigrix:1001:14:Roy Certig., BI-2/4, 2 6159: fexport/home/gertigr: /binssh
# 1s -1 fetc/shadow
—f e ———— 1 root SYS 280 Dct 8 2002 fetc/shadow
# more /fetc/shadow
root:n9PndAcWExSNI: 6445z :2::: 2
daemon:NP:6445=3: 11+
bin:NP:8445:::2::
syS:NP:B445: 25
adm:NP:B<445: 113 ¢
Tp:NP:B4452:1 322
uUcpiNP: 6445 11258
NUUCp:=MNP:B445: 1255 ¢
TtSEan s ™l = v
nobody:=NP:E4452 22513
noaccess:NP:B445c::::2¢
nobody4:NP:E445::::: ¢
_gertigr:STO4RoW2BYBIE-11968::::2:

e —— D GICTICEC RPRPIHCALIUIIS
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/etc/passwd (cont'd ) NEieisalCERT
= # passwd -l <user> to lock an account

= #passwd -n 10 -x 7 to lock a passwd

— Keep users from changing by setting minimum greater
than maximum

» # passwd —f <user> to change passwd next login

= # passwd —n 30 <user> to change passwd every
30 days

= ysermod to modify the file
» yserdel to delefe an account
= pwconv to clean up passwd / shadow files
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[etc/default/login (1)

# more login
#ident "@(#dlogin.dfl 1.10 99,/08/04 SHMI" SR s ra 1,114 "/

# Set the TZ environment variable of the shell.

ETIHEZI‘JHE-ESTEEDT

# ULIMIT sets the file size limit for the login. Units are disk blocks.
# The default of zero means no Timit.

ELILIHITM:I

# If CONSOLE is set, root can only login on that device,
# Comment this 1ine out to allow remote login by root.

EGHSGLE-fdaufcunﬁn1a

# PASSREQ determines if login reguires a password.

EASEREQﬂES

# ALTSHELL determines 1f the SHELL environment variable should be set
ﬁLTSHELLﬂ"ES

# PATH sets the initial shell PATH variable

:PATH#usr.fl:ﬂn:

# SUPATH sets the initial shell PATH variable for root
ESUPHTH-Nﬁrfsh'in:!uar.fi:lin

# TIMECUT sets the number of seconds (between 0 and 900) to wait hefore
# abandoning a login session.

H
HTIMEOUT=300

# UMasSK sets the initial shell file creation node mask. See umask{1).
#
#UHASKHDEE i R

—— T w  — International Corporation
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[etc/default/login (2) NEoreskaICERT

# SYSLOGC determines whether the syslog(3) LOG_AUTH fac1 1t¥ should be used
# to log all root logins at level LOG_NOTICE and multiple failed login

# attempts at LOG_CRIT.

i

SYSLOG=YES

# SLEEPTIME controls the number of seconds that the command should
# walt before printing the "login incorrect” message when a

# bad password is provided. The range is Timited from

#0 to 5 seconds.

#

HSLEEPTIME=4

# RETRIES determines the number of failed logins that will be

# allowed before login exits.

#

HRETRIES=S

H

# The SYSLOG_FAILED_LOCINS variable is used to determine how many failed

# login attenpts will be allowed h;le the system before a fajled login

# nessage fis 1u?ged, using the syslog(3) LOG_NOTICE facility. For exanple,
# if the variable is set to 0, login will log -all- failed login attempts.

#
HSYSLOG. FAILED LOGINS=5

stouch /var/fadm/loginlog
chmod 600 /var/adm/loginlog
echgrp sys /var/adm/loginlog
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[etc/default/passwd & kbdissraskacers

B nore passwd

#ident "@(H#)passwd.dfl 1.3 92/07/14 SMI"
MAXWEEKS =

MINWEEKS=

PASSLENGTH=6

H more kbd

#pragma ident "a(H#)kbd, dfl 1.3 99/05/04 SMI1"

quyright 1996, 1999 by Sun Microsystens, Inc.
Al1 Rights Reserved.

fetc/defaul t/kbd
kbd default settings processed via kbd(1).

KEYBOARD_ABORT affects the default behavior of the keyboard abort
sequence, see kbd(1) for details. The default value is "enable”. The
optional values are "disable” or "alternate”. Any other value is ignored.
If you choose "alternate” it will affect the serial console drivers ONLY.
The keyboard BREAK (sequence and plug/unplug) won't be affected by this.
If "alternate” is in effect any protocol (PPP, SLIP... etc) should not be
run aver the serial console port.

KEVCLICK affects the default keyclick behavior. Possible values are
‘on” and “off’. Any other value is ignored. The default behavior is
to leave the current keyclick setting unchanged.

T HETIETEETIEETTT T

# Uncomment the following line to disable keyboard or serial device
# abort sequences:
HKEYBOARD_ABORT=disable

# Unconment the following 1ine to enable a non-BREAK alternate
# serial input device abort sequence:
RKEYBOARD_ABORT=alternate

# Unconment the following Tine to change the keyclick behavior:
HKEYCLICK=0ff
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[etc/default/su NEoresaiCERT

# cat su
#ident ‘"@(#Hsu.dfl 1.6 93/08/14 SMI®  J/* SVr4.0 1.2 %/

# SULOG determines the location of the file used to log all su attempts
Lii
SULOG=/var/adm/sulog

# CONSOLE determines whether attempts to su to root should be logged
# to the named device

#

HCONSOLE=/dev/console

# PATH sets the initial shell PATH variable

il

HPATH=/usr/bin:

# SUPATH sets the initial shell PATH variable for root

H

HSUPATH=/usr/sbin: fusr/bin

# SYSLOG determines whether the syslog(3) LOC_AUTH Facility should be used
# to 1og all su attempts. LOG_NOTICE messages are generated for su’s to

# root, LOG_INFO messages are genetated for su’s to other users, and LOG_CRIT
# messages are generated for failed su attempts.

H
SYSLOG=YES

Science Applications

e == International Corporation .
"N BN SSwc AnEmployee-Owned Company July 2004 CERT Conference Slide 23



Dlrectory and File Leve
oo eICERT
S[?r% >és so far should be owned by roof

—root should read, write, exec; group and others
maybe read

= Check for proper SUID, SGID, and “sticky bit”
—#find / -type f \ (-perm -u+s -o -perm -g+s \) -Is
= fix-mnodes file

e Requires Login ID and password
= Use "Directory Shadowing”

» Access Conftrol Lists (ACLs) for finer access funing
— getfacl
— seffacl
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File System Security NEloieskalCERT

= Some file systems in the /etc/vfstab file can have
options fo mount with nosuid, ro.

— Before doing, make sure no Directories or Files need
nosuid, ro.
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Network Security
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[etc/inet/inetd.conf (1)  NEsseskacCERs

: more inetd.cont
gidant "a(#)inetd. conf 1.44 89/11/25 SMIL" [ OsYrd. D 1.5 WY

#
E Configuration file For inetd(1M). See inetd.conf(4),

# To re=configure the running inetd process, edit this file, then
# send the inetd process a SIGHUP,

#
# Syntax for socket-based Internet services:
<service_name> <socket_type> <protor <flags> <user> <server_pathname> <args>

Syntax for TLI-based Internet services:
<service_name® tli <protor <flags» <user> <servar_pathname> <args>

IPvE and inetd,conf

By specifying a <proto> value of tcpB or udpb for a service, inetd will
ass the $1van daemon an AF_INETE socket. The following daemons have
een nodified to be able to accept AF_INETE sockets

ftp telnet shell login exec tftp finger printer

and service connection requests coning from either IPv4 or IPvE-based
transports, Such modified services do not normally require separate
configuration lines for tcp or udp. For documentation on how to do this
; for other services, see the Solaris System Administration Cuide.

# You must verify that a service sup?urts IPve before specifying <proto> as
# tcpb or udps., Also, all inetd built-in commands (time, echo, discard,

# daytime, chargen) require the specification of <proto> as tcpE or udpé

i

THExHERHEEI T I T T T HIZ

# The remote shell server (shell) and the remote execution server
: (exec) must have an entry for both the "tcp" and "teps" <proto> values.

# Ftp and telnet are standard Internet seryvices.

H

Ft? stream tcpb nowait root fusrfsbin/in. ftpd in. ftpd
e == ralpat stream  tcpb nowait root fusr/shinfin. telnetd in.telnetd
——eaill HIErnauundl worpuraton
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[etc/inet/inetd.conf (2)  NesseskacErs

# Tnamed serves the obsolete IEN-116 name server protocol.
#
rname daram udp wait root fusr/sbin/in. tnamed in. tnamned

H
2 shell, login, exec, comsat and talk are BSD protocols.

shel] stream tcp nowait root Jusr/shin/in. rshd in, rshd

cshell  stream tcps nowait root Jusr/sbin/in. rshd in. rshd

login  stream tcpb nowait root Jusr/shin/in.rlogind in.rlogind
axec  stream tcp nowait root  Jusr/sbin/in.rexecd in. rexecd
enec stream tcpb nowait root Jusr/sbin/in, rexecd in. rexecd
comsat dgram  udp wait root fusrfshin/in. comsat in.comsat
talk daram udp wait root Jfusr/sbin/in, talkd in. talkd

H

; Must run as root (to read fetc/shadowd); "-n" turns off logging in utmp/wtmp.
uucp stream tcp nowait root fusr/sbin/in, uucpd in. uucpd

#
# Tftp servica 1s provided primarily for booting. Most sites run this
# only on machines acting as "boot servers.”

"
Htftp  dgram — udpé yait root fusrisbin/in, tftpd in.tftpd -s /tftpboot
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[etc/inet/inetd.conf (3)  NEoreskacErs

;tftp dgram  udps wait root Jusr/sbin/in.tftpd  in.tftpd -s /tftpboot

# Finger, swstat and netstat give out user information which may be
# valushle to potential "system crackers." Many sites choose to disable
# some or 311 of these services to improve security.

#

finger stream tope nowait nobody JSusr/sbin/in.fingerd in.fingerd

#systat stream tcop nowait root Jusribin/ps ps -af

Enatitat stream tcp nowait root fusrfbindnetstat netstat -f inet

E Tine service is used for clock synchronization.

time stream tcpb nowait root internal
time dgram  udpk wait root internal
#

ﬁ Echo, discard, davtime, and chargen are used primarily for testing.

echo stream tcpb nowait root internal
echo daram udpB wait root internal
discard stream tcpg nowait root internal
discard daram  udpt wait root internal
daytime stream tcpbk nowait root internal
daytime daram  udpb wait root internal
chargen stream tcpb nowait root internal
chargen dgram  udpg wait root internal

I*

RPL seryices syntaw:
srpeoprogr/<vers? <endpoint-type> rpcf<protor <flags> <user>
<pathname> <args:>

H
H
#
#
#
# <endpoint-type> can be either "t1i" or "stream’ or "dgram'.

# For "stream' and "dgram” assume that the endpoint is a socket descriptor,

# <proto> can be either a nettype or a netid or_a "*", The value is

# first treated as a nettype, If it i5 not a valid nettype then it is

# treated as a netid. The "*" is a short-hand way of saying all the

# transports supported by this system, ie. it eguates to the "wisible"

# nettype. The syntax for <proto>* is:

i w | <nettypelnetid>| cnettype|netid>£[, cnettypelnetid>]}

# For example:

B dummy /1 t14 rpc/circud toy, udp wait root fempltest_sve | test_sve
#
3
1

Solstice system and network administration class agent server
232710 t14d rpcfudp wait root fusr/sbin/sadmind sadnind

—— - —————
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[etc/inet/inetd.conf (4)  NEsreskacEry

# Rguotad supports UFS disk guotas for NFS clients
#
Lquutad!1 £l rpc/datagran_y  walt root fusr/11b/nfs/rouotad rquotad

# The rusers service gives out user information. Sites concarned
# with security may choose to disable it.

#

rusargd!2~3 £l rpcfdatagram_v,circuit_v wait root fusrflib/rnetsve/rusers/rpc. rusersd
USErs

H

# The spray server 15 used primarily for testing.

#

sprayd/1 t1i roc/datagram_v wait root fusr/1ib/netsvec/spray/rpc. sprayd rpc.sprayd
H
# The rwall server allows others to post messages to users on this machine,

#
walld/1 £ rpc/datagram_y wait root fusr/lib/netsve/rwallfrpc.rwalld rpc. rvalld

Science Applications
——----—_"" International Corporation .
m® An Employee-Owned Company July 2004 CERT Conference Slide 30




[etc/inet/inetd.conf (5)  NEoseskacERs

$ The rwall server allows others to post messages to users on this maching.
4

valld/ £19 rpc/datagran_y  walt root fusr/lib/netsvc/ryall/rpc.ryalld rpe. rwalld
: Retatd is used by programs such as perfmeter.

Estatd!:-dr t11  rpc/datagram_yv wait root fusr/lib/netsvc/rstat/rpc. retatd rpc, rstatd

# The rexd server provides only minimal authentication and is often not run

zraxd!‘l E11 rpc/tep wait root fusr/sbindrpe.rexd rpc. rexd

$ rpc.cnsd 15 a data base daemon which manages calendar data backed
% by files in /var/spool/calendar
F

: Sun ToolTalk Database Server

TBUDBBK1 t11i rpc/tep wait root fusr/fdt/bin/rpc.ttdbserverd rpc.ttdbserverd
i UFS-aware service dasmon

iufﬁdf‘i t1d rpc/™  wait root Jusr/lib/fs/ufs/ufsd ufsd -p

# Sun KCMS Profile Server
H

10022141 £l rpc/tep walt root Jusr/openwin/bin/kems_server kems_servar
# Sun Font Server

H

fs stream tcp wait nobody fusr/openwin/lib/fs.auto fs

#

# CacheFs Daemonh

4

0023571 t11 rpeftep wait root Jusr/lib/fs/cachefs/cachefsd cachefsd
3

$ Kerberos V5 Warning Message Daemon

i

100134/1 £l rpc/ticotsord  wait root Jusr/1ib/krbS/ktkt_warnd ktkt_warnd
——————=————— Science Applications
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[etc/inet/inetd.conf (6)

4 Print Protocol Adaptor - BSD listener

NEoraaICERT

:r1nter strean tcpd nowait root fusr/1ib/print/in.lpd  in.lpd

: G55 Daemnon

rnu234f1 t14 rpc/ticotsord  wait root fusr/11b/gss/gssd gssd

: AMI Dasmon

?uu146f1 B rpc/ticotsord  wait root fusr/lib/security/anisery amisery
100147 /1 t14 rpc/ticotsord  wait root Jusr/1ib/security/anisery amisery
: OCF (Smart card) Daemon

?IZIEHEDH £l rpe/ticotsord wait root fusr/shinjocfsery ocfsery

itspc stream tep novait root fusr/dtfbinfdtsped fusr/dt/bin/dtspcd
I00068/2-5 daram rpecfudp wait root fusr/dt/bin/rpc.cmsd rpc, cmsd
sun-dr stream tcpb wait root Jusr/1ib/dcs des
I00326/4 t1i rpc/tep wait root
2nan
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f/'

TCP Wrappers NEoseisaICERT
= Wietse Venema's TCP Wrappers

» Must configure /etc/hosts.allow and hosts.deny

= Set /etc/syslog.conf for appropriate logging.
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[etc/default/inetinit NEreaCERT
= TCP_STRONG_ISS=1 to TCP_STRONG_|SS=2
= Oronthe fly # ndd -set /dev/tcp tcp_strong_iss 2
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Network Security SettingsiEssasacCers

» Using The ndd command to adjust kernel params

— Commands to list current parameters
e Ndd —get /dev/ip \?
e Ndd —Qget /dev/tcp \?
e Ndd —Qget /dev/udp \?
e Ndd —Qget /dev/arp \?
e Ndd —get /dev/icmp \?
e Ndd —get /dev/hme \? (for host HBA inferface)
e Ndd —Qget /dev/tcp tcp_rev_src_routes
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SYN Flood Alleviation  N&areskacCErRy
= Ndd -set /dev/tcp tcp_conn_reqg_max_g0 4096
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Connection Exhaustic

Attack
» Ndd -set /dev/tcp tcp_conn_reg_max_qg 1024

NEoireEiaICERT
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PiSable Source Route

Packet NEoseskaCERT
- n%g -sef ?dev/ ip ip_forward_src_routed O
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Disable IP Forwarding  WNEsseskacErs
= ndd -set /dev/ip ip_forwarding O
» /etc/nofrouter
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Disable Directe( _
NEOoICERT
-B rrdQ —%qg’e@%k%espond_’ro_cddress_mcisk_broodcos’r 0

" Ndd -set /deVv/ip ip_respond_to_echo_broadcast 0

= ndd -set /dev/ip ip_respond_to_timestamp O

" ndd -set /deVv/ip ip_respond_to_timestamp_broadcast O
» ndd -set /deVv/ip ip_forward_directed_broadcasts O
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Disable ICMP Redirect Neoreskacer
» ndd -set /deVv/ip ip_ignore_redirect 1
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Disable ARP Attacks NEoreslaCERT
» ndd -set /dev/arp arp_cleanup_interval 60000
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Disable Buffer Overflow nNeorasacERr

= set noexec _user _stack=1
set noexec_user_stack_log=1
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NEorolkaIlCERT

Auditing and Audit Logs
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NEorokalCERT

= AS soon as bsmconv is run, the file /var/audit is

created.
» /var/adm/messages
» /var/adm/sulog
» /var/adm/vold.log
= /var/adm/wtmpx
= /var/cron/log
» /var/adm/loginlog
= /var/log/syslog

» praudit, auditconfig, auditreduce
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[var/fadm/sulog

# more Svarfadm/sulog

su
SuU
su
Su
suU
su
su
sU
su
=1
Su
S
SuU
SU
=)
su
sU
su
su
Su
su
SuU
su
suU
su
su
suU
su
SU
su
su
SU

SuU

su
SU
Su
su
SU
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s
B g e

MmN —=—==rJRIRSR OO
e e e e e e e e e T, T, e,
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n

oooooooad
nnon o onan onan
g Ty Ty, Ty Ty Ty ey ey

OO0 R RS = b =h =h =h = =h o=k @) (0 L7 LALALCACA OO

o0s/

10z 28

12:26

12:29

L
S-St bhiMOM=0~0

FRE R T T T O T T S B S S S S S S R P R B S B S S N A o

MO==Lid@mmnown—=—19

4 din ma wn

MoooowNObhsISsaag
—

=k
L
L

08:z43
0g8:40
o8:41
09: 34
0=2:18
9:19
t1:38
tT9:32
T9: 33
19:40
19:41
19:43
19:47
20: 00
20:10
14: 07
16: 20
14: 20
14: 35
19:42

PPP rogt-uucp

pts/4 root-gertigr
pts/4 gertigr-root
pts/4 gertigr-root
console gertigr-root
pts/4 gertigr-root
pts/S gertigr=root
pts/S? gartigr=root
pts/9 gertigr-root
pts/9 gertigr-raot
pts/10 gertigr-root
pts/10 gertigr-root
ptss/8 gertigr=-root
ptss/3 gertigr-root
pts/9 gertigr-rookt
pts/4 gertigr-root
pts/6 gertigr-root
pts/9 gertigr-root
pts/10 gertigr-root
pts/S gertigr-root
pts/7? gertigr-root
pts/8 gartigr-root
pts/5S gertigr-root
pts/7? gertigr-root
pts/4 gertigr-root
pts/9 gertigr-root
console root-root
pts/4 gertigr-root
ptssS4 gartigr-rookt
ptsS4 gertigr-root
console gertigr-root
pts/4 gertigr-root
console gertigr-root
ptss4 gertigr-root
pts/5 gertigr=root
pts/6 gertigr-root
ptss/7 gertigr-root
bts/8 aertiar=-root
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/var/fadm ap—

s

acct lastlog  mescages.0 necsages.d smbin  sulog  whape
acilog g iessages, i passud  spellhist  utapy

pacct  Nessages  Wessages.? s streans  vold, log

i pyd
fvarfadn
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| Solaris Advanced System Administrator's Guide, Second Edition:Understanding System Security - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

@Back - ._::’J Ia @ f.j j__-j Search ‘E'__-l? Favorites @Media {E} !"._"_j' .,%j,',. _]

Jd @

Address I@ http: ffsnap.nlc. docccd. edufreference fsysadminfulianfch 15 /4158 421, himl Vl Go Links -**
-~
Previous |Table of Contents Nexst |
The following example shows the output of the 1o0gins command, which is used with no arguments: L
castle¥ s
Password:
# logins
root (4] other 1 Super-Userxr =
smtp a root o Mail Daemon Oser
daemon 1 other 1
bin 2 bin 2
sV3 3 V3 £
adm 4 adm 4 Ddmin
wHuch 5 uHuch 13 uucp Admin
nEicH 9 nuEEcH | uucp Admin
listen = adm 4 Hetwork Admin
i 71 i 8 Line Printer Admin
WInsor 1001 stcaff 10
ray 1002 staff i0
des 1003 staff i0
rob 1004 staff 10
nobody 60001 nobody 60001 Nobody
noaccess &0002 noaccess &0002 No BAccess User
nobody4d 65534 nogroun 65534 Sun0S 4.x Nobody
F
The following example displays an extended set of login status information for user winsoxr.
# logins -x -1 winsor
Winsor 1001 -=caff 10
Jexporc/home/winsor
/bin/csh
P5- 000000 -1 -1 -1
F
The following example shows a list of user accounts with no password. |
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RBAC EoicskaICERT

» RBAC is a way of giving users enough privileges
in order for them to do their job. Comes with
Solaris

—sudo is a third party software that does much the
same

= Uses four /etc files

— /etc/user_aftr

— /etc/security/exec_afir
— /etc/security/auth_afir
— /etc/security/prof_attr

» Roles are added using roleadd
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RBAC (Cont’d)

= Uses four /etc files

— /efc/user_atir
e user:qualifier:res1:res2:aftr
— /etc/security/prof_attr
e profname:resl.res2;desc:attr
— /etc/security/exec_afir
e NamMe:policy:type:resl:.res2:id.attr
— /etc/security/auth_afir
e NamMe::::;type:profile
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Secure Shell NEbreilaCERT
= Third party addition
= Available with Solaris @ distribution

= Jse instead of 'r* commands

— All fraffic is encryp’red SO passwords can’t be “sniffed”
— No need of .rhosfts
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BasIC Security Moduls
(BSM

oadogle kernel module - comes with solaris 8
» Infercepts system calls based on audit policy
» C2 security rating

* furn on as rooft in single-user mode
/etc/security/bbsmconv or bsmunconyv to furn off

= first It Turns off volume management by moving
the S@2volmgt script fo another directory

» Performs full auditing of kernel and device
allocation

= Disables "Stop-a” capability

EOCR4ICERT
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BSM (cont'd) NiEioircissaiCERT
= /etc/security/audit_conftrol
= /etc/security/audit_event
= /etc/security/audit_user
» /etc/security/audit_startup script
— audifconfig —conf

— auditconfig —setfpolicy none
— auditconfig — setpolicy +cnt

= The last one keeps count of audited events, but
doesn’t log them if the file system is full
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Pluggable Authenticatio
Modules (PAM

Anytime you use telnet, you are using a PAM

» Add authenftication technologies without
adjusting login services. Can be used with:
— RSA, DCE, Kerberos, S/Key, and smart card

— policy driven in /etc/pam.conf (roof readable)

— unifary type login structure
o |f password is compromised, so are the multiple systems
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[etc/pam.conf file

2 Unix Manual Page for pam.conf - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help l:l'
@ Back - ‘_Jl Iﬂ iEhI :’j /_\' Search ‘E? Favorites .@ Media ﬁ}' & "‘ - L-_ .-;;
Address I@ http: ffwww. sdt.wlv . ac.ukfogi-bin/mansec?4+pam. conf "‘l = = Links 32

Example 1: & sample pam.conf configuration file.

The following - is a sample pam.conf configuration file.
Lines=s that begin with the # =symbol are treated as comments,
and therefore ignored.

#

# PAM configuration

4

# huthentication management for login =service i=s =stacked.

# Both UMIX and inhouse authentication funcrions are invoked.

login auth required Jusr/lib/securicty/S$ISA/pam unix.so.l

login auth reqguired fusr/lib/securicy/$ISA/pam inhouse.so.l try first pass
dtlogin auth reguired /usr/iib/securicy/$ISA/pam unix.sa.l

dtlogin auth reqguired Jfusr/lib/security/S$ISA/pam inhouse.so.l try firstc pass
S

# huthentication management for rlogin service i= =tacked.

# If the rhost check succeeds, do not continue

rlogin zuth sufficient fusr/lib/security/$ISA/pam rhosts suth.so.l
rlogin auth reqgquired fusr/lib/security/$I5A/pam unix.so.1

b

# Other services use UNIX authentication

other auth required fusr/lib/security/$I5A/pam unix.so.1

%

# Account management for login service i= =stacked.
# UNIX account management is reguired
# Inhouse account management is optional

login account reguired. fusr/lib/security/S$ISA/pam unix.so.l
login account optional /usrc/lib/securicty/$ISA/pam inhouse.so.l
dtlogin account required. fusr/lib/security/S$ISA/pam unix.so.l
dtlogin account optional fusr/lib/security/SISA/pam inhouse.so.l
other account required. Jusr/lib/security/S$ISA/pam unix.sa.l

= =
# Session management

other session required Jusr/iib/securicy/$ISA/pam unix.so.1

S

# Password MEnagement

other password regquired fusr/lib/security/S$I5A/pam unix.so.1
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Security Tools
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Some Tools NEre«aCERT

= Automated Security Enhancement Tool (ASET)
— Checks setting in low/medium/high states

= find command

= System Administrator’s Integrated Network Tool
(SAINT)

e Common vulnerabilities and exposure database
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Security Tools (cont’d)  NesreskacErr
= NMAP

= NESSUS

= Solaris Fingerprint Database
— download and use MD5 to generate fingerprint to
compare to one that lives on Sun’s site

= Solaris Security Toolkit - JumpStart Architecture
and Security Scripts (JASS)

= Tripwire
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Referencescéntd) NiZiorciskaICERT
= <Building Open-SSH>

<Making Login Services Independent of Authentication
Technologies>

<General Security Site>
<Auditing in the Solaris 8 Operating Environment>

<How Hackers Do It: Tricks, Tools, and Techniques>

<Configuring the Secure Shell Software>

<Public Key Infrastructure Overview>
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Referencescont’d) NEre«aCERT

=  <Infegrating the Secure Shell Soffware>

= <Role Based Access Control and Secure Shell — A Closer Look at
Two Solaris Operating Environment Security Features>

=  <|PSec in the Solaris @ Operating Environment>

=  <Trusted Solaris 8 Operating Environment>

=  <Auditing in the Solaris 8 Operating Environment>

=  <Minimizing the Solaris Operating Environment for Security>

»  <Solaris Operating Environment Network Setftings for Security>
(Link temporarily not available for Solaris 9)
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Referencescont’d) NEloreskaiCERT

= <sun blueprints>

= <sun blueprints scripts and tools>

<Patch Portal for Solaris>

<Deploying the Solaris OE Using a Solaris Security Toolkit CD>

<Sun Product Documentation>

<Securing Solaris Arficle>

<Prenftice Hall Technical Reference, Upgrade to Solaris 9>
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Q&A NEloikaskaICERT

*You have questions
| may have answers
otherwise I'll research
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—

Food for Thought NESS e

= Question
— Why is Solaris like a tee-pee”?

= Answer
— No Gates
— No Windows
— Apache Inside
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