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ADDME - Lifecycle Approach

Phase 5. Education Phase 1. Assessment

Action: Education of organization
on security best practices and
best-of-breed technology.
Result: Ensures employees
understand their responsibilties
with security best practices
and regulatory compliance.

Action: Assessment of the current level of
information security.

Result: Gap analysis between current
state and requirements.

Phase 4. Management
And Support

Action: Management of
security program to serve
business roles.

Result: Insures gaps remain
closed and new gaps are
not opened.

Phase 2. Design

Action: Design and documentation
of policies, procedures and
solutions to ensure protection.
Result: Creation of gap closure
plan.

Phase 3. Deployment

Action: Deployment of protection technology and services.
Result: Helps client execute gap closure plan.




A few words about the Security Policy

Specific and Clear
What needs to be done
Why the policy exists
Who or what function is responsible
Be Realistic — avoid the unenforceable policy

Don’t make encryption mandatory and then fail to
provide an easy means for employees to do it

Passwords or Tokens that get stuck to monitors

Is it realistic to think that people will not visit Yahoo
Sports?



ASssessment

Value Proposition

» Clear understanding of current security posture

« Detects vulnerabilities and threats

» Understanding of business risk

* Provides a clear action plan

 Empowers informed decision making

* Raises security awareness and issues

« Allows an organization to mitigate risks before
they are exploited

 Validates the effectiveness of security
safeguards and controls



Assessment

Suite of Assessment Tasks
Information Security Assessment
Penetration Tests
Application Security Assessment

Wireless Network Security
Assessment

Security Testing and Certification
Program

Policy Gap Assessment
Business Risk Assessment
Vertical Market Gap Assessments
HIPAA
Gramme-Leach-Bliley
Sarbanes-Oxley
California Senate Bill No. 1386
SCADA




Value Proposition
» Clear strategy for securing networks

« Path to quickly implementing key security
technologies, controls and management

» Builds organizational consensus on how
to proceed.

» Reduces total cost of ownership



Design

Design Tasks
Protection Policy Development

Technology Management
Policies

Operational Guidelines

Configuration Procedures
Standards Development
Procedures Development
Security Strategy Workshop
Implementation Planning
Network Architecture Design

Keep the Goal in mind ..... It is not
about specific technologies




Design - Technology

Firewalls

VPN

IDS/IPS

Antl Virus

Anti Spam
Content Filtering



Design - Firewalls

Where

Perimeter Access Control

Internal for functional separation and policy enforcement
Strengths

Mandatory first line of defense

Can also be used to provide other functions (VPN, Remote
access, etc.)

Weaknesses

Not a good judge to the quality of the traffic being allowed
through allowing Virus’, Worms, buffer overflow, etc.

Future

Pure access control firewalls will be part of network
Infrastructure and “smart” firewalls will continue to evolve as
primary security technology.\



Design -VPN

Why? — C.I.A.
Where
Remote Access
Site to Site IP traffic
Internal for sensitive data
Strengths
Inexpensive and Quick compared to dedicated lines
Secure and crypto level should be taken into consideration
Weaknesses
VPN access also increases exposure to other risks
Increases burden on the network
Troubleshooting problems can be complex



Design - IDS/IPS

Where and Why
Behind firewall for network exploit detection / virtual patch
On critical servers for virtual patch protection
Make Sure you monitor outgoing traffic as well as incoming
Strengths
IDS helps identify malicious use
IPS can block many exploits
Weakness
A lot of information generated requiring security expertise
Proper tuning to the environment and vulnerabilities is key
Future

Blending of security technology into multifunction edge
appliances



Design - Anti-Virus

Where — Gateway and Desktop

Strengths
Effective and mature technology
Accepted as a must have security technology

Weaknesses

Traditional signature AV not good at stopping true day zero
exploits that travel quickly such as Worms

Polymorphic malware



Design - Content

Have Corporate Policies in place before
technology implementation

60% of all email is now SPAM
Phishing

URL Screening
SpyWare/AdWare

What is next and what new solution will we
want to sell you to solve it?




Design - Next Generation Internet Security,

Unified protection technology that

= d

Lagy Yumy

Winy
Tay Yeam
ALY VAnm

et 1 1Y
Illl“‘

AL

LLL 1YY
T

identifies and blocks hackers,

worms, viruses, malicious code &
unwanted traffic automatically,
without user intervention

Li 3T
e L
L1

el
P
= "l'l.'l.

bl L b ]
R
1

]

P T P
r "
e .




Design - Point Products vs. Unified Solutions

Harvard Graphics

The Onginal Presentation Software

9




Design - Point Products vs. Unified Solutions



http://www.amazon.com/exec/obidos/tg/detail/-/B00005AFI0/002-5390313-1373631?v=glance&s=software&me=ATVPDKIKX0DER&vi=pictures&img=14

Deployment

Value Proposition
« Make good use of the technology

Communication and Coordination

Project Manager

Steering Committee

Do not forget these costs

» Unless you have solid expertise dedicated
consider external resources to assist



Deployrent

Vulnerability Remediation
Virtual Patch

Network team

Security team

Desktop team

Virtual team




Manage & Support

Should you Consider Outsourcing?

Do you require 24x7x365

What is the value of the asset you need
to protect

Do you have sustainable expertise

Is your expertise better utilized in a more
strategic role

What is your expectation for quality and
reporting

Is it important to have openness about
security problems




Manage & Support - Outsourcing

Things to look for in a MSSP
What visibility will you have — Portal
Service Level Agreement
Professional Services Capabillity
Security Intelligence
Relationship Management Strategy
How do they do... What they do
Understand where and how your people fit in



Manage & Support - Portal

eSecurity Incident Report
for each escalation

*Trend Reporting
*Vulnerability Posture

«Security information that
you can use

*View Raw & Normalized
Data

*View and Interact with
work logs

*SLA reporting

Event Trends/ other
reports

*VView Sites / Devices /
Contacts
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Security News

Washington Times 05/20/2004
Con men go 'phishing’ to get consumer
information

Computer Weekly 05/20/2004
Reports of phishing scams skyrocket in April

Computer Crime Research Center  05/20/2004
The Fourth Annual Conference "Information

Technologies and Security”

ZDnet 05/20/2004
Top execs urged to zero in on security

ZDnet 05/20/2004
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Internet Security Assessment

As the AlertCon continues at Level 1, our analysts focus their efforts on not only 18 new vulnerabilities,
but continued efforts on TCP port 5000 traffic. New versions of the Bobax worm were observed by
Antivirus companies within the past 12-24 hours. Their analysis concludes that these versions scan
randomly generated IP addresses, attempting to connect to them on TCP port 5000. For additional details,
please consult your antivirus provider for the most up-to-date definitions to include these latest risks.

In addition, there is a report of a new password stealer being spammed around the world. This threat
uses social engineering, utilizing current Iraqi war efforts. It comes from multiple random email addresses
and has a subject header of "Important news about our soldiers in IRAQ!". Our analysts are advising you
to avoid opening this email and to delete it upon receipt. For additional information, please click here.

Recent Security Incidents view all Security Incidents >>

Date/Time Ticket TD Tssue Status  Priority  Report
05/19/2004, 11:21:00 GMT  SOCB00001040888 SI Compromise Core System Closed Medium D
05/19/2004, 11:21:00 GMT  SOCB00001040888 SI Compromise Core System Closed Medium
05/15/2004, 11:21:00 GMT  SOCB00001040888 SI Compromise Core System Closed Medium
05/19/2004, 11:21:00 GMT  SOCB00001040888 SI Compromise Core System Closed Medium D

05/19/2004, 11:21:00 GMT  SOCB00001040888 SI Compromise Core System Closed Medium D

View all Service Requests >>

Recent Service Requests

Date/Time Ticket ID Issue Status Priority Report
05/19/2004, 11:21:00 GMT  SOCB00001040888  SI Compromise Core System Closed Medium
05/19/2004, 11:21:00 GMT  SOCB00001040888 SI Compromise Core System Closed Medium D

05/19/2004, 11:21:00 GMT ~ SOCBO0001040888  SI Compromise Core System Closed  Medium
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Manage & Support

Keep abreast of new Laws
Keep abreast of new threats
What about patching?
Ongoing Assessment

Do you need a security czar?
Do you need some help?



Educate — Why and What Value

What do | need to know?

Value Proposition

Prepares staff for security issues
Empowers staff to maintain Solutions
Provides understanding of information
security environment

Ensures the ability to understand the threat
Generate relevant reports and alerts
Lower overall total cost of ownership
Certification
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