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Silver Bullet ? ? ?

- Too early for Coors Light
- Not the Lone Ranger
- Certainly not killing werewolves

- Magic bullet — closer...but maybe not exactly



The Challenge

- Growing dependence on information systems
- Rapid growth in computer networks
- Vulnerability to internal and external attack

Lucent Technologies,
*1996-2000
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Joint Vision 2020

FULL
SPECTRUM
DOMINANCE

Dedicated individuals and innovative organizations transforming
the joint force for the 21st Century to achieve full spectrum
dominance :

- persuasive in peace

- decisive in war

- preeminent in any form of conflict



DoD IA Vision

Information Superiority for the DoD, achieved
through a balanced integration of
, operational policy and capability, and
leading edge technology.

Information Assurance is essential

to achieve and maintain Information Superiority.

Ref: Defense Information Assurance Panel (DIAP), July 1998
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IA Goal

e

Ensure critical DoD and
command information

resources are secure and
protected

Ref: DoD CIO October 1999, DoD Information Management (IM) Strategic Plan
(ver 2.0)



Information Assurance (lA)

Information Assurance - “capabilities to
maintain network availability, protect data

integrity, and enforce authentication,
confidentiality, and non-repudiation.”

Ref: CJCSI 6510.01
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Information Assurance

More than Information Protection

Information Assurance ensures your network is available and operationally ready
to provide:

The right information
At the right time
In the right place
In the right format

The Network is a Weapon System
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CND Process
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Information Assurance Challenges

Interconnected, interdependent systems underscore need for
broad understanding of threats and vulnerabilities

Security-enabled commercial products - strong encryption with
key recovery

Global Security Management Infrastructure

Cyber situation awareness - Cyber attack, sensing, warning and
response capability

Risk accepted by one may be imposed on all
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Certification Mechanism

Certification of Persons - ISO 17024, General Requirements for
Bodies Operating Certification of Persons

Private organizations like the International Information
Systems Security Certification Consortium

Government

DoD Directive 8570.1, Information Assurance (IA) Training,
Certification and Workforce Management, 15 Aug 2004
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Partial Solution

‘No Silver Bullet’ — Will Poole, senior vice president of Microsoft’s
Windows client division

DoD Recognizes It
- Vulnerability Management Process
- Inspection Process
- Service Provider Responsibility

‘Best Practice’ Standard
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Extreme Benefits

Minimizes ‘stupid user tricks’
Reduces potential business cost
Raises overall awareness

Increases your network police force
Improves security of entire internet

Reduces potential business cost
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Naval Postgraduate School
United States Military Academy, West

Point

United States Air Force Academy

5 DoD Institutions

(NDU)

NSA Centers of Academic Excellence
in Information Assurance Education

Information Resources Mgmt College
(IRMC) / National Defense University

Air Force Institute of Technology

62 Public / Private Non-DoD Institutions

Oklahoma State University
Florida State

George Mason University
Idaho State

lowa State

James Madison University
Drexel University

University of Texas, San
Antonio

University of Maryland
(Baltimore County)
University of North
Carolina, Charlotte
West Virginia University
Georgia Institute of Technology
Syracuse University

New Mexico School of Mining and
Technology

Purdue University

Stanford

UC Davis

University of lllinois
University of ldaho
University of Nebraska
University of Tulsa
Mississippi State University
Norwich University
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The Weak Link

In 1A we’re only as strong as our weakest link!
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United States
Strategic Command
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