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that threatens th

confidentiality, integrity, and
availability of computer
systems and their data.
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IGHEENICEION continued

T
be detected and eliminated \@6 o’
using multiple levels of S ey
defense. v@v ,
]
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: esi claim infestation ranges as: high
or allfthome breadband Windews: PCs. Inf Qi
2005 WWebroot repoerted 88% off all-home PCs had
SpyWare With 7.2 INStances, per machine, not counting
Lracking COOKIES;

Sources - National CyberSecurity Alliance, Webroot



SpPYWeale threat "CE

et
LN

Webroot claims 55% infection rate for business
machines, not counting tracking cookies. In late July,
FDIC issued spyware protection guidelines.

Source - Webroot, Reuters July 22, 2005
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Currently, eachr anti-
Spyware VEndor has
LS OWnR Raming
Convention and
terminelogy: Well
fiSt COVERthE
CORIUSING SPYWake
Lerms and PrePoSsE a
PELEr definitien of
SpyMWare;



WilE NS

ARLIFSpyware vendors: and

end=lisers often label all
Undesiréed seftware thatisn't a
VIS asfspywale.

o Spyware IS |essi ofiten: called
“grayware”, “unselicited
commerciall seftware ol
“potentially’ unwanted
programs” (PUPSs).
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cteristic

SPYMEIE DY

SPYWEIE FEPOILSI USEr

ACUIONNLO an outside
seUrceEWIthout the
userstknowledge. It
may. redirect suring
threughs ar proxy, steal
COOKIES), Or report
user URLS.
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SPPVMWENE CNAACLErISHICS continuen

-

TS

- Spyware Is Installec

nheugnraECEP: [I0R ana

IS eften completely
Undetected by the USer.
li=ar EULCATISIdisplayed,
Lerms are misieading or

obseured.
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LTOTTTIS 1O MmMonetary

Spyware is principally used to
retrieve personal information

useful to marketing firms and to
present advertising to the users of

an infested computer.
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SPYWele ISsi al fior-profit

OGUGE, dis

if|

u

S

neughimisdirection,
andimanaged by a

PUSINESS Venture.

Usually intended fior
marketing| research, it
can also be used for
iIndustrial or national

espionage.




jalers - dials 900"

AUMBErS Without
USErsiknowledge.
Jihese are fmequentily,
asseciated Withr porn
sites. Often eundien
the same; systen With
OLhEr eRIMS Off
SPYWalE;
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Userrknewledge: Used in
~drive-by“installation
attempts: One
downloeader caninstalla
nUmMDber: of different
Spyware progams.
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e Adware - displays adsior

< redirects Internet
searches to; sites
displayingl client:
Infermation:

e Spywane - Collects
INfOIMatIeN: NI USEN;
and/ e pProgramsi then
rEpPRLLS tercontrolling
site.



, ES449nt1'nued

SUEKES, INformation
apOUtUSEN'S SUring
ACuIVItYy and shared
Py tWO! O more Sites.
Could be prvacy.
threat. Could be
exploited! by other
malware.




A

rewser: Helper
Object (BHO)

— hard to detect

o [00lbar
— found withr BIHOs

o Adidisplay:
= POpPUPS
= BARRErs

o\ SearchrRedirectors



profitioy: veing the
middierment betwWeen
USErs and the
SENVICES) LNEY aCCESS.
They may enlist'the
help of affiliates to
distribute their
software.




A

istribution channels:

yware distrpution

= ChalneEls Incidae

software bundling,
threugh: affiliate;wekb
Sites, or |ess ofiten
threUghIspam. Spyware
Nas OftEn PEERI bUndIea
Withrshiareéware o with

Peer=to=Peer sofitware.
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MeREYALY help] pyware

COMPANIES download their
seftwane terend user;
computers:. VWebroot
claims there are 2505000
WeL pages worldwide that
can dewnload spyware.

P
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. Unscrupulous affiliates:

exploit linternet browser:
flawsiin drvey:
installation; attempts;
oftenithrough
COMPreMISEd SIteES:
Users anerusually,
URaware oirthe
stallatieonrattempts.



SUREIEC

... Spyware can be
pundlied with
Shareware ol Peer-
to-Peerfile;sharng
pPrograms: Gatoy;
(Claria)rhas PEEN
stceesshHully
distrbuted taistway.
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o ClanaN(Gator) $58 million .....

e [80Soelutiens (nCase) $40 million .' 1rI

e BetterInternet, LLC r1 ll r
gy =

(ABetterInternet) $20 million

e eXact Advertising &
(BargainBuddy) $15 million Y ‘*/

* Sources - http://www.benedelman.org, http://financev‘u/q/it?s=MIX



Too 30,

SPYWENEIdELEctions in th

e Gator (Claria)

o ABetterInternet
(BetterInternet, LLC)

e Huntbar (First Cash
Reserve, LLC)

e Hotbar (Hotbar.com Inc.)

o [STBar (Integrated Search
Technologies)

* Sources - NAI, Panda, PestPatrol, SpywareGuide, and TrendMicro. Ranked by Bill Hayes
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JOIIRSPYWare FURVEYON ineasten

Elfgges

Q)

Q
)
(@)

with independent
operators. These
relationships are sources
for many Trojan horses
that bundle malware and
spyware. Over 70 CWS
variants.

* Sources - DoxDesk, Merijin.org, PestPatrol, Webroot v
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pyware serversican.
dewnload spyware to
“client” hests. They
then control spyware
client sehware.
Additienallys they:may.
alse elieradvertising
content:

A 4




SPYWare SERVErS

Ad payment $$$I

B .
| JOW

O0dd PAVINCT DPDD

IEII Affiliate
——— 71

A
Ad Provider
E *Spyware
e scontrol
etraffi
g etransaction

ActiveX Control

Network
Perimeter
(Includes
Firewall,
IDS/IPS,
Content
filtering, etc.)

End-User
Windows
PC

Simplified block diagram showing Affiliate - Spyware/Adwate Site - Ad Site relationships




detect all spyware.

IThe good neEws; -
[Defense in Depth still
WOIKS ONnee you
adapt to new.
detection strategies.

ay
=N

S




® Blocks access to kKnewn spyware sites
s Conrelate;logs toridentiiy: new: threats

e Provide spyware recognition: training

‘@?{ .

.
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eal withrdoewn

' Edge of Snoert reseurces
(p1uco): //www bleedingsnoert.comy)

o Userweb) prexy: AV.

OPEN SOUrCE and! proprietany selutions
Openisource - ClamAV: (https//Www:Clamav:net/)

Proprietary - See your: favorite: VAR!
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BIOEREKIIOWR SPpyWare

Network Based solutions

USenwWel) content management software

PINS realtime: blocking ISt forspyware
htups//Www. bleedingsnoert:com)/blackhole-dns/
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BIOCK KFJ(V'-" \/ VV, 1 S A %ﬂninued

ARWEVIFUS/Anti=Spyware sefitware

e (CUSstom Hosts files

Note: Canhave 10, 000/ or moere hosts: Canibe Used on Older boxes:

e Place download [P addresses inilE Restricted
Sites, list




o legsiwilli show! repeatable patterns.

o [lepkiorractivity especially:wheni users have logged: ofif:

*  POSIhutprmethod may: shew: communication withr controllerhest, but
manyspyware progams use GEI hitprmethod withi user QUERY/
parameterfields tor transmit data.

Examples
MarketScore -

GET http://oss-survey.marketscore.com/ess/Suvey:asp: Zaumdays=49

HotBar - POST http://reports.hotbar.com/reporis/hvttan4-0/=vRpt.dll



e ataezlﬁaﬁiesjmm

proXy, and IDS logs

e (@onselidate legs then use scripts - Less painiul.

o Usge proprietary. solution - Bucks but: lessilaboer-intensive

Analyze findings

e [here’s nossubstitute forbrain PeWer:

Create and distribute meaningitiTEports
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SPYMWEIE recoc t=ligllsle

‘rain end: users; to re

ot

Iyware manifiestal

i

ons.
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A

A

a’s

Immediately;

Ad pop-uUps

NEW! breowser: teplbars
HeME! Page CHaNGES
deskioprChanges
SYstray ICens

A 4
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SPYMWEIE [ECOC C

Iaintsupport persennelito
eeegnize spyware installers.

= DEn just run AV:scaniand call it
guitsi ook it up!

o iraint DS/ Content
Vianagement analysts to
FECOgNIZE; spyware activity:

— Spyware activity: is oftentrevealed
by ether attack signatures:




6y,

) ; tO the confidentialit
Rtegrity, and avallablllty of computer
systems and data.

e Technology for accurate spyware
detection is still developing.

e Defense in Depthrwithrmoedifications can
mitigate spyware risks;



ALLE//MMWW. doxdesk. com)/parasites
WEtEE//MWWW. benedelman. org
HELRE//MMWWESPYWarelnfio.com/~merijn/cwschronicles. html

WEERE//MWWWWEBhEIPErA UL Com)/.

liechnical References

http://castiecops.com

http://www. bleedingsnort.com/bleeding-malwanre. fules
http://www.mvps.org/winhelp2002/hosts:tm
http://www.mvps.org/winhelp2002/restricted:atm
http://www.spywareguide.com/blockfile.php



W.doxdesk.comy/parasites

hCCE MWW KEPRYI.COm

HELRE//MWWW.SpyWareguide.com).

AV /Spyware Encyclopedias
http://Securityresponse.symantec.comy/aveentery
http://www.trendmicro.com)/Vinfo/grayware/default:asp

http://www. pandasoftware.com/virus_inio/defaulEaspx@ist=sw

http://vil.nai.com/vil/



Hidackdiis, - http://www.spywareinfo.com/~merijn/downleads: html

TESPYAD=thttps://netfiles. uitc.edu/ehowes/Wwwj/reseurce.htm

Shareware

Ad-Aware - http://Www.lavasefit.comy.

Some commercial anti-spyware products (not an endorsement)
Microsoft Antispyware - hitp://Www.miCroseiit:comyathome)/Security/spyware/
PestPatrol - http://www3.ca.com/smb/product. aspxzia=52773cultlire=en-us

Spy Sweeper - http://www.webroot.com



