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Security Information/Events =

» Logs are audit records generated by any software component
running on your IT infrastructure

 Log records cover:

. — Normal activity

— Error conditions

— Configuration changes

— Policy changes

— User access to assets

— Incident alerts

— Unauthorized use of resources

— Non-privileged access to files

— User behavior patterns

— Clearing of sensitive data

— Access to audit trails

» Logs provide feedback on the status of IT resources and all activity
going through them
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Example Logs

« Sample Operating System Logs — Windows2K Server

— 2005/05/17 12:59:12.387 EDT192.168.1.52%NICWIN-4-
Security 529 Security: Security,91350077,Tue May 17 12:58:43 2005 ,
529,Security, NT AUTHORITY/SYSTEM, Failure Audit,WA1 -MASTER-
FDC ,Logon/Logoff ,,Logon Failure: Reason: Unknown user name
or bad password User Name: PIQA Domain: Ntoss Logon Type: 3
Logon Process: NtLmSsp Authentication Package: NTLM Workstation
Name: UpTime-HA

— 2005/05/17 12:59:29.793 EDT192.168.1.24%NICWIN-4-
Security 560 Security: Security,69561800,Tue May 17 12:58:29 2005 ,
560,Security, N TOSS/ashtylla,Failure Audlt WA1-MAS90-DC,Object
Access ,,Object Open: Object Server: SC Manager Object Type:
SC_MANAGER OBJECT Object Name: ServicesActive New Handle
ID: - Operation ID: {0,261811266} Process ID: 784 Primary User
Name: C:\WINNT\system32\services.exe Primary Domain: WA1-
MAS90-DC$ Primary Logon ID: NTOSS Client User Name:
(0x0,0x3E7) Client Domain: ashtylla Client Logon ID: NTOSS
Accesses (0x0,0xF8EAAF4) Privileges READ_CONTROL Connect to
Ne@mwhgen%smce controller Enumerate services Query service database lock state

OOOOOOOOOOO



Traditional Interest in Event Logs

£ - Point security solutions provide log messages
about critical network events

« Main focus on firewalls and IDS/IPS devices

« Correlation of events from multiple security
points reduces false positives
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Insider Threat Study

Paper: Insider Threat Study: Computer System Sabotage in Critical
- Infrastructure Sectors

Published by: U.S Secret Service and CERT Coordination Center/SEl
% Date: May 2005

From Section3 — Detecting the attack:

In general, 75% of the insiders were identified through manual procedures only, and 19%
were identified using a combination of automated and manual procedures. The
various mechanisms used to identify the perpetrators included

 system logs (70%)

* insider’s own source IP address (33%)
* phone records (28%)

» username (24%)

« auditing procedures (13%)

In those cases in which system logs were used to identify the insider as the perpetrator,
the following logs were used
* remote access logs (73%)
« file access logs (37%)
« system file change logs (37%)
» database/application logs (30%)

Networ) nteinguhl 1095 (13%)
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But That Is Just The Beginning...

Event log data is the single most
underutilized source of information within
the organization.
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Capacity Planning

« Compute Resources
=3 » Network Bandwidth
— LAN & WAN

* Disk space consumption
— Servers
— Clients

Ne@ Intelligence



Performance & Uptime

nere events happen

nen they occur

no is affected

nat sub-systems are involved
* Identify common elements

=S ===
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Legal & Human Resources

E . Accurate, detailed audit trail

» Enforce acceptable use policies

— A report sitting on your chair Monday AM is a
powerful deterrent to further abuse...

* Provides supporting evidence
 Can link human assets to IT assets

Ne@ Intelligence’



Incident Investigation & Forensics

k + A strong historical record is your best
friend

* What seems benign today can turn out to
be harmful tomorrow...

* Logs can quickly narrow down the search
« Similar incidents become easier to resolve

Ne@ Intelligence’



Help Limit Corporate Liability

k + Determined abuse is hard to stop

* An effective policy that is actively
monitored proves corporate responsibility

* [t's hard to intimidate an event log...

Ne@ Intelligence’



Detect & Prevent |.P. Theft

1« Makes spotting unusual patterns easier
* Proper resource access can be monitored

* An effective logging policy can serve as a
strong deterrent to casual |.P. theft

» Supports efficient prosecution

Ne@ Intelligence’



Audit & Enforce Employee Productivity

* |.T. resources are expensive and budgets

are tight

» Maintaining peak competitive stature is
key to corporate entity survival

* 1% increase in information worker
productivity can net nearly a 5% increase
iIn corporate profits®

*Source: 2003 McKinsey report on global competition

Ne@ Intelligence



Troubleshoot System and Network

Problems

k + The original reason for logging

— Over 30% of the code in 1969 version of UNIX

was dedicated to logging support®

» Can be extended to support internal
application development

* Logs tell the story that other debugging
techniques miss...

*Source: Ken Thompson and Dennis Ritchie, Bell Labs

Ne@ Intelligence



Support Compliance Regulations

4 - Applies to both Gov't and industry regs

 All regulations are based upon similar

principles:

— Establish controls

— Monitor the controls

— Report on the trends and monitoring efforts
* We all know today’s list of regulations

— An effective event log platform prepares you
for tomorrow...

Ne@ Intelligence



Audit & Enforce IT Security Policy

k « Apply risk metrics to IT processes

* Finding breakdowns in |IT security policy
faster reduces IT risk

* Only effective way to validate point source
security technologies

Ne@ Intelligence’



Event Log Data Creators...

Web Content
We_b_ server f cache & management
activity proxy logs

IDS/IDP
logs

VA Scan logs

Router logs

Windowsﬁbs

Client & file |
Internet
server logs - '

Firewall
logs

Wireless
access
logs

—
VPN
logs

\édegws %% _ g, S N i ke I Linux, Unix,
omain | L : KR ) o Windows
logins o : - . y ~ S

Access & Ty =’ {5 . Mainframe
Control logs logs

Oracle Database
Financial Logs Logs
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Event Log Information Consumers...

o
Finance

aarket research,
gt

treasur

Research &
N Development 1
« A | S products &

>3 services



Event Log Information

Mapping Consumers to Use Cases

- Capacity Perform. Legal/HR Incidents Corp. L.P. Employee Trouble- I.T. Regulatory
E'. Planning & Uptime Action Forensics Liability = Theft Prod. Shooting Security Compliance
: Customer X X X X
Service
Marketing X X X
Legal X X X X X
Sales X X X X
Finance | )X | X | X X | X | X | X X
R:st:::?cnes X X X X X
Operations X X X X X X X X X X
Engineering X X X X




Many Consumers & Use Cases ...
Silos of Redundant Information Management

Ne@ Intelligence



How to Avoid Silos?

Deploy an Enterprise-class SIEM Solution

|+ Collect “All the Data”....

—Broad device support: network, security, infrastructure, & applications
—Agent-less, multi-protocol, non-normalized (no filtering) data capture

. —100% raw data capture

—Deep source device coverage. Not a subset of events, all of the known events

« ...into a Scalable Enterprise Platform...
—Modular growth to expand with business initiatives

—Price/performance for enterprise-class deployments
—Efficient storage and personnel utilization

« ...that Provides Powerful Analysis for Compliance Violations and Security
Threats

— Multiple views into the data
— Targeted reports for security, SOX, HIPAA, etc
— Correlation results between device types
— Baseline of workflows

— Detailed forensic analysis

— Guaranteed, real-time alert performance under load

Network  Intelligence



Security Information and Event
Management (SIEM)

l NETAPP I
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Collection: Of Strategic Importance

It All Starts Here...

» Goal: Capture 100% of the Data

— But still be able to make use of it

 Requirements:
— Scalable system
» Must be able to meet the accumulating collection rates
— Wide device support
» Analysis capabilities for many device types
— No filtering or normalization of data
 All data is important - normal activity included.
— Robust data management tools
« Raw data collection
« High data compression rates
« Encryption of stored data
 Authentication of stored data
— Agents vs. Agent-less

Ne@ Intelligence’




Collection: Implementing the Strategy

Roll the device collection by types of devices or
by departments

Focus on the most critical assets first
« Turn on auditing features on your critical assets

Leverage SIEM to transform the data into
information that in turns drives knowledge

Ne@ Intelligence’



Collection: Source Device Protocols

* Syslog

» Syslog-NG

« SNMP

* Windows event logging API
* CheckPoint LEA

FTP

* Formatted log files
comma/tab/space delimited, other

« ODBC connection to remote databases
* Push/pull XML files via HTTP
* Cisco IDS POP/RDEP/SDEE

Ne@ Intelligence’




Collection: Open Device Support

- Architecture should be open and permit in-field addition anc
1 updates of source device(s).

« Uses existing source device collection protocols
» Should not require changes to core product

* Treat devices as “added content” that can be distributed
without interruption to production systems

« Automatically identify “unknown” events, yet still permit
intelligent analysis later if required

Ne@ Intelligence



Analysis: Real-time Correlation

se GUI

( Delivers Efficient and Effective Security Operations.

orrelation

]

| Correlation Logic can be Managed Online or Offline.

Advanced Boolean Logic Driven Correlation Enables
Real-time Evaluation Against Corporate Policies

]

( Detects and Alerts on Variations from Automatically

Correlation.
B —
alysis A
cay-time .
E—

]

| Computed Baselines of both Events and Alerts.

REAL Real-Time Analysis with Consistent High ]

en Baselines.

Performance Alerting, Independent of Incoming EPS.
(Permits Sophisticated Correlation Logic to Detect and
| Alert on Multi-Vector Fast Attack & Low and Slow

Auto Calculation of “Normal’ for All Events, Devices
and Alerts. 100% Mapped via Extensible Taxonomy

]

I

areness

( Intelligent Alert Ranking Via Automatic Gathering

ormance

]

L Of Asset Vulnerability, Value, & Type.

L L L] L

500-300K Sustained EPS from up to 30K Source ]

Data

Devices with 100% Data Capture Provides Best TCO
Accuracy Assured Regardless of Event Format

(

]

L Changes. Huge Device Breadth & Depth. No Agents.




Analysis: Vulnerability Data

* VA tools provides a known list of hosts and
detected vulnerabillities.

* Analysis can leverage this data to score
threats based on asset vulnerabillities

 All rules evaluate vulnerability data of all the
target assets. Higher vulnerability values of
attacked assets escalate the severity level

. _Cu_st_omized rules should be able to evaluate
individual assets or asset groups and alert
when their vulnerabilities exceed a certain
level

Ne@ Intelligence



Analysis: Threat Scoring

 Alerts are grouped into alert categories

1" * All alert categories have (5) alert severity levels
: that default to US Homeland Security levels

* Internal scoring algorithm automatically
computes alert severity levels based upon event
contents, rates, baselines and asset values

 Incorporates asset attributes, including frequency
of asset in event payload, importance and
vulnerability

« Automatic ranking of all alerts contained in a
view to focus security administrators on most
critical incidents first

Ne@ Intelligence




Analysis: Event Classification

1 + All events should be classified using a global

: taxonomy structure — thus providing a standard
to the myriad of non-standard log events from all
source device vendors

* Leveraging taxonomy to evaluate events by
category, regardless of source device permits
correlation to stay current and relevant far easier

* Event classification should be fully exposed to
the user. Users should be able to create new
categories and assign new messages to any
level in the taxonomy tree

Ne@ Intelligence



Analysis: Baseline Data

* Baselines should be created automatically —
“learned” from the actual network activity

* Minute, hour, day and week baselines permit
tracking of spikes as well as “low and slow”
patterns

« Baselines are aware of normal activity pattern
changes over the course of the day, week
and month.

« Correlation engines can use baseline data to
detect anomalies based on activity percent
change from normal behavior

Ne@ Intelligence



CORPORATION

m Current Score 1 Soore Baseline

% Difference

a
B | Score over tine
g
370 |
a0 57
— 57 B
50 2 I
48 B
40
1 2 3 6 7 10 1 12
Time (in Minutes)
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Analysis: Baselines

Score over time

40
1 2 3 4 5 6 7 8 9 10 1" 12

Time (in Minutes)

Ne@lnte"igence" m=m Current Score == Score Baseline

% Difference
CORPORATION
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Analysis: Baselines

Score over time

% Difference

Score Value

-5%

1 2 3 4 5 6 7
Time (in Minutes)

% Difference

Network )y Intelligence == Current Score =1 Score Baseline
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Analysis: Baselines

Score over time

Score Value
% Difference

-5%

1 2 3 <or=10% Score Basgline = Low 6 7 8 9 10 11 12
>10% higher than Score Baseline = Guarded Time (in Minutes)
. >25% higher than Score Baseline =
Network ® Intelligence >50% higher than Score Baseline = High === Current Score === Score Baseline % Difference
CORPORATION
>75% higher than Score Baseline = Severe



Analysis: Correlation Example —

Worm Detection

Correlation Rule Name: W32.Blaster Worm

The goal of this rule is to detect Blaster worm variants as well as other
malicious code by analyzing network traffic patterns.

to any

\ Visual Display
/ to any of Alert Information
to any from the same T
\ then

from the same thi*'"

or
IDS Device
to any Email Infected
Machine
Info to IT Staff
Ne@ Intelligence’
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Analysis: Correlation Example —

Website Attack

Correlation Rule Name: SQL Injection Attack

The goal of this rule is to detect information theft from E-Commerce websites
through the exploitation of the trusted connection between the web server and the

- database.
l Xp_regread
contains "'"

in

(Successful Connection J— to ->- where —-—(U RL Querystringgmains —I-{ xp_makewebtask )
contains
™ (psmasen)
( h
| Followed By |
S A

e ~\
SQL Stored Procedure ( . . .
. » Visually display alert info )
L Xp_regread J \ ‘ /
within then

in
rFSICIL Stored Procedure\ \ [ Execute Batch process
(. o -within-l-- that is = then —m to rollback previous
\_ xp_makewebtask Y. /- \ SQL transaction y

then

within
p N [ Send SNMP Trapto )
saL “S;ored Z’rﬁo:}l?dure / \ Network Management
L p_cmdshe ) \ System y.

Ne@ Intelligence 14
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@:ﬁm @ hB!'.’MmJ@ Move Locaiiqu L EiEJDEaHI_'ITIZ Seal e High Current O Elevated
Alert Status Info
Site Demp
Node | Demo-HA
View Customer Data
Peak  |High
Current Elevated
| Time: Wed Jan 05 09:50:58 ...
Category | Attacks Malicious Code
% Change[4 40%
; - i ; ! \ 2 Alerting Device Info
; ; - : . : g Site Demo

g N - Mo i Node Demo-HA
Name ]
P Address._ [10.10.50.11
Device Class  |ROUTER
Type ciscoroutar
Vulnerabiity |1
Admin

All Collections & Views
v ISAW Hierarchy

| i

FIF Bank
|-Winduws Security

WRITH \

| mezan
i

L Compliance

dume 2004 k Tokyo

Bk 8414003300
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e parsd e T8 wrdd 11

Coarcdars s moasialon by
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HQITII4 | [AONE52 E 0D
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| L Perminter Security - To

} Londen
| i Perimeter Security - Lo
LNB\_‘-‘ Work

| } Data center
| | LCustumBr Data
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[1] LMSP—DyneCnmm = |
1] Fuse-mc
|1 ] wsp- vendtesh  [¥]
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Analysis: Real-time Threat Analysis

u
W 1] T T e e r— ——— —— =3
- E= €] Alert Monitor - enVision - Network Intelligence Corporation - Microsoft Internet Explorer - |0/04
= n [ Alert Monitor L) Recalculate e e P S P Mﬂk !n—‘.-l é ]
. (@ NIC Global Alerts ® |
@ :
::- Attacks ({ Recon '.Ll Content ; Auth g User :{i Policies t(:: System g- Config :: Nebwork I—j‘l
3 & 2 & l 4 & : 4
- & © s O & © & © & © & © & © & O & &)
' 0 0 0 89 43 0 86 0 993 -
: ® ¢ & ¢ & ¢ ¢ ¢ & =
(@ Levels & |
({- Lewvel 0-1 'J‘I Lewvel 2 ; Lewvel 3 g Level 4 t(é Level 5 t(::.' Level 6 g- Level 7
; 5 : -: -:
2020 0 260 -0 00
(}} 1168 qlﬁ) 0 é ] é 0 é 0 é 45 é 0
| @ Alert Categories ® |
Rank¥ 5 ﬁw v rily Trend | Count N‘Brtﬂﬂtﬂ!lﬂn' Class L‘ﬂﬂiﬁhrt“ﬁ-ﬂagﬂ Aswet De:t:;::m
1 @ Hign & Low 5 %5 |Metwork.Connections|(¥) Unix  |(3) B01553:00 sendmsi[504]: {ID 801583 mail., (%) 0.0.0.0 (4}
2 |6 High A Low i 8 m‘“‘” (%) Unix (W) 82573%:00 teln=tdB51]; [ID 826721 dsemoncemor}.  [(¥) 0.0.0.0 v
3 @ Hign B Low : B 45 |Auth.Failures (%) Unix  |(¥) £0019:03 login{pam_unze}{2040]; suthentication £ (¥ wis  |W
4 | Hgn & Low : 44 |Auth.Successful (¥ Unix (¥} 365450:00 imdaemen: [ID 388450 vsernoticel log..  [(¥) 0.0.00 v)
5 |6 Hign B Low + 41 |User.Activity (%) Unix  |(%) 228751:00 imdsemon; [ID 226731 csernotics] kog.. (%) 0.0.0.0 (4}
Network Iﬂ M@W | User: administrator J_Q-;Pg_;eﬁ in Sinne; 1!51_‘05 S!:S_l.'i&.ﬁ.ll Dromain: NIC Site: Demo |L Mode: Demo-HA Deme-HA Time: 1I005 3:57:20 AM
e | o : | iy
i&] Connected ® Internet 28




Analysis: Reporting

User Activity from External Domains

SRR 1 Sarbanes Oxtey - User wtornet Explorer =)
E M| Ele Edit vew Favortes Toos Hep  Google - | |v| @psearchwed ~ | g3 | PR B e popups allowed | TE] Autorll | | 2
-l = > ma
= 0 s u,J |ﬂ @ -{".‘,- Address @ http:/fwe 1-envision:8080/report/ftemp/Sarbanes_COwley_-_User_Activity_from_External_Domains-1111586588620, himl
]
= Generated by enVision from Netwoerk Inteiligence Gorporation
Report title: Sarbanes Oxley - User Activity from External Domains
Description: IS0 17793 Section A.5.4.3
- Thiz report detailz all activitiez of non-demain authenticated users. All authenticated domaing are identified in run time parameters, and multiple domains can be contained within zingle
quotes and seperated by commas.
Time range: Wed Mar 23 08:03:07 EST 2005 to Wed Mar 23 09:03.07 EST 2005
Page Layout| Dsplay _[v|
DateTime DomainName EventComputer UzerName Description
2005-03-23 08:25:23.0 FTP FTP nic Uzer Logoff
2005-03-23 08:58:24.0 FTP FTP nic Special privileges assigned to new logon
2005-03-23 08:55:24 0 FTP FTP nic Succeszful Network Logon
2005-03-23 08:50:05.0 TINNEY'S WAT-MASS0-DC Lvnn Logon Fa'ilure -
2005-03-23 08:07:25.0 PORTABLE-ML WE1-EXCHANGE-DC Lavergne michel Logon Failure
2005-03-23 EI'SEﬂ-?:ZQ.ﬂ PORTABLE-ML WE1-EXCHANGE-DC Lavergne michel Logon Failure
2005-03-23 08:20-27.0 PORTABLE-ML WE1-EXCHANGE-DC Lavergne michel Logon Failure
2&D5—ﬂ3—23 0E2:20:27.0 PORTABLE-ML W'E1—E§'.{CHANGE-II-C Lavergne michel Logon Failure
2005-03-23 08:50:28.0 PORTABLE-ML h'nl‘E‘i-EXCHAN GE-DC Lavergne michel Logon Failure
2005-03-23 08:50:23.0 PORTABLE-ML WE1-EXCHANGE-DC Lavergne michel Lu-jun Failure
2005-03-23 08:55:28.0 PORTABLE-WML WE1-EXCHANGE-DC Lavergne michel LI}éI}I‘I Failure
2005-03-23 08:59:28.0 PORTABLE-ML VWE1-EXCHANGE-DC Lavergne michel Logon Failure
2005-03-23 08:08:27.0 WE1-INETMAIL WE1-INETMAIL IUSR_WE1-INETMAIL Special privileges assigned to new logon
2005-03-23 08:08:27.0 WE1-INETMAIL WE1-INETHMAIL USR_WE1-INETMAIL Successful Network Logan
2005-03-23 08:38:26.0 WE1-INETMAIL WE1-INETMAIL IWSA_WE1-INETMAIL User Logoff
2EH]5-'|j3-23 08:56:27.0 WE1—ii~lEI'HAIL WE1-INETMAIL IUSR_WE1-INETMAIL Special privileges assigned to new logon
2005-03-23 08:58:27.0 WE1-INETHAIL WE1T-INETMAIL I 5R_W'E1—II-lEI'MAIL Successful Network Logon
2005-02-23 08:03:24.0 FTP FTP FileReader User Logoff
2005-03-23 08:03:24.0 FTP FTP FileReader User Logoff
2005-03-23 08:03:24.0 FTP FTP FileReader Special privileges assigned to new logon
2005-03-23 08:03:24.0 FTP FTP FileReader Successful Network Logon '
2005-03-23 EI'E;D4:24.D FTP FTP FileReader Special privileﬁes assigned to new logon
Netwg 2005-03-23 08:04:24.0 FTF FTP FileReader Successful Network Logon vl
&] %J Local intranet




Fie Edit ¥ew Favontes Took Help
L+ IS+

o 2

e rﬂm\ﬁnn ﬂ»cmnﬂ &iNC @] Stage ._'[nwm ﬂm &) Onyxadmn @] Deme. Google - |

"
Ahe= |.I:| itz fwe L-emvision BOBO eport/lemp /Sarbanes_ Oxiey_- Operation_Change Control_Report_- Windows Détal-1111154577056. him

Descripticn: Sarbanes Oxley ssc 812
Tirme range: Fri Mar 11 0802 56 EST 2005 to. Fri Mar 18 03602568 EST 2005

200501407 SE 1B 0
“200542-14 1756350
2005-03:18 07 55450
20050314 07.56:58 0
2005.03-14 0757 070
20050314 0757120
2005-03-14 1702200
20050314 1712200
2005-03-15 HO20-17.0
2005-03-151020.17.0
20058116 0947010
2005016 DEAT-DI0
2000316 CR48:17 0
20050316 19.48.17.0
20050316 0945180
20050316 09.48 18 0
20050316 DR.4818.0
Z005-03-16 09:48:18.0
20050016 19:48.180
20050216 094816 0
“2005-0116 1141130
0050318 11:4118.0
20050317 16.07:50.0
20050317 16:07:50.0
20050097 1800150
20050117 1808150
0050317 15238290
20050117 16:38.23.0

Event Usor

WTOSSiAgmmisiralor
NTOSSAdministrater
NTDSSIagmrEzalor
NTOSSAdmristrator
NTOSSikgmnistrator
HTOSS Adminislraler
NT ALTHORTY/SYSTEM
NT AUTHORT Y ISYSTEM
NTOSS/Admrustrater
NTOSSAdminisirstor
ATOSSIASmnistraler
NTOSSAdministrator
NTOSS/Ad mrnealor
NTOSS/Aammistrator
NTOSSiRgminisrator
WTOSSiASmnistraler
NTOSS Administrator
NTOSSAgmnralor
NTOSS Admmistrator
NTOSS/ Adminatrator
WTOSS:Agmnistraler
WTOSSAdmistrator
NTOSSAgmnIsiratar
NTOSS/Admrustrator
NTOSSIAdminisrator
WTOSSiAdmnistraler
NTOSS Administrator
NTOSSASMETatar

Compuler

WE 1-EXCHANGE-DC
WELEXCHANGE-DE
WE L-EXCHANGE-DC
WE'-Exma.HBE-ﬁ:
WELEXCHANGE D
WE1-EXCHANGEDC
WE1-EXCHANGE-DC
WE-EXCHANGE-DC
WEL-EXCHANGE-DC
WE1-EXCHANCE.DC
WE1-EXCHANGE-DC
WELENCHANGEDC
WET-EXCHANGE-DC
WE - EXCHANGE.DOC
WELEXCHANGE DT
WEI-EXCRANGE-DC
WE!-EXCHANGE-DC
WET-EXCHANGE-DC
WELEXCHANGEDC
WEI-EXCHANGE.DC
WE1-EXCRANGE-DC
WELENCHANGEDC
WAT-MASTER-FOC

WAI-MASTER FIC

\WAIMASTERFDC

WA -UASTER-FIIC

WEL-EXCHANGE-DC
WET-EXCHANGE-DC

Description

Group Type Changed
Group Type Changed

_Group Type Changed

l:_irmljp Type Changed
Grolip Type Cnangsd
Group Type Changed

Securty Enabled Universal Group Changed

Group Type Changed

Securty Enabied Gioba! Group Thanged
Security Enatied Clobal Group Mamber Added
S=curity Enabled Giobal Group Changed

" Securty Enabied Ghbal Droup Member Added
Securty Enabied Global Group Chenged

Securty Enabied Bisbal Group Member Added
Sturily Enm Gubs] Group Changed
Securty Enlnbu Lecal Group Changed

" Sacurty Enabied Giobai Group Changes
Securty Enabied Giobal Group Wember Added

“Securhy Enabled Local Group Member Added
Security Enabled Gobal Group Mamber ddded
Secufily Enatied Global Group Thanged

" Securty Enatied Dibal Broup Member Added
Securty Enabied Local Group Changsd

Sacurty Enabied Local Group Member Added
Security Enatled Locsl Group Member Rempved
Secatily Enatiled Local Group Changed i

" Securty Enatied Gibai Broup Changed
Szeurty Enabies Global Group Wenber Removad

Report title: Sarbanes Oxley - Operation Change Control Report - Windows Detail

SGeratzist iy seVisdon fram Netvork |ntwlligeszss Corparation

Modified Accoount
HTOESProfessiongl Services

NTOS5/54kma-1
NTOSS/SaksNA
NTOSSisnnior:sinffl

NTOSS/ Suppnit Enginesrs
HTDSS/Syaten Enginesrs
NTOSS/System Engineers
NTOSS/5ystem Enginesre

HTOESSales
NTOSSSaks
HTOSSMevelopemen
NTDESDeveiopemani
NTOSS/ocusers
HTOSSEng - Dev
mswm
NTOSSEHG
NTOSS/ENG
NTOES/AEROKUTERS
NTOSSEng - Dev
HTB‘EFH.H
NTOSS/Sakes
BULTIWAGminziralore
B_HH_WM
BUILTINAominstrators

BUILTIN/Administrators

NTOSS/Saks
NTOSS/Sakes

EvenitType
Sucosss &udn
Sucoess Audit
Succass Audit
Success Audit
Succ=gs At
Success Audit
Success Autit
Succasz Audht
Success Audit
Succegg Audit
Sucosas &t

“Success Auit
‘Success Audh

Sm Sudit
Succegg Audit

Sucesss Audit

Sucoess Audit
Sucecssz Audit
Succmss Audit
Succesy Aucit

Sucesss Audit

Sucosss Awdit
Succesz Audit

Supcess Audit
Suocess & udh

“Success Audit

Succesz Apan

Page Layout

Apcolnt Managenent
Account Menagemant

Ancount MeEnsgemant

Account Managsment

Account Management
Areount Managenent
Account Management
Acoount Menggemant
#&ccount Management
Account Management
Ageolnt Managenent
Account Hu.nug-m:nl
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Analysis: Reporting

Password Changes and Expirations
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Report title: Sarbanes Oxley - Password Changes and Expirations
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Analysis: Reporting

Top 20 Denied Inbound

(] X
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Network {'gt;epl This graph displays the top 20 foreign addresses
that were denied inbound access @




‘&lenVision Reporting - Microsoft Internet Explorer
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Event 1D
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This reports displays the top 20 Firewall categories
generating the highest number of events from all Firewall devices.
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Analysis: Reporting

Scheduled Reports
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Analysis: Real-time Event Viewer
Data Mining in Real-time or Historically

@ Use this window i graph events by time.

st
Query Definition Time
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An Enterprise Platform for
Compliance and Security
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Example SIEM Architecture

REAL TIME SCHEDULED REAL TIME EMAIL AD HOC REAL TIME
CORRELATION REPORTS ALERTING ALERTS REPORTS ALERTING

Y [ O = [l O

u APPLICATION APPLICATION

111 SERVER SERVER

DATA SERVER DATA SERVER [ |  DATA SERVER il DATA SERVER
REMOTE >

DATA DATA DATA [O] DI DATA O] DATA Zorkeres
COLLECTOR COLLECTOR COLLECTOR OLLECTOR COLLECTOR

REMOTE
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STOCKHOLM

1 1 1 1 1 1 1
NETAPP ORACLE WINDOWS NETSCREEN WINDOWS TREND MICRO NETAPP ORACLE
FILESERVER FINANCIAL SERVERS FIREWALL WORKSTATION IPS ANITVIRUS FILESERVER FINANCIAL

NEW YORK BOSTON LONDON PARIS

= Patent-pending scaleable, distributed architecture for enterprises and global organizations.
= Local collection and storage of event data with true global analysis across multiple DBs.

= Leveraging local and remote collectors and a distributed DB, global organizations can collect
and process over 300,000 EPS from up to 30,000 devices.

=  Capture, analyze, and manage >26 Billion events per day per distributed DB.

Ne@ Intelligence



ISO 17799: A Content Framework for IT

Compliance

35 reports 15 reports 30 reports 39 reports 15 reports
0O QO | FISMA | | PCl | SARBANES OXLEY | GLBA | HPAA | () OO

All the Data
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Best Practices

‘Don’t Try to filter the logs at the source
*Predicting what is useful or not is like playing Russian Roulette
It’s much easier to purge information you don’t need vs. never having it
*Good event logging systems will capture 100% and let you purge later

*Determine Reporting Time Periods
*1 week, 1 month, 90 days - more?
*Reporting Periods will drive event data retention policies.
*Plan to store data at least 2 complete reporting intervals
*If you purge old data — be sure you have proper archives...

*Archive Key Logs to Long Life Media
-CD-ROM, DVD-RW, etc

*Use a centralized, standard time source
‘When event logs are “time aligned” life is much easier

*Be cautious of sensitive event log content
*Many logs are sent “in the clear” — leverage a VPN for WANs

CORPORATI

Ne@lnteﬂigence“’Be sure that centralized logging facility is “secure”



Best Practices

*Don’t Alert on Everything — Take it Slow
*Prioritize on what You REALLY want to be alerted on

‘Leverage Correlation to Weed Out False Positives
*Rules-based correlation techniques can reduce the chatter
«Correlated reporting will let get a more “holistic view” of the network

*Test Your Logging Facility
*Are you REALLY capturing all the logs? REALLY?

*Encourage Your Teams to Analyze the Data
*Determine your “standard” reports — develop baselines — look for exceptions

*If You Didn’t Log It, Then It Never Happened

Ne@ Intelligence’



