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nreatens the
confidentiality, integrity, and
availability of computer
systems and their data.
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propagated and how it can
be detected and eliminated
using multiple levels of
defense.




Iniestation ranges as nign.
S0 Windows PCs! Inf@1
2005 Webroot reported 865 of all heme PCs had
SpyWware With' 7.2 InStances per machine, not counting
ACKING COBKIES:

Sources - National CyberSecurity Alliance, Webroot



Webroot claims 55% infection rate for business
machines, not counting tracking cookies. In late July,
FDIC issued spyware protection guidelines.

Source - Webroot, Reuters July 22, 2005
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Currently, each anti-
Spywalre Vendernas
[tS ewn naming
convention anad
lerminoelogy. YWell
lirst cover: the
CONIUSING| SpyWware
[erms and propoese a
petlerdelinition of

SpyWare:



dors ane
end=users; often: label all
UREESIREd! seftware thatiisn't a
Virls as: spywalre.

s Spyware s lessioften called
“grayware’, unsolicited
commerciall software oy
“potentially unwanted

programs’ (PUPSs).




A

SPYAMVEre by characteristic

SPYMWETlE FEPOILS USEr

~
<

HERMOo an eutside
seURCEeWItheut the
USErrS kiewiedge. it
may/ redirect surHing
through a prexy, steal
COOKIES, OF leport
user URLS.
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A

SOVAVE

N

eristics continues

2 e f e {

-

- Spywarers installed
reugh deception and
IStolien completely

Undetected by the USEr.
lifa EULAS displayed,

lerms are misleading o)f
obseured.
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A

. ", of spyware exploi
iInfested platforms for monetary
gain.

O

Spyware is principally used to
retrieve personal information useful
to marketing firms and to present
advertising to the users of an

infested computer.



VW

‘e IS a for-profit

; AISUHOULEC

trevghrmisdirection,
and managed: oy a
PUSINESS VENTUNE.
Usually intendedt o
marketing| research, it
can also be used for
industrial or national

espionage.




ATAS

L2

[alers,- dials 900"

PErS Without
USErS knowledge.
Ilhese are iliequently,
assoeciated Withr penn
sites;, Oltenifeundon
tiie same: systeniy With
OREr RIS O}
SpPYWare.
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USErknewledge. Used in
“dnive=by installation
attempts. One
downloeader can install'a
number of different
Spyware progams.



- * Adware -adisplays adsor
_ redirects Internet
SEearches to sites
displaying client
Infermation.

s Spyware = Collects
INTerMAatien en USer
and/er pregramsitien
repolis iercontroling
Site.



1\ yﬁesmmued

18] CE

Sleres; Information
aleULUSEr's suriing
activity anadisharned
Py tWO) OF mMore SItes.
Could be privacy
threat. Could be
exploited by other:
malware.




rowser Helper
Object (BIHO)

— hard to detect

* Jloolbar
— foundwith BE®©Ss

s Adidisplay.
— PopUpS

= Banners

L SeanchrRedirectors



profitioy: Peing the
middie men between
USErs andithe

SENVICES) LEY aCCESS.

ey may enlist the
help of affiliates to

distribute their
software.




A

Istribution channels:

Spyware distriputiens

- channelsiinclude
software bundling,
threughs atfiliate wels
Sites;, or Iess oiten
threughr spam. Spyware
nas oiten beenbundled
WithrShareware: er with

Peer-to-Peersoitware.
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w Jiltuo

SPYMWENE: a

menReyby hell agwarﬁ

COMPARIES download their
SpftWare terend USern I
computers. VWebroot
claims there are 250,000
Web pages; worldwide that
can dewnload spyware.




A

| iﬁﬁﬁﬁegﬂﬁntﬂed

. Unscrupulous affiliates:
exploit Internet browser
flawsiin - drveby:
installation; attempts;
oftenithrough
CompremiIsed sites.

Users anerusually,

URaware o the
stallationrattenipts.




pyware cani|

0

pundied wit

f

shareware or Peer-

to-Peeriile

sharing

programs. Gator:
(Claria) has veen
sueeessiully,
distrpuied thistway.
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To 9 =) OAY are Pu IVEYOI'S ranked by

VESHEWCapital®

Clanai(E&ator) $58 million .....

180Soelutions (nCase) $40 million .' 1r'

Betterinternet, LLC r1 ll r
i B

(ABetterinternet) $20 million B

eXact Advertising fa
(BargainBuddy) $15 million > ‘*/

Q)
C
)
|
N

* Sources - http://www.benedelman.org, http://finance.yavq/it?s=MIX



A

JIGIIRSIVWare PUrVEYOIS: ranked by

SPYWENENdEIections in ther past 6:months®

* Gator (Clarna)
* ABetterinternet
(Betterinternet, LLC)

Huntbar (First Cash
Reserve, LLC)

Hotbar (Hotbar.com Inc.)

ISTBar (Integrated Search
Technologies)

* Sources - NAl, Panda, PestPatrol, SpywareGuide, and TrendMicro. Ranked by Bill Hayes



A

are PUrveyor i eastem

with mdependent
operators. These
relationships are sources
for many Trojan horses

that bundle malware and

spyware. Over 70 CWS T
variants. '{- p—

* Sources - DoxDesk, Merijin.org, PestPatrol, Webrootv




A

pyware servers.cam.
dewnlead spyware: te
“client” hosts: They
then control spyware
clientiseiware:
Additienallys they:may.
alse elieradvertising
content:
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Ad payment $553

M)
| JOWT

Odd PavIncr

Affiliate

AVVASY o)
Site ‘ )
Ad Provider
*Spyware
e \ econtrol
X ’ *traffic Ad
e o [/ stransaction
Download Script
Network
Perimeter
< Qi/; ég (Includes
Sl Firewall,
End-User N L IDS/IPS
Windows 1 Conten t’

PC filtering, etc.)

Simplified block diagram showing Affiliate - Spyware/Adwate Site - Ad Site relationships




detect all spyware.

IThe good neEws; -
[Defense in Depth still
WOrkS once you
adapt to new.
detection strategies.

ay
=N

S




* 5IGCK acCCESS to kneWN Spyware Sites
* Conrelatelogs toridentiiy new threats

* Provide spywarerecognition training

‘@?{ .

.
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cedingl Edge off Snort reseurces
(hite/swww.bleedingsnoert.comy/)

s Usenweh proxy AV,

OpenIsource andl proprietany solutions
Open source - ClamAV. (hitp://wWiww.clamav:net/)

Proprietary - See your favorite VAR!




IUtions

Usenwelh content:management software

DINS realtime blocking list fior spyware
hittp://www:bleedingsnort.comi/blackhole-dns/




A

SIOEHRIIIOWN SPYWArE SItES contnes

A= Jrﬂsiﬂﬁ:ifsaywarese tware

€5 No single program detects everything

=

* @Ustom Hoests files

Note: Canrhave 10, 000 or more hosts, ©an be Used onl older boxes.

* Place downloadiP addresses, in |E Restrcted
sites list




= Fegswill show repeatable patterns.

* eekieractivity. especiallyywhen users have logged offi

s POSI hitprmethod may shew communication withrcontrellerhost, but
many; spyware progams use GEI hitprmethod with tuser QUERY:
parameter fields to) transmit data.

Examples
VarketScore -

GET hitp://ess-survey.marketscore.com/ess/suvey.asp: Znumdays=49

HotBar - POST http://reports.hotbar.com/reponis/hvtian/4-0/=bRpt.dll



2hall logsi - Ouch!

s Conselidate logs: thenruse scripts: - Less painiulk

* Use proprietany solution - Bucks but Iess labor-intensive

Analyze findings

* There's no substitute for brainiPeWeEr:

Create and distribute meaningitifepoeris
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A

'rain enad Users |

O €

Dort

pyware: mani

esild

jons

Immediately,
— Ad pop:ups

— heme page chan

— Sy/straylicons

A 4

= pnew browser teolbars

ges

— deskiop chianges



[ecognize spyware installers.

= Dent just run AV scaniand call it
guits> Loek it up!

s Jrain DS/ Content
Vianagement analysis te
[ECognize spywalre activity:

— Spyware activity/is oftenrevealed
by other attack signatures.




fidentiality,

integrity, and availability of computer
systems and data.

* Technology for accurate spyware
detection is still developing.

s [Delense In Depthrwithr modifications;can
mitigate spyware risks:



tes/MWIWIW. doxdesk.con/parasites

pH/MWAVIWREREedelnan.org
BRSSPy Warelnfo.com/~merijn/cwschronicles. hitml

hittps//MWww.webhelperdu.comy.

Tlechnical References

hittp://castlecops.com
hittp://www.bleedingsnort.com/bleeding=malware:rules
hittp://www.mvps.org/winhelp2002/hostsihtm
http://www.mvps.org/winhelp2002/restricted:htm
http://www.spywareguide.com/blockfile.php



s/ Wiwiidoxdesk.com/parasites

LR/ S. Ca. com/SecUrityadvisor/pest!

B/, KEPRYI.Com
it/ WW.spywarneguide.comy.

AV/Spyware Encyclopedias
hittp://securityresponse.symantec.comy/aveenter
http://www.trendmicro.com/vinfo/graywane/default-asp
http://www.pandasoftware.com/virus_info/default:aspxZIst=siv

http://vil.nai.com/vil/



WISy- NP/ WWW.Spywareinio.com/~=merfijn/dewnioads.ntmi

IESPYAD =Hiips://netfiles.uitc.edu/ehowes/wwwiresource . htm

Shareware

Ad-Aware - hittp://www.lavaseit.com/.

Some commercial anti-spyware products (not an endorsement)
Microsoft Antispyware - hittp://www.microsoit:com/athiome/SECUnity/spyware/
PestPatrol - hitp://www3.ca.com/smb/product.aspXZid=s277:&culttre=en-us

Spy Sweeper - http://www.webroot.com



