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New Groups
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Suite-B Crypto

Software and Smart Card Key Storage
Providers

Cryptographic conflgu-ratlon

NIST ECC Prime Curves support (smart
cards too)

AES

SHA-2

IPSec support for AES and ECDH
ECC cipher suites in SSL

EFS with smart cards



New Auditing

Registry value change audit events
AD change audit events T
Improved operation-based audit
Audit events for UAC

Improved IPSec audit events including
support for AuthiP

RPC Call audit events

Share Access audit events

Share Management events
Cryptographic function audit events
NAP audit events (server only)

IAS (RADIUS) audit events (server only)



Event Log Changes

{3 Event Properties

General | Detail=

The process \DevicelHarddizskVolume1 2offFILESWSETURPWOSE. EXE with process id 5324
vetoed the removal or ejection of the device USBWID_0DEF&PID_0300:2B04010B04844973.

Log Mame: System

Source:; Kernel-FnP Logged: 372006 12:08:49 PM
Event |0 225 Tazk Category: (223

Level: Warning Keywords:

Lzer: SYSTEM Computer: BOBMOCCOYDZ northameric
OpCode: Info

Meore Infermaticn:  Ewent Log Online Help




Event Log Changes

{7] Event Pro perties

General | Details

i) Friendly View @ XML View

- «Ewvent
xmins="http:/ /schemas.microsoft.com/win/2004/08/events/ew
- «=Systemz=

<Provider Name="Microsoft-Windows-Kernel-PnP"
Guid="{9c205a39-1250-487d-abd7-
e831c6290539%" /=

<EventlD =225 </EventID =

Nersion=0</\Version=

zlevel=3</Level=

=Task=223</Task>

<Opcode=0</0Opcode >

<Keywords =0x8000000000000000 </Keywords =

<TimeCreated SystemTime="2006-08-

N7T17-08-40 1027" /-
L
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User Rights & Privileges

All rights for Power Users removed -

Create global objects does not have
INTERACTIVE

SE_IMPERSONATE has added
IIS_IUSRS and removed ASPNET

Logon as a service is now empty by
default



New Privileges

Access credential manager as a
trusted caller

Change time zone

Create symbolic links

Modify an object label
Synchronize directory service data
Increase a process working set



with Modlfled Iefaults



Network Access
Remotely Accessible Registry Paths

.- Metwork access: Rernotely accessible registry paths Properties E

Local Policy Setting

ftware ' Microsoft \Windows N T\CumentVersion

Cancel



Network Access

Shares That Can Be Accessed Anonymously

[ Network access: Shares that can be accessed ancnymeusly Pro.. E

Local Policy Setting

Metwork access: Shares that can be accessed anomymoushy

Cancel




Network Security, '

Do Not Store LAN Manager Hash Value on Next
Password Change

— o [
MNetwork security: Do not store LAM Manager hash value o.., E!IL

Local Security Setting

Metwork securty: Do not store LAN Manager hash value on ned
password change

™ Digabled



Network Security,
LAN Manager Authentication Level

ISEH::I MTLMvZ response onby -

ﬁ Modifying this setting may affect compatibility with clients, services,
= and applications.
For more information, see Metwork securty: LAN Manager
authentication level. (A823659)




Devices

Allowed to format and eject removable media

Devices: Allowed to format and eject removable media Pro... E!IL

Local Securty Setting

Devices: Allowed to format and eject removable media



Devices ,
Restrict CD-ROM/Floppy Access to Locally
Logged On User Only

Devices: Restrict CD-ROM access to locally logged- Devices: Restrict floppy access to locally logged-on user un...

i) Enabled i) Enabled
i) Disabled i) Digabled




Interactive Logon
Require Smart Card

Interactive logon: Reguire smart card Properties
Local Securty Setting

_A% Interactive logon: Require smart card
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Network Access

Remotely Accessible Registry Paths and Sub-
Paths

Metwork access: Remotely accessible registry paths and sub-pat... E

Local Policy Setting

Metwork access: Remaotely accessible registry paths and
sub-paths

stemn \CumentControl Set \Control\Content Index
stem \CumerntControl Set \Control\ Teminal Server

Cancel




Network Access

Restrict Anonymous Access to Named Pipes
and Shares

Metwork access: Restrict anonymous access to Named Pipe... E.E

Local Securty Setting




System Settings

Optional subsystems

system settings: Ophional subsystems Properties

Local Policy Setting

System settings: Optional subsystems




Firewall Changes Overview, -

Outbound filtering
Filtering based on SIDs
Better management Ul

5-tuple configuration

Local address, remote address, Iocal port,
remote port, protocol

Integration with IPSec

Three profiles

Domain, how authenticates to the DCs
Private
Public

Interface type support
Per-user rules



Domain Profile
'ﬂ Windows Frawall is on
ﬂ Inbound connections that do not matzh & rule are allowed.

ﬂ Duthound connections that do not match a nule are allowed.

Private Profile

& Windows Frewall is on.

@ Inbound connections that do not maich a nule are blocked.
@ Outbound connections that do not match a rule are allowed.

Public Profile
@ Windows Frewall is on.

ﬂ Al mbound eornectons are blocked.

@ Outbound connections that do not match a rule are allowed.




SMB v2

Only 16 commands (80 in SMB v)

Implicit sequence number speeds
up hashing

SHA-256 signatures (MD-5in SNBv1)
Handles reconnections more reliably
Client-side file encryption

Symbolic links across shares (disabled

by default)
Better load balancing mitigates



BitLocker
The Threats

Computer is lost or stolen
Theft or compromise of data
Attack against corporate network

Damage to OS If attacker installs
alternate OS

Difficult and time-consuming to truly
erase decommissioned disks

Existing ways to mitigate these threats
are too easy for user to circumvent



Secure Startup
Resilient against Protect system from offllne

attack software-based attacks

Lock tampered Prevent boot if monitored files
systems have been altered

Encrypt user  All data on the volume is
data and system encrypted: user, system, page,
files hibernation, temp, crash dump

Umbrella Third-party apps benefit when
protection installed on encrypted volume

Simplify Render data useless by deleting
recycling TPM key store

Speed data Erasing takes seconds, not hours
deletion




Requires TPM 1.2 Chip

Microcontroller affixed to motherboard
Stores keys, passwords, digital certificates
For BitLocker, TPM stores volume
encryption key

Key released only when system boots normally;
compares each boot process against previously
stored measurements

Any changes made to encrypted volume renders
key irretrievable

No user interaction or visibility

Keys can be archived in Active Directory for the
inevitable “Oh shoot!” moment

Prohibits use of software debuggers during boot



Won’t EFS Protect Me?

Not quite — it’s good for those Who -
know what they’'re doing

Users often store data on the desktop —
is it EFSed?

EFS doesn’t protect the operating

system

EFS Is very strong against attacks
Four levels of key protection

Properly configured, EFS Is
computationally infeasible to crack



Laptops

Branch office servers S
Local single user file protection (Windows partition only)
Local multi-user file protection

Remote file protection

Untrusted administrator

Remote document policy enforcement



OS Co-Existence "

BitLocker encrypts Wlndows partltlon
only

You won'’t be able to dual-boot another
OS on the same partition

OSes on other partitions will work fine

Attempts to modify the protected
Windows partition will render it
unbootable

Replacing MBR
Modifying even a single bit



Enabling BitLocker

Create a 1.5GB active partltlon

This becomes your “system’* partltlon where
OS boots

The TPM boot manager uses only 50MB

Windows runs from on your “boot” partition—
where the system lives

Enable TPM chip — usually in system BIOS

Enable BitLocker in Security Center
Update hard disk MBR
Encrypt Windows “boot” partition

Generate symmetric encryption key
Store key in TPM
Encryption beqgins after reboot



Doesn’t Stop Everything

Hardware debuggers

Online attacks — BitLockér'ié
concerned only with the system's
startup process

Post logon attacks
Sabotage by administrators
Poor security maintenance



BitlLocker Deployment

Requires hardware and software
upgrades -

Phase in, start with hlgh prlorlty
computers

Mostly a feature for laptops

Also consider for desktop computers
In insecure environments (factory floor,
kiosk, ...)

Enterprise key management
Hardware lifecycle management
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