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O VAL 5  Tuto rial
by Matt Payne & J ason Smith

Slides online at:
OVALtools.org
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Abo ut

• This talk
– Draws from 

• NIST talks 
• O VAL XML Sche ma ’ s inte rnal do cume ntation
• O VAL.MITRE.o rg  w e bpag e s

– Pre pare d by Jaso n Smith & Matt Payne
• This spe aker

– Matt Payne , CISSP & 
NUCIA.UNO maha.e du Re se arch Fe llow…
. O VALtoo ls.o rg  & MattPayne .o rg
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Ag e nda
• Co nce ptual o ve rvie w  from 
Stephe n Q uinn & Pete r Me ll’ s 
NIST brie fing :
–Automated Se curity Me asure me nt/
FISMA Te chnical Co ntrol 
Automation

• Components of OVAL: 
– Language, Repositories, MITRE’s Interpreter

• Getting started with MITRE’s Interpeter
• Overview of OVAL tests
• Advertisement for OVALtools.org’s OVALdsl
• Advertisement for what you can do!
• What’s next?



G ifts to  Co mmunity
CO TS To o l Ve ndo rs –  
Pro visio n o f an e nhance d IT se curity data 
re po sitory
No  co st and lice nse  free
CVE/O VAL/XCCDF/CVSS
Cove r both patche s and co nfiguratio n issue s

Eliminatio n o f duplicatio n o f effo rt
Co st re ductio n thro ugh standardization

Fe de ral Age ncie s
Automatio n o f te chnical co ntro l co mpliance 
(FISMA)
Ability o f age ncie s to  spe cify ho w  systems are  to  
be  se cured



Curre nt Pro b le ms
Co n c e p tua l A na lo g y



Curre nt Pro ble ms
Co n c e p tua l A na lo g y  Co n tin u e d  (2 )

Outsource

In-House



Outsource

In-House

a.) Troubleshoot/Analyze

• Conduct Testing

• Is there a problem?

• Cause of error condition?

• Is this check reporting correctly?

b.) Document/Report Findings

c.) Recommendations

d.) Remediate

Curre nt Pro ble ms
Co n c e p tua l A na lo g y  Co n tin u e d  (3 )



Outsource

In-House

a.) Troubleshoot/Analyze

• Conduct Testing

• Is there a problem?

• Cause of error condition?

• Is this check reporting correctly?

b.) Document/Report 
Findings

c.) Recommendations

d.) Remediate

Standardize & 
Automate

a.) Troubleshoot/Analyze

• Is there a problem?

• Cause of error condition?

• Is this check reporting correctly?

More DATA

Curre nt Pro ble ms
Co n c e p tua l A na lo g y  Co n tin u e d  (5 )
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Curre nt Pro ble ms
Co n c e p tua l A na lo g y  Co n tin u e d  (6 )

Before After

Error Report

Problem:
 Air Pressure Loss

Diagnosis Accuracy:
All Sensors Reporting

Expected Cost:
 $25.00

Diagnosis:
Replace Gas Cap



XML Made  Simple
XCCDF - eXtensible Car 
Care Description Format

OVAL – Open Vehicle 
Assessment Language

<Car>
  <Description> 
    <Year> 1997 </Year>
    <Make> Ford </Make>
    <Model> Contour </Model>
  <Maintenance>
    <Check1> Gas Cap = On <>
    <Check2>Oil Level = Full <>
  </Maintenance>
 </Description>
</Car>

<Checks>
  <Check1>
     <Location> Side of Car <> 
      
     <Procedure> Turn <>
  </Check1>
  <Check2>
     <Location> Hood <>
     </Procedure> … <>
  </Check2>
</Checks>



FISMA Co mpliance

In system security plan, provides a an 
overview of the security requirements for 

the information system and documents the 
security controls planned or in place

 SP 800-18

Security Control 
Documentation

Defines category of information 
system according to potential 

impact of loss

FIPS 199 / SP 800-60

Security 
Categorization

Selects minimum security controls (i.e., 
safeguards and countermeasures) planned or 

in place to protect the information system

 FIPS 200 / SP 800-53

Security Control 
Selection

Determines extent to which the security 
controls are implemented correctly, operating 
as intended, and producing desired outcome 
with respect to meeting security requirements

 SP 800-53A / SP 800-26 / SP 800-37

Security Control 
Assessment

 SP 800-53 / FIPS 200 / SP 800-30

Security Control 
Refinement

Uses risk assessment to adjust minimum control 
set based on local conditions, required threat 
coverage, and specific agency requirements

 SP 800-37

System 
Authorization

Determines risk to agency operations, agency 
assets, or individuals and, if acceptable, 

authorizes information system processing

 SP 800-37

Security Control 
Monitoring

Continuously tracks changes to the information 
system that may affect security controls and 

assesses control effectiveness

Implements security controls in 
new or legacy information systems; 
implements security configuration 

checklists

Security Control 
Implementation

 SP 800-70

Starting Point



Co mmo n FISMA Stateme nts
While  FISMA co mpliance  is 
Important,  it can be 
Complex and Laborious.

“Can parts o f FISMA co mpliance 
be  stre amline d and automated” ?

“My o rganizatio n spe nds mo re 
mo ne y o n co mpliance  than 
re me diatio n” .



Fundame ntal FISMA Q ue stio ns

What are the NIST Technical Security 
Controls?

What are the Specific NIST recommended 
settings for individual technical controls?

Am I compliant to NIST Recs & Can I use 
my COTS Product?

How do I implement the recommended 
setting for technical controls? Can I use my 

COTS Product?

Will I be audited against the same criteria I 
used to secure my systems?



FISMA Do cume nts
What are the NIST Technical Security 

Controls?

What are the Specific NIST recommended 
settings for individual technical controls?

Am I compliant to NIST Recs & Can I use 
my COTS Product?

How do I implement the recommended 
setting for technical controls? Can I use my 

COTS Product?

Will I be audited against the same criteria I 
used to secure my systems?

 SP 800-18

Security Control 
Documentation

 FIPS 200 / SP 800-53

Security Control 
Selection

 SP 800-53A / SP 800-26 
/ SP 800-37

Security Control 
Assessment

 SP 800-53 / FIPS 200
 / SP 800-30

Security Control 
Refinement

 SP 800-37

System 
Authorization

 SP 800-37

Security Control 
Monitoring

Security Control 
Implementation

 SP 800-70
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Automatio n o f FISMA
Te chnical Co ntro ls

What are the NIST Technical Security 
Controls?

What are the Specific NIST recommended 
settings for individual technical controls?

Am I compliant to NIST Recs & Can I use 
my COTS Product?

How do I implement the recommended 
setting for technical controls? Can I use my 

COTS Product?

Will I be audited against the same criteria I 
used to secure my systems?

NVD

COTS Tools



Automated Co mpliance
Th e  Co n n e c te d  Pa th

800-53 Security Control

800-68 Security Guidance

NVD Produced 800-68 in 
XML Format

COTS Tool Ingest

API Call

Result



RegQueryValue (lpHKey, path, value, sKey, Value, Op);

If (Op == ‘>” )

if ((sKey < Value ) 

return (1); else 

return (0);

Automated Co mpliance

Result

AC-7 Unsuccessful Login 
Attempts

AC-7: Account Lockout Duration

AC-7: Account Lockout Threshold

- <registry_test id="wrt-9999" comment=“Account Lockout 
Duration Set to 5" check="at least 5">
- <object>
   <hive>HKEY_LOCAL_MACHINE</hive> 
   <key>Software\Microsoft\Windows</key> 
  <name>AccountLockoutDuration</name> 
  </object>
- <data operation="AND">
  <value operator=“greater than">5*</value> 

lpHKey = “HKEY_LOCAL_MACHINE”

Path = “Software\Microsoft\Windows\”

Value = “5”

sKey = “AccountLockoutDuration”

Op = “>“

800-53 Security Control

800-68 Security Guidance

NVD Produced 800-68 in 
XML Format

COTS Tool Ingest

API Call

http://images.google.com/imgres?imgurl=http://www.nsa.gov/selinux/list-archive/att-6750/selinux.jpg&imgrefurl=http://www.nsa.gov/selinux/list-archive/0404/6750.cfm&h=255&w=254&sz=26&tbnid=HfBT_Kk9BC3gHM:&tbnh=106&tbnw=105&hl=en&start=12&prev=/images%3Fq%3Dnsa%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26sa%3DX


Wrapping  togethe r e xisting initiative s

Mitre  - Co mmo n Vulne rability 
Enume ratio n (CVE) 
Mitre  - O pe n Vulne rability Asse ssme nt 
Language  (O VAL)
NSA - e Xtensib le  Co nfiguratio n Che cklist 
De scriptio n Fo rmat (XCCDF)
FIRST –  Co mmo n Vulne rability Sco ring 
System (CVSS)
NIST - Natio nal Vulne rability Database
NIST - NIST Che cklist Pro gram



Existing  NIST Pro ducts

• Natio nal Vulne rability Database
– 2.2 millio n hits pe r mo nth
– 20 ne w  vulne rabilitie s pe r day
– Integrated standards:

• Che cklist Pro gram
– 91  se parate  guidance  do cume nts
–Co ve rs 140 IT pro ducts

244 products 20 vendors 8 vendors
24 products

http://www.first.org/cvss/


National Vulnerability Database

NVD is a co mpre he nsive  cybe r se curity 
vulne rability database  that:
Integrate s all publicly available  U.S.  
G o ve rnme nt vulne rability re so urce s
Pro vide s re fe re nce s to  industry re so urce s.  
It is base d o n and synchro niz e d w ith the 
CVE vulne rability naming  standard.
XML fe e d fo r all CVEs
http://nvd.nist.go v 
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Example  Co mmand line

• C:\>ovaldi.exe \
• –o 

windows.definition
s.xml \

• -d payne\d \
• -m \
• -r payne\r \
• -p  > payne\1 \
• 2> payne\2

• MITRE’s demo 
interpreter

• -o OVAL file to use
• -d data – systems 

characteristics file
• -m DO NOT check 

md5 sum
• -r results file
• -p print much info
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Trying  just O VAL id 1020

• O VAL-ID: 
o val:o rg .mitre .o val:de f:1020 
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Offline  O VAL analysis

• “ -i -- Spe cifie s the  pathname  o f a 
System Characte ristics file  that is 
to  be  use d as the  basis o f the 
analysis.   In this mo de ,  the 
Inte rprete r do e s no t pe rfo rm data 
co lle ctio n o n the  lo cal system, but 
re lie s upo n the  input file ,  w hich 
may have  be e n g e ne rated on 
anothe r system”
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Future  plans fo r O VALdi 
de ve lo pme nt:

• We  are  curre ntly co mmitte d to  imple me nting 
a numbe r o f ne w  pro be s by
e arly Se ptembe r.  Le t me  make  sure  we  do  
no t duplicate  any effo rts he re .  he re
is the  list that I plan to  start wo rking o n in the 
ne xt fe w  we e ks:

w in-de f:passwo rdpo licy_te st
w in-de f: lo cko utpo licy_te st
w in-de f:auditeve ntpo licy_te st
w in-de f:file effe ctive rights_te st
w in-de f:sid_te st 
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Variab le  Suppo rt

• MITRE will also  imple me nt e xternal 
variable s so o n and the  re maining 
functio n type s de fine d fo r use  w ith 
lo cal_variable s:

o val-de f:Be g inFunctio nType
o val-de f:EndFunctio nType
o val-de f:Escape Re ge xFunctio nType
o val-de f:SplitFunctio nType
o val-de f:Escape Re ge xFunctio nType 
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Re fe re nce s

Slides taken from:

1. “OVAL Tutorial”. J ohn Baker, MI TRE. J uly 12th 
2006.

2. “Automated Security Measurement/FI SMA 
Technical Control Automation”. Stephen Quinn & 
Peter Mell, NI ST. 

Both sets of slides available at:

http://oval.mitre.org/oval/documents/docs-
06/oval_developer_days_slides.zip

or

http://tinyurl.com/k9oez
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To o ls Used

–X MLSpy - www.altova.com

–Eclipse W TP - http://www.eclipse.org/webtools/

–X Path Explorer - 
http://www.purpletech.com/xpe/index.jsp

–Microsoft’s X MLPad

•http://tinyurl.com/ot2eo 
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XCCDF vs.  O VAL
XCCDF

High level language which 
defines security policies 
relevent to a sytem

Describes what makes up a 
secure system

Does not  include info 
about how to assess 
specific systems

References OVAL tests for 
that platform

OVAL

Low level language which 
compares a system's state 
to a policy

Performs specific tests for 
a specific platform

Provides simple pass/fail 
results for each test
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O VAL + XCCDF

XCCDF

<car>
  <description>
    <year>1997</year>
    <make>Ford</make>
    <model>Contour</model>
  </description>
  <maintainance>
    <check1>Gas Cap = On</>
    <check2>Oil Level = Full</>
  </maintainance>
</car>

Example: Car Care

OVAL

<checks>
  <check1>
    <location>side of car</>
    <procedure>turn</>
  </check1>
  <check2>
    <location>hood</>
    <procedure>dipstick</>
  </check2>
</checks>
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W hat is O VAL?

● Open Vulnerability Assessment Language
● Created by MITRE
● Three Components:
–Language
–Repository
–Interpreter
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Language
http://o val.mitre .o rg

A collection of XML schema for 
representing system information, 
expressing specific machine states, and 
reporting the results of an assessment.
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Language
http://o val.mitre .o rg

Three main schemas: 
–System Characteristics Schema
–Definition Schema
–Results Schema

OVAL definitions use the schemas to 
keep definitions consistent and 
standardized for each supported 
platform.
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Re po sito ry
http://o val.mitre .o rg

The central meeting place for the 
OVAL Community to discuss, analyze, 
store, and disseminate OVAL 
Definitions.

Updated regularly, data files may be 
used in the OVAL Interpreter as well as 
incorporated by vendors into their 
v ulnerability assessment and other 
information security products and 
services.
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Inte rpreter
http://o val.mitre .o rg

Proof of Concept  
Security Configuration Scanner

OVAL's reference interpreter shows 
how: information can be collected from 
a computer; definitions can be used to 
test the system for computer 
v ulnerabilities, configuration issues, 
programs, and patches; and results of 
the tests can be presented.
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G etting  Started

The OVAL 5 Interpreter source and 
binary distributions are available 

from http://oval.mitre.org

Download page:
http://tinyurl.com/faj9g
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Inte rpreter

–The OVAL interpreter uses 'definitions' as input.

–OVAL input is expressed in XML.

–Each input file contains one or more definitions.

–Sets of pre-defined definitions exist for several 
operating systems/applcations.
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De finitio n Structure - 
He llo  Wo rld

Definition

Test
Registry Key 

'HKEY_LOCAL_MACHINE\SOFTWARE\oval\example' 
has value 'Hello World'

Test

Object
HKEY_LOCAL_MACHINE\SOFTWARE\oval\example

State
Hello World

Object State

1..n
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O bje ct Co de

<registry_object 
id=”oval:org.nucia.oval.tutorial:obj:1”>

<hive>HKEY _LOCAL_MACHI NE</hive>
<key>SOFTWARE\oval</key>
<name>example</name>

</registry_object>
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State  Co de

<registry_state 
id=”oval:org.nucia.oval.tutorial:ste:1”>

<value operation=”equals”>Hello World</value>
</registry_state>
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Te st Co de

<registry_test id=”oval:org.nucia.oval.tutorial:tst:1” 
check=”all”>

<object object_ref=”oval:org.nucia.oval.tutorial:obj:1”/>

<state state_ref=”oval:org.nucia.oval.tutorial:ste:1”/>

</registry_test>
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• The  O VAL Inte rprete r curre ntly suppo rts the  fo llo w ing 
te sts:

1. ind-de f: e nviro nme ntvariab le _te st
2. ind-de f:file md5_te st
3. ind-de f:variab le _te st
4. ind-de f:xmlfile co ntent_te st
5. w in-de f:file _te st
6. w in-de f:re g istry_te st
7. w in-de f:w mi_te st
8. unix-de f:file _te st
9. unix-de f:uname _te st
10. unix-de f:pro ce ss_te st
11. linux-de f: ine tlistening se rve rs_te st
12. ind-de f: family_te st
13. linux-de f:rpminfo _te st 

O f the  fo llo w ing  13  te sts,  



44

Te st Fre que ncy

• textfile co ntent_te st happe ns 22 time s
pro ce ss_te st happe ns 76 time s
unkno wn_te st happe ns 20 time s 
family_te st happe ns 4 time s
packag e _te st happe ns 97 time s
file _te st happe ns 3 263  time s
me tabase _te st happe ns 3 2 time s
ine td_te st happe ns 29 time s
sw list_te st happe ns 92 time s
rpminfo _te st happe ns 621  time s 
re g istry_te st happe ns 5043  time s
uname _te st happe ns 699 time s
ine tlistening se rve rs_te st happe ns 49 time s
patch_te st happe ns 43 8 time s
Fo r a to tal o f 10485  te sts.    Scanne d 1706 .xml file s.  
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De finitio n Co de

<definition id=”oval:org.nucia.oval.tutorial:def:1”>
<metadata>

<title>Hello World Example</title>
<description>

This definition is used to introduce the OVAL 
language to those interested in writing OVAL content.
</description>

</metadata>
<criteria>

<criterion 
test_ref=”oval:org.nucia.oval.tutorial:tst:1”
comment=”the value of the registry key equals Hello World”/>

</criteria>
</definition>
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De finitio ns Do cume nt Structure

–Namespace Stuff
–Generator
–Definitions
–Tests
–Objects
–States
–Variables
–Digital Signature
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G e ne rato r Co de

This code provides information about the OVAL Document .

<generator>
<oval:schema_version>5.0</oval:schema_version>
<oval:timestamp>2005-10-12T18:13:45</oval:timestamp>

</generator>
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Variab le s

–Define values to be obtained at run time.
–Represent an array of values.
–Three Types:
–local_variable
–external_variable
–constant_variable

<constant_variable datatype=”string” id=”var1”>
<value>\system32</value>

</constant_variable>
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Running

– Open a command prompt.
– ~\Program Files\OVAL\ovaldi.exe -m 
-o hello_world.xml -d data_file.xml -r 
results_file.xml”

This will invoke the interpreter to run the hello 
world definition (-o), ignoring the MD5 of the 
definitions file (-m).  It will write the raw data to 
the data_file (-d) and the results to the 
results_file (-r).
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Re sults

The interpreter generates a results X ML 
document.

The results document contains: 
•Generic system information  
•The original definitions document
•A true/false result for each definition
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So  W hat?

W hat's this good for?

–XCCDF and other high-level tools
–J ava Web-Apps
–...
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CIS XCCDF Be nchmark

–Only currently-available XCCDF benchmark 
tool
–Uses only proprietary OVAL definitions written 
by CI S
–Commercial-ware
–Demonstrates the ability to customize OVAL for 
specific needs.
–Uses OVAL version 4 which encapsulates objects 
and states in the corresponding tests.
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Example  XCCDF
...
<Rule id="restrict-guest-acc-rul" selected="true">

<status date="2005-01-30">draft</status>
<title>Restrict Guest Access</title>
<description>

<htm:p>For more information on this 
setting, please review the description 
for item  2.2.4.</htm:p>

</description>
<check system= 
"http://oval.mitre.org/X MLSchema/oval">
<check-export export-name="var-0006" 

v alue- id="restrict-guest-acc-val"></check-
export>

<check-content-ref href="cis-winxp-oval.xml" 
name="OVAL10005"></check-content-ref>

</check>
</Rule>
...
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Co rre spo nding  O VAL

<definition class="compliance" id="OVAL10005">
    ...
    <criteria>

<configuration operation="AND">
    <criterion comment="" test_ref="cis-

0006"></criterion>
</configuration>

    </criteria>
</definition>
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Co rre spo nding  O VAL

<registry_test 
xmlns="http://oval.mitre.org/XMLSchema/oval#windows" 
check="all" comment="Restrict Guest Access" id="cis-0006">
...
    <object>

<hive>HKEY _LOCAL_MACHI NE</hive>
<key>SY STEM\CurrentControlSet\
Services\Eventlog\Security</key>
<name>RestrictGuestAccess</name>

    </object>
    <data operation="AND">

<type>reg_dword</type>
<value datatype="binary" operator="equals" 
v ar_ref="var-0006"></value>

    </data>
</registry_test>
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Mo re  O VAL Example s

Definition oval:org.mitre.oval.org:def:105

definition-105.xml

Run_it.bat
raw_data.xml

results.xml

output.log

../../Nebraska%20cert/ovaldi/OvalDefinition-105.xml
../../Nebraska%20cert/ovaldi/definition-105.bat
../../Nebraska%20cert/ovaldi/definition-105-data.xml
../../Nebraska%20cert/ovaldi/definition-105-results.xml
../../Nebraska%20cert/ovaldi/ovaldi.log


57

Mo re  O VAL Example s

Definition oval:org.mitre.oval.org:def:100011

definition-100011.xml

Run_it.bat Raw_data.xml

Results.xml

output.log

../../Nebraska%20cert/ovaldi/OvalDefinition-100011.xml
../../Nebraska%20cert/ovaldi/definition-100011.bat
../../Nebraska%20cert/ovaldi/definition-100011-data.xml
../../Nebraska%20cert/ovaldi/definition-100011-results.xml
../../Nebraska%20cert/ovaldi/ovaldi.log
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Future  Wo rk

1.Write  O VAL de finitio ns.
2.Build an o pe n so urce  XCCDF e ditor.
3. Build an o pe n so urce  XCCDF inte rprete r.
4.Write  XCCDF/O VAL fo r se curing  JAVA we b applicatio ns.
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Apache  spe cific te sts

• ve rsio n_te st
– The  ve rsio n te st is use d to  che ck the 
ve rsio n o f Apache  installe d system.  It 
e xtends the  standard Te stType  as de fined 
in the  o val-de finitio ns-sche ma and o ne 
sho uld re fe r to  the  Te stType  de scriptio n for 
mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s an apache _o bje ct and 
the  o ptio nal state  e le me nt spe cifie s the 
data to  che ck.   The  e valuatio n o f the  te st is 
guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .
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Inde pe nde nt De finition

• family_te st
– >The  family_te st e le me nt is use d to  che ck 
the  family a ce rtain system be lo ngs to .   
This te st basically allows the  high le vel 
system type s (window, unix, io s,  e tc.) to  
be  te sted.  It e xtends the  standard 
Te stType  as de fine d in the  o val-de finitio ns-
sche ma and o ne  sho uld re fe r to  the 
Te stType  de scriptio n fo r mo re  info rmatio n.  
The  re quire d o bje ct e le me nt re fe re nce s a 
family_o bje ct and the  o ptio nal state  
e le me nt spe cifie s the  me tadata to  che ck.   
The  e valuatio n o f the  te st is guide d by the 
che ck attribute  that is inhe rited fro m the 
Te stType .
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file md5_te st

• “The  file  md5  te st is use d to  che ck the 
md5  asso ciated w ith a spe cifie d file .   It 
e xtends the  standard Te stType  as 
de fine d in the  o val-de finitio ns-sche ma 
and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.  The 
re quire d o bje ct e le me nt re fe re nce s a 
file md5_o bje ct and the  o ptio nal state  
e le me nt spe cifie s the  md5  to  che ck.   
The  e valuatio n o f the  te st is guide d by 
the  che ck attribute  that is inhe rited 
fro m the  Te stType .”
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Linux:dpkg info _te st

• The  dpkg info  te st is use d to  che ck 
info rmatio n fo r a g ive n DPKG  
package .   It e xtends the  standard 
Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n for 
mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s a dpkg info _o bje ct 
and the  o ptio nal state  e le me nt spe cifie s 
the  data to  che ck.   The  e valuatio n of 
the  te st is guide d by the  che ck attribute  
that is inhe rited fro m the  Te stType .
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ine tlistening se rve rs_te st

• “The  ine t listening se rve rs te st is use d to  che ck 
what applicatio ns are  listening o n the 
ne two rk.  It is ge ne rally using  the  parsed 
o utput o f running  the  co mmand ne tstat 
-tuwlnpe  w ith ro o t privile ge .   It e xtends the 
standard Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld re fe r to  
the  Te stType  de scriptio n fo r mo re  info rmatio n. 
 The  re quire d o bje ct e le me nt re fe re nce s an 
ine tlisteningse rve rs_o bje ct and the  o ptio nal 
state  e le me nt spe cifie s the  data to  che ck.   The 
e valuatio n o f the  te st is guide d by the  che ck 
attribute  that is inhe rited fro m the  Te stType .”
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rpminfo _te st

• “The  rpm info  te st is use d to  che ck the 
RPM he ade r info rmatio n fo r a g iven 
RPM package .   It e xtends the  standard 
Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n for 
mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s a rpminfo _o bje ct 
and the  o ptio nal state  e le me nt spe cifie s 
the  data to  che ck.   The  e valuatio n of 
the  te st is guide d by the  che ck attribute  
that is inhe rited fro m the  Te stType .”
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O S X:acco untinfo _te st

• “Use r acco unt info rmation 
(use rname ,  uid,  g id,  e tc .)  See 
ne tinfo (5 ) fo r fie ld info rmatio n,  
niutil(1 ) fo r retrie ving  it.   We  may 
ne e d/want to  add in data 
e le me nts fo r thing s like 
authe nticatio n_autho rity,  
g e ne rateduid,  mcx_setting s 
(re stricted acco unt setting s”
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ine tlistening se rve rs_te st

• “This te st’s purpo se  is g e ne rally 
use d to  che ck if a pro gram is 
listening  o n the  ne two rk,  e ithe r for 
a ne w  co nne ctio ns o r as part of 
an o ngo ing  co nne ctio n.   It is 
g e ne rally spe aking  the  parsed 
o utput o f running  the  co mmand 
ne tstat -tuw lnpe  w ith ro ot 
privile g e .”
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O S X:  nvram_te st

• “This te st pulls data fro m the 
‘nvram -p ’ o utput.”
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pw po licy_te st

• “This te st pulls data fro m the 
‘pw po licy -g e tpo licy’ o utput.   The 
actual value s g e t store d under 
/var/db/ne tinfo /lo cal.nidb/ in a 
Store .# file .   Is this te st actually 
ne e de d,  o r can the  text file 
co ntent te st be  use d instead? ”
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acco untinfo _te st

• “Use r acco unt info rmation 
(use rname ,  uid,  g id,  e tc .)  See 
ne tinfo (5 ) fo r fie ld info rmatio n,  
niutil(1 ) fo r retrie ving  it.   We  may 
ne e d/want to  add in data 
e le me nts fo r thing s like 
authe nticatio n_autho rity,  
g e ne rateduid,  mcx_setting s 
(re stricted acco unt setting s).”
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So laris:  isainfo _te st

• “The  isainfo  te st re ve als info rmatio n abo ut the 
instructio n se t architecture s.  This info rmation 
can be  retrie ve d by the  isainfo  co mmand.  It 
e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s an isainfo _o bje ct and the  o ptio nal 
state  e le me nt spe cifie s the  me tadata to  che ck.  
 The  e valuatio n o f the  te st is guide d by the 
che ck attribute  that is inhe rited fro m the 
Te stType .”
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packag e _te st

• “The  package  te st is use d to  che ck 
info rmatio n asso ciated with diffe re nt 
package s installe d o n the  system.  The 
info rmatio n use d by this te st is mo de le d after 
the  /usr/bin/pkginfo  co mmand.  It e xtends 
the  standard Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld re fe r to  
the  Te stType  de scriptio n fo r mo re  info rmatio n. 
 The  re quire d o bje ct e le me nt re fe re nce s an 
ine td_o bje ct and the  o ptio nal state  e le me nt 
spe cifie s the  info rmatio n to  che ck.   The 
e valuatio n o f the  te st is guide d by the  che ck 
attribute  that is inhe rited fro m the  Te stType .”
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patch_te st

• “The  patch te st is use d to  che ck info rmation 
asso ciated with diffe re nt patche s installe d on 
the  system.  The  info rmatio n be ing  te sted is 
base d off the  /usr/bin/showre v -p co mmand.  
It e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s an ine td_o bje ct and the  o ptio nal 
state  e le me nt spe cifie s the  info rmatio n to  
che ck.  The  e valuatio n o f the  te st is guide d by 
the  che ck attribute  that is inhe rited fro m the 
Te stType .”
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UNIX: file _te st

• “The  file  te st is use d to  che ck me tadata 
asso ciated with UNIX file s,  o f the  so rt 
re turne d by e ithe r an ls co mmand, stat 
co mmand o r stat() system call.   It e xtends the 
standard Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld re fe r to  
the  Te stType  de scriptio n fo r mo re  info rmatio n. 
 The  re quire d o bje ct e le me nt re fe re nce s a 
file _o bje ct and the  o ptio nal state  e le me nt 
spe cifie s the  me tadata to  che ck.   The 
e valuatio n o f the  te st is guide d by the  che ck 
attribute  that is inhe rited fro m the  Te stType .”
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ine td_te st

• “The  ine td te st is use d to  che ck 
info rmatio n asso ciated w ith diffe re nt 
Interne t se rvice s.   It e xtends the 
standard Te stType  as de fine d in the 
o val-de finitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n for 
mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s an ine td_o bje ct 
and the  o ptio nal state  e le me nt spe cifie s 
the  info rmatio n to  che ck.   The 
e valuatio n o f the  te st is guide d by the 
che ck attribute  that is inhe rited from 
the  Te stType .”
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inte rface _te st

• “The  interface  te st e nume rate  vario us 
attribute s abo ut the  interface s o n a system.  It 
e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s an interface _o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  interface 
info rmatio n to  che ck.   The  e valuatio n o f the 
te st is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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passwo rd_te st

• “The  passwo rd te st is use d to  che ck me tadata 
asso ciated with the  UNIX passwo rd file ,  of 
the  so rt re turne d by the  passwd co mmand.  It 
e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s a passwo rd_o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  me tadata 
to  che ck.   The  e valuatio n o f the  te st is guided 
by the  che ck attribute  that is inhe rited from 
the  Te stType .”
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pro ce ss_te st

• “The  pro ce ss te st is use d to  che ck info rmation 
fo und in the  UNIX pro ce sse s.   It is e quivale nt 
to  parsing  the  o utput o f the  ps co mmand.  It 
e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s a pro ce ss_o bje ct and the  o ptio nal 
state  e le me nt spe cifie s the  pro ce ss 
info rmatio n to  che ck.   The  e valuatio n o f the 
te st is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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runle ve l_te st

• “The  runle ve l te st is use d to  che ck info rmation 
abo ut which runle ve l spe cifie d se rvice  are 
sche dule d to  e xist at.   Fo r mo re  info rmation 
se e  the  o utput ge ne rated by a chkco nfig  --list.  
 It e xtends the  standard Te stType  as de fined 
in the  o val-de finitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s a runle ve l_o bje ct and the  o ptio nal 
state  e le me nt spe cifie s the  data to  che ck.   The 
e valuatio n o f the  te st is guide d by the  che ck 
attribute  that is inhe rited fro m the  Te stType .”
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shado w _te st

• “The  shadow te st is use d to  che ck info rmation 
fro m the  /e tc/shadow  file  fo r a spe cific use r.   
This file  co ntains a use r’s passwo rd,  but also  
the ir passwo rd aging  and lo cko ut 
info rmatio n.  It e xtends the  standard Te stType 
as de fine d in the  o val-de finitio ns-sche ma and 
o ne  sho uld re fe r to  the  Te stType  de scription 
fo r mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s an ine td_o bje ct and the 
o ptio nal state  e le me nt spe cifie s the 
info rmatio n to  che ck.   The  e valuatio n o f the 
te st is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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uname _te st

• “The  uname  te st re ve als info rmatio n abo ut the 
hardware  the  machine  is running  o n.  This info rmation 
is the  parse d e quivale nt o f uname  -a.  Fo r e xample :  
“Linux quark 2.6.5 -7.108-de fault #1  We d Aug  25  
13 :34:40 UTC 2004 i686 i686 i3 86 G NU/Linux” or 
“Darw in Te stHo st 7.7.0 Darw in Ke rne l Ve rsio n 7.7.0 :  
Sun No v  7  16:06:51  PST 2004;  ro o t:xnu/xnu-
517.9.5 .o b j~ 1 /RELEASE_PPC  Po we r Macinto sh 
po we rpc”.   It e xtends the  standard Te stType  as de fined 
in the  o val-de finitio ns-sche ma and o ne  sho uld re fe r to  
the  Te stType  de scriptio n fo r mo re  info rmatio n.   The 
re quire d o b je ct e le me nt re fe re nce s a uname _o bje ct 
and the  o ptio nal state  e le me nt spe cifie s the  me tadata 
to  che ck.   The  e valuatio n o f the  te st is guide d by the 
che ck attribute  that is inhe rited fro m the  Te stType .”
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W indo w s:  acce sstoke n_te st

• “The  acce ss toke n te st is use d to  che ck the 
pro pe rtie s o f a Windows’ acce ss toke n as 
we ll as individual privile ge s and rights 
asso ciated with it.   It e xtends the  standard 
Te stType  as de fine d in the  o val-de finitio ns-
sche ma and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.  The 
re quire d o bje ct e le me nt re fe re nce s an 
acce sstoke n_o bje ct and the  o ptio nal state  
e le me nt spe cifie s the  data to  che ck.   The 
e valuatio n o f the  te st is guide d by the  che ck 
attribute  that is inhe rited fro m the  Te stType .”
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active dire cto ry_te st

• “The  active  dire ctory te st is use d to  che ck 
info rmatio n abo ut spe cific e ntrie s in active 
dire ctory.  It e xtends the  standard Te stType  as 
de fine d in the  o val-de finitio ns-sche ma and 
o ne  sho uld re fe r to  the  Te stType  de scription 
fo r mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s an active dire ctory_o bje ct 
and the  o ptio nal state  e le me nt spe cifie s the 
me tadata to  che ck.   The  e valuatio n o f the  te st 
is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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auditeve ntpo licy_te st

• “The  audit e ve nt po licy te st is use d to  che ck 
diffe re nt type s o f e ve nts the  system sho uld 
audit.   It e xtends the  standard Te stType  as 
de fine d in the  o val-de finitio ns-sche ma and 
o ne  sho uld re fe r to  the  Te stType  de scription 
fo r mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s a auditeve ntpo licy_o bje ct 
and the  o ptio nal state  e le me nt spe cifie s the 
me tadata to  che ck.   The  e valuatio n o f the  te st 
is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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W indo w s:  file _te st

• “The  file  te st is use d to  che ck me tadata 
asso ciated w ith W indo ws file s.   It 
e xtends the  standard Te stType  as 
de fine d in the  o val-de finitio ns-sche ma 
and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.  The 
re quire d o bje ct e le me nt re fe re nce s a 
file _o bje ct and the  o ptio nal state  
e le me nt spe cifie s the  me tadata to  
che ck.   The  e valuatio n o f the  te st is 
guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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file auditedpe rmissio ns_te st

• “The  file  audit pe rmissio ns te st is use d to  
che ck the  audit pe rmissio ns asso ciated with 
W indows file s.   It e xtends the  standard 
Te stType  as de fine d in the  o val-de finitio ns-
sche ma and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.  The 
re quire d o bje ct e le me nt re fe re nce s a 
file auditedpe rmissio ns_o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  me tadata 
to  che ck.   The  e valuatio n o f the  te st is guided 
by the  che ck attribute  that is inhe rited from 
the  Te stType .”



86

file effe ctive rights_te st

• “The  file  effe ctive  rights te st is use d to  che ck 
the  effe ctive  rights asso ciated with Window s 
file s.   Note  that the  trustee ’s effe ctive  acce ss 
rights are  the  acce ss rights that the  ACL 
grants to  the  trustee  o r to  any gro ups of 
which the  truste e  is a me mbe r.  The 
file effe ctive rights_te st e le me nt e xtends the 
standard Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld re fe r to  
the  Te stType  de scriptio n fo r mo re  info rmatio n. 
 The  re quire d o bje ct e le me nt re fe re nce s a 
file effe ctive rights_o bje ct and the  o ptio nal 
state  e le me nt spe cifie s the  me tadata to  che ck.  
 The  e valuatio n o f the  te st is guide d by the 
che ck attribute  that is inhe rited fro m the 
Te stType .”
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g ro up_te st

• “The  gro up te st allo ws the  diffe re nt 
use rs that be lo ng  to  spe cific gro ups be 
te sted.  It e xtends the  standard 
Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n for 
mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s a gro up_o bje ct and 
the  o ptio nal state  e le me nt spe cifie s the 
me tadata to  che ck.   The  e valuatio n of 
the  te st is guide d by the  che ck attribute  
that is inhe rited fro m the  Te stType .”
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inte rface _te st

• “The  interface  te st e nume rate  vario us 
attribute s abo ut the  interface s o n a system.  It 
e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s an interface _o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  interface 
info rmatio n to  che ck.   The  e valuatio n o f the 
te st is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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lo cko utpo licy_te st

• “The  lo cko ut po licy te st e nume rate s vario us 
attribute s asso ciated with lo cko ut info rmation 
fo r use rs and g lo bal gro ups in the  se curity 
database .   It e xtends the  standard Te stType 
as de fine d in the  o val-de finitio ns-sche ma and 
o ne  sho uld re fe r to  the  Te stType  de scription 
fo r mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s a lo cko utpo licy_o bje ct 
and the  o ptio nal state  e le me nt spe cifie s the 
me tadata to  che ck.   The  e valuatio n o f the  te st 
is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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me tabase _te st

• “The  me tabase  te st is use d to  che ck 
info rmatio n fo und in the  Windows me tabase .   
It e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s a me tabase _o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  me tadata 
to  che ck.   The  e valuatio n o f the  te st is guided 
by the  che ck attribute  that is inhe rited from 
the  Te stType .”
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passwo rdpo licy_te st

• “The  passwo rd po licy te st is use d to  che ck spe cific 
po licy asso ciated w ith passwo rds.   It e xtends the 
standard Te stType  as de fine d in the  o val-de finitio ns-
sche ma and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.   The  re quire d o b je ct 
e le me nt re fe re nce s a passwo rdpo licy_o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  me tadata to  che ck.  
 The  e valuatio n o f the  te st is guide d by the  che ck 
attribute  that is inhe rited fro m the  Te stType .”

• “NO TE: This info rmatio n is store d in the  SAM o r Active 
Dire ctory but is e ncrypted o r hidde n so  the 
re g istry_te st and active dire ctory_te st are  o f no  use .   If 
this can be  figure d o ut,  the n the  passwo rd_po licy te st 
is no t ne e de d.”
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po rt_te st

• “The  po rt te st is use d to  che ck info rmation 
abo ut the  available  po rts o n a Window s 
system.  It e xtends the  standard Te stType  as 
de fine d in the  o val-de finitio ns-sche ma and 
o ne  sho uld re fe r to  the  Te stType  de scription 
fo r mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s a po rt_o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  po rt 
info rmatio n to  che ck.   The  e valuatio n o f the 
te st is guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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pro ce ss_te st

• “The  pro ce ss te st is use d to  che ck info rmation 
fo und in the  Windows pro ce sse s.   It e xtends 
the  standard Te stType  as de fine d in the  o val-
de finitio ns-sche ma and o ne  sho uld re fe r to  
the  Te stType  de scriptio n fo r mo re  info rmatio n. 
 The  re quire d o bje ct e le me nt re fe re nce s a 
pro ce ss_o bje ct and the  o ptio nal state  e le me nt 
spe cifie s the  pro ce ss info rmatio n to  che ck.   
The  e valuatio n o f the  te st is guide d by the 
che ck attribute  that is inhe rited fro m the 
Te stType .”
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re g istry_te st

• “The  re g istry te st is use d to  che ck me tadata 
asso ciated with Windows re g istry ke y.   It 
e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s a re g istry_o bje ct and the  o ptio nal 
state  e le me nt spe cifie s the  re g istry data to  
che ck.  The  e valuatio n o f the  te st is guide d by 
the  che ck attribute  that is inhe rited fro m the 
Te stType .”
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re g ke yauditedpe rmissio ns_te st

• “The  re g istry ke y audited pe rmissio ns te st is 
use d to  che ck the  audit pe rmissio ns 
asso ciated with Windows re g istry ke ys.   It 
e xtends the  standard Te stType  as de fine d in 
the  o val-definitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n fo r mo re 
info rmatio n.  The  re quire d o bje ct e le me nt 
re fe re nce s a 
re gke yauditedpe rmissio ns_o bje ct and the 
o ptio nal state  e le me nt spe cifie s the  me tadata 
to  che ck.   The  e valuatio n o f the  te st is guided 
by the  che ck attribute  that is inhe rited from 
the  Te stType .”
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re g ke yeffe ctive rights_te st

• “The  re g istry ke y effe ctive  rights te st is use d to  che ck 
the  effe ctive  rights asso ciated w ith W indo w s file s.   
Note  that the  truste e ’s effe ctive  acce ss rights are  the 
acce ss rights that the  ACL grants to  the  truste e  o r to  
any g ro ups o f which the  truste e  is a me mbe r.   The 
re gke yeffe ctive rights_te st e le me nt e xtends the 
standard Te stType  as de fine d in the  o val-de finitio ns-
sche ma and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.   The  re quire d o b je ct 
e le me nt re fe re nce s a re gke yeffe ctive rights_o b je ct and 
the  o ptio nal state  e le me nt spe cifie s the  me tadata to  
che ck.   The  e valuatio n o f the  te st is guide d by the 
che ck attribute  that is inhe rited fro m the  Te stType .”
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sid_te st

• “The  sid te st is use d to  che ck pro pe rtie s 
asso ciated w ith the  spe cifie d sid.   It 
e xtends the  standard Te stType  as 
de fine d in the  o val-de finitio ns-sche ma 
and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.  The 
re quire d o bje ct e le me nt re fe re nce s a 
sid_o bje ct and the  o ptio nal state  
e le me nt spe cifie s the  me tadata to  
che ck.   The  e valuatio n o f the  te st is 
guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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use r_te st

• “The  use r te st is use d to  che ck 
info rmatio n fabo ut W indo ws use rs.   It 
e xtends the  standard Te stType  as 
de fine d in the  o val-de finitio ns-sche ma 
and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.  The 
re quire d o bje ct e le me nt re fe re nce s a 
use r_o bje ct and the  o ptio nal state  
e le me nt spe cifie s the  me tadata to  
che ck.   The  e valuatio n o f the  te st is 
guide d by the  che ck attribute  that is 
inhe rited fro m the  Te stType .”
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vo lume _te st

• “The  vo lume  te st is use d to  che ck info rmation 
abo ut diffe re nt storage  vo lume s fo und o n a 
W indows system.  It e xtends the  standard 
Te stType  as de fine d in the  o val-de finitio ns-
sche ma and o ne  sho uld re fe r to  the  Te stType 
de scriptio n fo r mo re  info rmatio n.  The 
re quire d o bje ct e le me nt re fe re nce s a 
vo lume _o bje ct and the  o ptio nal state  e le me nt 
spe cifie s the  me tadata to  che ck.   The 
e valuatio n o f the  te st is guide d by the  che ck 
attribute  that is inhe rited fro m the  Te stType .”
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wmi_te st

• “The  wmi te st is use d to  che ck 
info rmatio n acce ss by W MI.  It e xtends 
the  standard Te stType  as de fine d in the 
o val-de finitio ns-sche ma and o ne  sho uld 
re fe r to  the  Te stType  de scriptio n for 
mo re  info rmatio n.  The  re quire d o bje ct 
e le me nt re fe re nce s a wmi_o bje ct and 
the  o ptio nal state  e le me nt spe cifie s the 
me tadata to  che ck.   The  e valuatio n of 
the  te st is guide d by the  che ck attribute  
that is inhe rited fro m the  Te stType .”
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Wmi –  W indo w s manag e me nt 
info rmation

• Wmic –  co mmand line  ve rsion



102

Advertisement for OVALtools.org’s 
OVALdsl

• A DSL – Domain Specific Language makes 
tasks in a given domain easier….

• We will soon release a DSL tool for OVAL and 
XCCDF.

• Here’s an example:
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He llo  Wo rld in O VAL
• From MITRE’s 

OVAL Definition 
Tutorial
– http://tinyurl.co

m/k5hh2
• XML is good for programs 

& programmers 
• This is great Smart 

interoperable data
• This is not good for subject 

matter experts!
• Line counts:

– 31 in XML
– 10 in our DSL

• OVALdsl can be generated 
from OVAL XML

• OVAL XML can be 
generated from OVAL dsl

1. <oval_definitions> 
2. <definitions> 
3. <definition id="oval:org.mitre.oval:obj:1">
4.  <metadata> 
5. <title>Hello World Example</title> 
6. <description> This definition is used to introduce the OVAL 

Language to individuals interested in writing OVAL Content. 
</description> 

7. </metadata> 
8. <criteria> 
9. <criterion test_ref="oval:org.mitre.oval:tst:1" comment="the 

value of the registry key equals Hello World"/> 
10. </criteria> 
11. </definition> 
12. </definitions> 
13. <tests> 
14. <registry_test id="oval:org.mitre.oval:tst:1" check="all"> 
15. <object object_ref="oval:org.mitre.oval:obj:1"/>
16. <state state_ref="oval:org.mitre.oval:ste:1"/>
17. </registry_test> 
18. </tests> 
19. <objects> 
20. <registry_object id="oval:org.mitre.oval:obj:1">
21. <hive>HKEY_LOCAL_MACHINE</hive>
22. <key>SOFTWARE\oval</key> 
23. <name>example</name> 
24. </registry_object> 
25. </objects> 
26. <states> 
27. <registry_state id="oval:org.mitre.oval:ste:1"> 
28. <value>Hello World</value> 
29. </registry_state> 
30. </states> 
31. </oval_definitions> 
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He llo  Wo rld in a DSL fo r O VAL

1. def d = new De fn(“vulne rability”);
2. d.title  = “Hello  Wo rld Example ”;
3. d.de scriptio n = 
4. “””
5. This de finitio n is use d to  intro duce  the  O VAL 

Language 
6. to  individuals intere sted in writing O VAL 

Co ntent. 
7. “””;
8. def t = d.criteria(“AND”,”So ftware 

Se ctio n”);
9. t. co mme nt=”the  value  o f the  re g istry key 

e quals Hello  Wo rld”;
10. t. re g istry_o bje ct(hive :”HKEY_LO CAL_MAC

HINE”,ke y:”SO FTWARE\ \ oval”,name :”e xa
mple ”) == t.re g istry_state(value :”Hello  
Wo rld”);

• Line  10 do e s the  wo rk o f line s 14-30 in 
XML!
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Blank space s impro ve  re adabilty….

def d = new  De fn(“vulne rability”);
d .title  = “He llo  Wo rld Example ”;
d .de scriptio n = 
“””
This de finitio n is use d to  intro duce  the  O VAL Language 
to  individuals inte re sted in w riting  O VAL Co ntent.  
“””;
def t = d.crite ria(“AND”,”So ftware  Se ctio n”);
t. co mme nt=”the  value  o f the  re g istry ke y e quals He llo  Wo rld”;
t. re g istry_o b je ct(hive :”HKEY_LO CAL_MACHINE”,

ke y:”SO FTWARE\ \ o val”,
name :”e xample ”) 
== 
t. re g istry_state(value :”He llo  Wo rld”);
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Advertisement for what you can do!
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W hat’ s ne xt?

• Q ue stio ns?  –  e -mail us:
– Payne @ MattPayne .o rg 
– “Jaso n Smith“ :  jaso n.theflash@ gmail.com

• Signup fo r the  ne w  & impro ve d O VAL 
tutorial
– Add yo urse lf to  the  anno unce me nt e mail list 

at OVALtools.org
– The next tutorial will:

• be in a lab setting at UNO
• Include use of the OVALtools OVALdsl
• And many other fun things!   


