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Outsource

a.) Troubleshoot/Analyze
* Conduct Testing

* |s there a problem?

* Cause of error condition?

* Is this check reporting correctly?
AUTOMOTIVE

SERVICE

EXCELLENCE

b.) Document/Report Findings

c.) Recommendations

d.) Remediate
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c.) Recommendations

d.) Remediate
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XCCDF - eXtensible Car
Care Description Format

<Car>
<Description>
<Year> 1997 </Year>
<Make> Ford </Make>
<Model> Contour </Model>
<Maintenance>
<Check1> Gas Cap =0On <
<Check2>0il Level = Full <
</Maintenance>
</Description>
</Car>

OVAL - Open Vehicle
Assessment Language

<Checks>
<Check1>
<Location> Side of Car <>

<Procedure> Turn <>
</Check1>
/'<Check2>
<Location> Hood <>
</Procedure> ... <>
</Check2>

</Checks>



FIPS 199 / SP 800-60

Starting Point
FIPS 200/ SP800-53  ~ o g o - SP 800-37
‘ - Defines category of information - 1
Selects minimum security controls (i.e., system according to potential Continuously tracks changes to the information
safeguards and countermeasures) planned or impact of loss system that may affect security controls and
in place to protect the information system assesses control effectiveness

SP 800-53 / FIPS 200 / SP 800-30

b

Uses risk assessment to adjust minimum control
set based on local conditions, required threat
coverage, and specific agency requirements

SP 800-37

woimen |

Determines risk to agency operations, agency
assets, or individuals and, if acceptable,
authorizes information system processing

SP 800-18 SP 800-53A/ SP 800-26 / SP 800-37

| e e . S |

In system security plan, provides a an Determines extent to which the security

overview of the security requirements for Implements security controls in controls are implemented correctly, operating
the information system and documents the new or legacy information systems; a5 intended, and producing desired outcome
security controls planned or in place implements security configuration  ith respect to meeting security requirements

checklists



Common FS'MA Statements

W hile FISMA com]ofiance is
Important, itcan be

ComplexandlLaborious.

“Canjaarts oleS’MQZl CO mp[ianceu
be streamlined and automated”?

‘(My 01y anization spe nds mo re-
TONEY 0N €O mj)fiance tha
e mediation”.



Fundame ntal FISMA Q ue stio ns

What are the NIST Technical Security
Controls?

What are the Specific NIST recommended
settings for individual technical controls?

How do | implement the recommended
setting for technical controls? Can | use my
COTS Product?

Am | compliant to NIST Recs & Can | use
my COTS Product?

Will | be audited against the same criteria |
used to secure my systems?




FIS'MA Do cume nts

SP 800-37

FIPS 200 / SP 800-53

What are the NIST Technical Security
Controls?

What are the Specific NIST recommended
ettings for individual technical controls?

ow do | implement the recommended
etting for technical controls? Can | use my
COTS Product?

Am | compliant to NIST Recs & Can | use
my COTS Product?
Will | be audited against the same criteria |
used to secure my systems?
SP 800-53A / SP 800-26

SP 800-18 SP 800-70 | SP 800-37

SP 800-53 / FIPS 200
| SP 800-30

SP 800-37




tomation o f FS'MA-
2 chnical Contro s

What are the Specific NIST recommended
settings for individual technical controls?

How do | implement the recommended
setting for technical controls? Can | use m
COTS Product?

Am | compliant to NIST Recs & Can | use
my COTS Product?
Will | be audited against the same criteria |
used to secure my systems?

COTS Tools

a comprehensive cyber/vul Y resource

| What are the NIST Technical Security N T A A
| n r I ? P ] DHslNaﬁonalcybersecuritynivisionfus-?EnT _:. / . ,. i
Controls National Vulnenahility Database

security
benchmark
automation




Automated Co mp [iance

The Connected Path




Automated Co mp [lance

AC-7 Unsuccessful Login RegQueryValue (IpHKey, path, value, sKey, Value, Op);

- o

if ((sKey < Value ) 1
return (1); else
return (0);

AC-7: Account Lockout Duration

AC-7: Account Lockout Threshold

IpHKey = “HKEY_LOCAL_MACHINE”
Path = “Software\Microsoft\Windows\”
Value = “5”

<registry_test id="wrt-9999" comment=“Account Lockout sKey = "AccountLockoutDuration

Duration Set to 5" check="at least 5"> Op = “>“
- <object>
<hive>HKEY_LOCAL_MACHINE</hive>
<key>Software\Microsoft\Windows</key> ﬁ
<name>AccountLockoutDuration</name>
</object>
- <data operation="AND">
<value operator=“greater than">5*</value>
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mey ing toge ther e xisu’ng mitiative s
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Fnume ration (C'VE)
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language (OVAL

SA -e¢Xtensible Configuration Che cklist’
scription T rmat (XCCDF)
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NET-NISTChe cﬁﬁ’stCngmm



Fxisting NS T Products A=

| CHECKLISTS |
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“Natio nal Vulne mﬁiﬁ’ty Tutabas.

2.2 million ﬁitspe ¥ mo nth

20 new vulne rabilitie s per cfa%

htegrated standards:
Cﬁe ¢ ﬁS t gD}’Og rano oroducts 20 vendors g v

91 separate gw’c[&mee do cume nts 24 produets

Covers 140 ?Tjoro ducts

%'- Sponsored by A /% * ¥ i W . ; NISI-
% "7 DHS National Cyber Security Division/US-CERT /- National Institute of

Standards and Technology

National Vulner;abl_lt? atabase
a comprehensive cyber vul - .

y resource


http://www.first.org/cvss/

National Vulnerability Database

NVDis a compre he nsive c;/b'erse cum’%
Vulne mﬁi[ﬁy atabase that

ﬂm‘egmws aﬂ}ouﬁficl% available US.
G ove rmme nt vulne ra iﬁ’ty re sources

ﬁ/OViC[QS Yefé rences 1o inofustry € SO Urces.

T is based on ancfsyncﬁro nized with the
CVEvulne mﬁiﬁ’ty naming standard.

nyiﬁeo[fora[[C\/fB
ﬁtgoz//nwf. nist.gov
B e oot A AL Y NST

Standards and Technology

National Vulner;abuﬁ{/ atabase
a comprehensive cyber vul - .

y resource



National ¥ulnerability Database - Microsoft Internet Exploner

File Edit Miew Favorites Tools  Help 5
OBack T el IiLl Igl | s ! Search ‘i_;f:"Favorites 6-‘ = ﬂ - E 3

address | &) http:ffrvd.rist. govy v EIGD Lirks ** ’@ -

Sponsored by oy o# ¥ : - . NISI' ~

§ DHS National Cyber Security Division/US-CERT

National Institute of
Standards and Technology

a comprehensive cyber‘__\fL.ﬂ . b Fe'st)"ur;f:a
Search CYE, Download CWE, Statistics, CYSS, Contact, FAQ

National Vulhen bi.if.{j atabase

Welcome to NVYD Search CVE Vulnerability Database (Perform Advanced Search)
MWD is a comprehensive  Keyword search: Search All
c:yber SECUI’itV Try a product or vendor name

vulnerahbility database Try a €VE standard vulnerability narme or OWAL query

Only walnerabilities that match ALL keywards will be returned

that Integrates all Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions

publicly awailable U.S.
Government vulnerability
resources and provides
references to industry
resources. It is based on  Show only vulnerabilities that [ UsS-CERT Technical alerts
and synchronized with ~ have the following O US-CERT Yulnerahility Notes
the CYE vulnerability associated resources: ] ovAL Queries

naming standard. —

Resource Status Recent CYE Yulherabilities

Search last 3 months ] [ Search last 3 years

NYD contains: CYE-2006-1790 Publish Date: 4/14/2006

16418 CYE Yulnerabilities & regression fiz in Mozilla Firefox 1.0.7 allows remote attackers to cause a denial of service
54 US-CERT Alerts {crash} and possibly execute arbitrary code via the InstallTrigger.install method, which
1245 US-CERT Yuln leads to memory corruption.

Motes

1162 Owal Queries CYE-2006-1738 Publish Date: 4/14/2006

Last updated: Unspecified vulnerability in Mozilla Firefox and Thunderbird 1.x before 1.5 and 1.0.% before
04/14/06 1.0.8, Mozilla Suite before 1.7.13, and SeaMonkey before 1.0 allows remote attackers to
Publication rate: cause a denial of service {crash) by changing the {1} -moz-grid and {2} -moz-grid-group

17 vulnerabilities / day  display styles.

workload Index CYE-2006-1737 Publish Date: 4/14/2006

Integer overflow in Mozilla Firefox and Thunderbird 1.% before 1.5 and 1.0.x before 1.0.8,
Mozilla Suite before 1.7.13, and SeaMonkey before 1.0 allows remote attackers to cause a
denial of service {crash) and possibly execute arbitrary bytecode via JawvaScript with a large
Email List regular expression.

Yulnerability Waorkload
Index: 6.89

Enter \;uur“e—mfil address cyE-opp6-1742 (Firefox, Thunderbird, Mozilla suite, SeaMankey)
and prass "Add" to Publish Date: 4/14/2006 CVSS Severity: 2.3 (Low)
receive NVD The JawaScript engine in Mozilla Firefox and Thunderbird 1.x before 1.5 and 1.0.% before

ANNOUNcements. 1.0.8, Mozilla Suite before 1.7.13, and SeaMonkey before 1.0 does not properly handle
temporary variahbles that are not garbage collected, which might allow remote attackers to
trigger operations on freed memory and cause memory corruption.
WD i 2 procut of the  SYE-2908:1741 (Frefor, Thundsrbid, toale site, seatrorke) v
@j Done @ Internet
—_— -




2 National Vulnerability Database - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools  Help

OBack M > ) Iﬂ IELI .'\ 7 ) Search

address | &) http:froed.nist. govinvd, cFmestartrow=1

< 7 Favarites £ = 1 3

v aGo Links ** ‘@'

Sponsored by 4-# * ." NIST

iy DHS National Cyber Security Division/US-CERT /. - National Institute of

S Y A . » Standards and Technology
National \/ulner*abnﬁ? atabase

a comprehensive cyber‘__\f b r*eS‘o"'ur;{:e
Search CYE, Download CWE, Statistics, CYSS, Contact, FAQ

Welcome to NVD

There are 28 matching records. Displaying matches 1 through 20.

N%D is a comprehensive [ Mext 20 Matches ]
cyber security
vulnerability database CYE-2006-0012 06-101A YU# 60

that integrates all
publicly awailable U.S.
Government vulnerability
resources and provides
references to industry
resources. It is based on
and synchronized with ==
the CVE wulnerability TAD6-101A ¥YU#234812

naming standard. Suwmmary: Unspecified vulnerability in the RDS.Dataspace ActiveX control, which is
contained in Activex Data Chjects (ADC) and distributed in Microsoft Data Access
Components (MDACY 2.7 and 2.8, allows remote attackers to execute arbitrary code wia
NYD contains: unknown attack wectaors.

16418 CVE Yulnerabilities Published: 4/11/2006

54 US-CERT Alerts
1245 US-CERT Yuln
Motes

1162 Owval Queries
Last updated:
04/14/06

Publication rate:

17 wvulnerabilities / day

Swmmary: Unspecified vulnerability in Windows Explarer in Microsoft Windows 2000 SP4, XP
SP1 and SPZ2, and Server 2003 SP1 allows remote attackers to execute arbitrary code via
attack vectors involving COM objects and "crafted files and directories," aka the "Windows
Shell Yulnerability."

Published: 4/11/2006

Resource Status

Swmmary: Unspecified vulnerability in Microsoft Internet Explorer 5.01 through & allows
remote attackers to execute arbitrary code wia a crafted URL with double-byte characters,
aka the "Double Byte Character Parsing Memory Corruption Yulnerability."

Published: 4/11/2006

Workload Index

Summary: Microsoft Internet Explorer 5.01 through 6 allows remote attackers to execute
Yulnerability ¥Workload arbitrary code via HTML elements with a certain crafted tag, which leads to memory
Index: 5.89 carruption.

Published: 4/11/2006

Email List

Enter your e-mail address

and press "Add" to Summary: Microsoft Internet Explorer 5.01 through 6 allows remote attackers to execute
receive NVD arbitrary code via by instantiating the (1) Mdt2gddr.dll, {2} Mdtzdd.dll, and {3} Mdt2gddo.dll
Aniatipinis COM objects as Activex controls, which leads to memary corruption,

Published: 4/11/2006

TADOB-101A VUX503124
MWD is a product of the  Sunwmarv: Unsoecified vulnerahility in Microsoft Internet Explorer 5.01 throuah 6 allows

&

|

@ Internet



Qcamjaﬂe Command line

C:\>ovaldi.exe \

—0
windows.definition
s.xml \

-d payne\d \
-m \

-r payne\r \

-p > payne\l \
2> payne\2

MITRE’s demo
interpreter

-0 OVAL file to use

-d data — systems
characteristics file

-m DO NOT check
md5 sum

-r results file
-p print much info

23



’l@mg just OVALid 1020

* OVALID
oval:o rg.mitre.ovaf:ofef:l 020

24



O ﬁﬁ’ne OVALana [ys is

= “-i—S]oeci e s the Joatﬁname of&p
Syst?m C amcrem’sticsﬁfe that s
to be used as the basis of the
ana[ysis. T this mode, the
’lntzgoretzrafoes notpeg%rm data
colle ction on the [ocafsyswm, but
¥ lies upon the in]outﬁfe, w hic i
gy have Beengenemwdom
anothe r syste m”

25



jﬂmref [ansfo r OVALIL

€ Ve [b}”) me nt:

e We are curre m{y committe d to imjofeme ntingL
a numﬁerofnewproﬁes b
earfy September. fet me make sure we do
wtduplicate an eﬁrts here. here
is the ﬁwttﬁat Cljo an to startworﬁing on in the

“Wth:?W weée ESI

\A/inﬂcfefpasswo rdpo [icy_wSr’
Minv[effo cko utpo [icy_w.st’
Winvfef.auc[iteve ntpo (icy_w st”
Win-de f ﬁfe e ﬁ(e ctive ﬂ’g hts_test
’\A/inﬂofefsio{_tesr’

26




Variab le Sujajaort’

 MITREwill also im}o&zme nt external
Variables soon and the re mainingﬂ

ﬁmcu’on types c[eﬁne a[foruse with

local_variables:

ovalde f: Be g inFunc tio nTyp e
ovald eﬁ fE@?ﬁFme tio n‘i@?ﬁ
ova[defﬁcaye%gex%neﬁonﬂy]aej
ova(vfefSyﬁ’t‘]ﬁneﬁon’l@oe—)
ova[defﬁcaye%gex%neﬁonﬂy]aej

27



Slides taken from:

1. “OVAL Tutorial”. J ohn Baker, MITRE. J uly 12th
2006.

2. ‘Automated Security Measurement FISMA
Technical Control Automation™. Stephen Quinn &
Peter Mell, NIS'T.

Both sets of slides available at:

http: /foval.nutre.org foval documents/docs-
06 foval_developer days slides.zip

or

http: /Ainyurl.comA&Joez

28



Tools Used.

—XMLSpy - www.altova.com

—Eclipse WTP - http: /fcvww.eclipse.org fivebtools/

—X Path Explorer -
http: /frwww.purpletech.comsipeindex.jsp

—Microsoft’s XML Pad
*http: Ainyurl.com6ot2eo

29



"XCCDFvs. OVAL

XCCDF OVAL

High level language which Low level language which
defines security policies compares a system's state
relevent to a sytem to a policy

D escribes what makes up a Performs specific tests for
secure system a specific platform

Does not_include info Provides simple pass/falil
about how to assess results for each test
specific systems

References OVAL tests for
that platform

30



OVAL+ XCCDF T —

Example: Car Care

- <car> . | <checks>

~ <description> <CPeC|§[_1> - /

: P <location>side or car</>

Wear=1997<Fear= <procedure>turn</> |
<make>Ford</make> </check1>
<model>Contour</nodel> <check2>

<location>hood</>
<procedure>dipstick</>
/| </check2>
i </checks>

<description>

. <maintainance>
. <checkI>Gas Cap =On</>
. <check2>0:l Level =Full
<fmaintainance>

. <far>

 m R R R R R R R N N EE RN R R EEEEE AR EEEEEEEE S EEEEEAES I EAEEEEEE I EEEMEEEE (EEEEEEEEEIEEEEEES R AN EEE AN I EEEEEEEE A EEEEEEE (NEEEEEEEEAEEEEEEAEIEEEEEESEIEEEmEEEE iEEEmEEsEEEEEsmsEEEEnnnd




Whatis O VAL

* Open Vulnerability Assessment Language
* Created by MITRE

* Three Components:

—Language

—Repository

—Interpreter

32



language
ﬁtgv //ova[mztre .01g_

A collection of XML schema for
representing systeminformation,
expressing specific machine states, and
reporting the results of an assessment.

33



language
ﬁtgv //ova[mm’e .01g_

T hree main schemas:

—System Characteristics Schema
—Definition Schema

—Results Schema

OVAL definitions use the schemas to
keep definitions consistent and
standardized for each supported
platform.

34



“ﬁ? posito
ﬁtﬁ?: /ova[.mitre%

The central meeting place for the
OVAL Conmunity to discuss, analyze,
store, and dissenunate OVAL
Definitions.

Updated regularly, data files may be
used in the OVA L Interpreter as well as
tncorporated by vendors into their
v ulnerability assessment and other
information security products and
services.

35



hnterpreter
ﬁtﬁ?://ova[.mitre.org\

Proof of Concept

Security Configuration Scanner

OVAL's reference interpreter shows
how: information can be collected from
a computer; definitions can be used to
test the system for computer
v ulnerabilities, configuration issues,

programs, and patches; and results of
the tests can be presented.

36



G etting Started.

The OVAL 5 Interpreter source and
binary distributions are available

fromhttp: /foval. nitre.org

Download page:
http: Ainyurl.comfaj9g

37



‘lmmjoreter

—The OVAL interpreter uses 'definitions’ asinput.
—OVAL input is expressed in X ML.

—E ach input file contains one or more definitions.

—Sets of pre-defined definitions exist for several
operating systems/applcations.

38




Bt S

1..n
Test Test
Registry Ke
'HKEY LOCAL MACH?NE\SOF%WARE\oval\example'
Object State

“has value 'Hello World'

: State
Ob ect Hello World
HKEY LOCAL MACHINE\SOFTWARE\oval\example

39



O Eje ct Code

egistry_object
ud éowﬁi'_org? nucia.oval.tutorial:obj:1”°>

<hive>HKEY LOCAL_MACHINE <Mhive>
<key>S OFTWARE \oval</ey>
<name>example<mame>

<#egistry_object>

40



State Code

: ggistq)_state ) .
td="oval:org.nucia.oval.tutorial:ste: 1>

<value operation="equals’’>Hello World</oalue>
<Aegistry_state>

41



T st Code

<registry_test id="oval:org.nucia.oval.tutorial:tst:1”’
check=all”>

<object object_ref="oval:org.nucia.oval.tutorial:oby:1” />
<state state_ref="oval:org.nucia.oval.tutorial:ste:1”/>

<Aegistry_test>

42




. The OVﬂL‘Mtegaretercurrentfy SUpp o 1s the foﬂbwing\

te sts:

1. indde f:e nviro nme ntvariable _test’
2. incf—c{ef.fi[e mds_test’

3. inafdef.variaﬁﬁz_test’

4. ind-def:xmlifile content_test

[ Min-c[efﬁ[e _test”

6. ‘windefregistry_test

7. Min-cfef:w mi_test”

8. fmixdefﬁﬂa _test’

9. f‘mix-cfef:uname _test”

10.  mixdefprocess_test

11. [inux-de f:ine tliste ning servers_test’

12, inddeffamily_test
13. [inuxﬂofef.ﬁominfo _test’
Oftﬁe fo ﬂbwing 13 tests,

43



T st Fe quency_

wxg%a content_test ﬁa}o}oe ns 22 times

rocess_test ﬁayye ns 76 times

Anknown_test ﬁa}o}oe ns 20 times

jﬁmi[y_tzst ﬁajojoe ns 4 times

jmcﬁage_wst ﬁa}o}oe ns 97 times
_wStﬁayyens 3263 times

Metabase “test ﬁa}o}oens 32 times

e td_test ﬁa}o}oe ns 29 times

swlist_test ﬁappe ns 92 times

’;vmin 0_test ﬁayye ns 621 times

“Bgis _test ﬁap}oens 5043 times

wmame _test ﬁa}a}?e ns 699 times

ine tliste ningse Vers_test happens 49 time s

tch_test ha pens 438 tinies
ﬁru wta[of}; 0485 tests. Scarmec[1706 .xm[ﬁﬂes.

44



Cﬁeﬁni’r{on Code

definition id="oval:org.nucia.oval.tutorial:def:1°>
<metadata>
<title>Hello World Example<Aitle>
<description>

This definition is used to introduce the OVAL
language to those interested in writing OVAL content.

<description>
</metadata>
<criteria>

<criterion . .
test_ref="oval:org.nucia.oval.tutorial:tst:1”

comment="the value of the registry key equals Hello World” /&
<friteria>

<definition>

45




e ﬁniu’o ns Do cume nt Struc ture

—Namespace Stuff
—Generator
—Definitions
—Tests

—Objects

—States

—Variables
—Dzgital Signature

Digital Signature

46



Generator Code

This code provides information about the OVAL D ocument .

<generator>
<oval:schema_ version>).0</oval:schema_ version>
<oval:timestamp>2005-10-12T18:13:45</oval:timestamp>
</fenerator>

47




Variable s

—Define values to be obtained at run time.
—Represent an array of values.

—Three Types:

—local variable

—external variable

—constant _variable

<constant_variable datatype="string” id="varl’>
<value>\system32</foalue>
</constant variable>

48



— Open a command prompt.

— A\ Program Files\ OVAL \ovaldi.exe -m
-0 hello_world.xml -d data_file.xml -r
results_file.xml”

This will invoke the interpreter to run the hello
world definition (-0), ignoring the MD5 of the
definitions file (-m). It will write the raw data to
the data_file (-d) and the results to the
results_file (-r).

49



Cﬁqg ults

The: nterj{)reter generates a results XML
document.

The results document contains:
*Generic systeminformation
*The original definitions document
*A true/ffalse result for each definition

50



So What?

W hat's this good for?

—XCCDF and other high-level tools
—J ava Web-Apps

51



CS XCCDFBenchmark

—Only currently-available XCCDF benchmark
tool

—Uses only proprietary OVAL definitions written
by CIS

—Commercial-ware

—D emonstrates the ability to custonuze OVAL for
specific needs.

—Uses OVAL version 4 which encapsulates objects
and states in the corresponding tests.

52



Txample XCCDF

<Rule id="restrict-guest-acc-rul' selected="true'>
<status date="2005-01-30">draft</status>
<title>Restrict Guest Access<Aitle>
<description>

i <htm:p>For more information on this_
setting, please review the description
foritem 2.2.4.<Mitn:p>

<description>

<check system=
"http: /foval mitre.org/ X MLSchema/oval'>

<check- e.ﬁport export-name=""var-0006"
1

v alue- ='restrict-guest-acc-val'"></check-

export>
<check-content-ref href="'cis-winxp-oval. xml"’

name=""OVALI10005"></check-content-ref>
</check>
<Rule>

53




Cotrrespo nc[ing O VAL

<definition class='compliance' id="OVAL10005">

<criteria>
<configuration operation="AND ">

0006 ,,ﬁtqu?o%mnt_" ""test_ref="cis-

</fconfiguration>
<friteria>
<definition>
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Cotrrespo ncfing OVAL

<registry _test . . "
X ns—'a Ii_ﬁp.//oval.rmtre.orgA’MLSc ema v{zil_f'w,znblgbw

check= comment="Restirict Guest Access" 1d="cis- ">
<object>
<hive>HKEY LOCAL_MACHINE<Mive>
<key>SYSTEM \ CurrentControlSet \
Services\ Eventlog\Security</key>
<name>Restrict GuestAccess<fame>
</Object>
<data operation='AND ">
<type>reg dword<Aype>
<value datatype="binary' operator='equals"
v ar_refZ"var-0006"></fvalue>
<data>
<#egistry_test>
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"More O VAL Examp [es

D efinition oval:org.nmitre.oval.org:def:105

| OVAL-ID: oval:org. mitre.oval:def: 105 Date: 2006-06-26
ACCEPTED Description:
inventony The operating system installed on the system is Microsoft Windows XP.

Schema Version: 9
Platform ( ] } : Microsoft Windows XP

Definition Synopsis:

+ the installed operating system is part of the Microsoft Windows famiby

+ AMD Windows %P is installed

definition-105.xml output.log

raw data.xml
Run_it.bat B

results.xml
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../../Nebraska%20cert/ovaldi/OvalDefinition-105.xml
../../Nebraska%20cert/ovaldi/definition-105.bat
../../Nebraska%20cert/ovaldi/definition-105-data.xml
../../Nebraska%20cert/ovaldi/definition-105-results.xml
../../Nebraska%20cert/ovaldi/ovaldi.log

"More O VﬂLExamyfe S

Definition oval:org.mitre.oval.org:def: 100011

= OVAL-ID: oval:org. mitre.oval:def: 100011 Date: 2006-07-03
|Status: INTERIA Description:
Class: ¥
|Ref-ID:
Schema Version:
/| Platform (s): Microsoft Window

Definition Synopsis:

definition-100011.xml output.log
Run_it.bat Raw_data.xml
Results.xml

o7


../../Nebraska%20cert/ovaldi/OvalDefinition-100011.xml
../../Nebraska%20cert/ovaldi/definition-100011.bat
../../Nebraska%20cert/ovaldi/definition-100011-data.xml
../../Nebraska%20cert/ovaldi/definition-100011-results.xml
../../Nebraska%20cert/ovaldi/ovaldi.log

Future Work

1. Write O\/Clchfeﬁniu’o ns.

2. Build an open source XCCDFeditor.

3. Build an open source XCC@Tintzgarerer.

4. Write XCC@T/OVEALforse curing JAVA web a}o}o[ications.
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‘Jljoacﬁe spe Cific tests

* Version_test”
— The version testis used to check the

Version o ‘A}oacﬁe nstalle cfsyswm. T
extends the stanc[arcfﬂésflf/ e as c{eﬁnecﬂ
in the oval-de finitionsschema and one
5ﬁoufcfreferw the ‘Jé)st‘i@ae cfescryoub?for
T0 1e irg%rmation. The recluirecfo@'ec

e le me ntreﬁz rences an a]oacﬁe_o Bje ctand.
e oyhbna[smw e[ementsyecyﬁ’es the-
data™to check. The evaluation oftﬁe testis
gw’cfecfﬁy the check attribute that is

nhe n’wafﬁom the ﬂé’st’ly]oe.
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ﬂncfejoe nde nt @eﬁniu’o .

jﬂm _test
famzf _testelementis usec[w cﬁecﬁ
amtg a certain 5 stem belo
This test asu:a[f allo ws the ﬁg (eve[,
5y5temty es (wmcfow unix, 10s, etc)w
¢ teste T e xtends tﬁe stamfar
‘fst’}yjae as c{eﬁnecfm the oval-de finitio ns-
5cﬁema and one sﬁoufafreferw e
jpe de scri }?fonﬁ)rmore irg'brmation.
reclumzc[o Jecte(ementre erences
ﬁmz@_ Ejectamftﬁe opﬂona staw
e(emem‘specﬁes tﬁe meé ta ata w c ec

The evaluation of the wstzsg 1}{5 the
che ck attribute that is inhe ri c[ om e

Tsthjpe.
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j%mcfs_rest’

o “The ﬁfe mds testis used to check the
s associated with a {pecg’i’ec[ﬁfe. Jng
extends the standard T e as
cfeﬁnecfin the ovaﬁc{eﬁniﬁo hs-sche ma
and one sﬁoufc[referw the ’lé)st"}yjoed
cfescrﬁotﬂonﬁarmare inﬁ)rmation. The-
f‘ecluirec[oﬁjecte&zmentreﬁzrences a
j%mcfs_oﬁjectancftﬁe oytionafsmw
e[émentg}oecg’%es the mdg to check.
The evaluation oftﬁe testis m’cfecfb'%
e check attribiite that is inﬁe rite d.

ﬁom the ’le?st"lﬁpe.”
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Linux: 0@9 ﬁg info _test”

’J‘He c[ k mo testis used to check
n orma i fora given DPKG
cﬁage extenafs the standard.
esﬂyye as cfeﬁneafm the ovals
de firittionssché ma and one should.
zferto the ’le?st".}y cfescrjouonfor
10 1e mﬁ)rmauon The reqmrea[oﬁject’
e[émentre erences a c@oﬁgmfo oﬁject’
cmcftﬁe étwnafsmte e&zmentgpecz es
tle data to check. The evaluation o

e testis guwfeofﬁ the check attribute
tatis inhe mchﬁom the ﬂ?s@ye
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ine tliste m’ng servers_test

o “The inet[isrening servers testis used to check
\A/ﬁatayy(ications are [istening on the
Jetwotk. ‘Tis genem@ using tﬁe}oarsecﬂ
o utput o f mnning the command ne tstat’
fuwﬁljae with root]orivife ¢. Textends the
stanc{arafﬂésflyjae as defined in the ovals
cfeﬁniﬁo nsschema and one Sﬁou[c[referw
the ‘Jé)st‘lype c[escryonbnﬁ?rmore inﬁ)rmation.

The requirecfcﬁj’ectefementreferences arn
ne tfisteningse Ve rs_o Bje ct and the oFZoﬁo nal_
state e[ements’pecgﬁ’es ¢ data to check. The
evaluation oftﬁe wstisguﬁecfﬁy the check

ﬁom e ’Jé)st’}y}oe.”
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P minfo _test”

€«

};}om info testis used to check the
eow[erm ifo rmation for a given

ac age T extends the standard.
esthype as cfeﬁneafm the ovals

de firittionssché ma and one should.
zferto the ’1?513".}? cfescrjouonfor
TiD 1e mﬁ)rmauon The reqmrea[oﬁject’
e[émentre erences a mmmﬁ) object’
ancftﬁe étwna[smw e&zmem‘gpecz es

tle data to check. The evaluation o
te testis guwfeofﬁ the check attribute
~tat is inhe mchﬁom the ﬂ?s@ye ”
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OS X:acco untinfo _test’

= “’Useraccountinformatiom
(fuemame, uid, gﬁ, etc.) See

%tin[ﬂ) (5)fo rﬁefc[info rmatio n,

Tutl (1)forre trieving it. We may_

wed/wantto add in data

¢ le me ntsfortﬁings [fke-

authe ntic atio n_autho m’ty,

gene rate duid, mcx_se tbings

(estricted account se ttings”
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ine tliste m’ng servers_test

* “This wst’sywyoose is gene m[fl
ased to check gca]orogmm s
[i’stzning on the network, eitﬁerfor'
a new connections orasyartof
an ongoing connection. ‘kis
genem@ syeaﬁing the Joa*rsecﬂ
o utput o f running the command.
TJe tstat -tuwfnjoe with root

‘]O/ivi[e ge. ?

66



OS X: nvram_test”

o “This wstjou[fs ofamﬁom the

‘“wram jo’ 0 utp ut. ?
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PO [icy_wSt’

o “This wst]ou[fs ofataﬁom the
‘f]owjooficy gegooficy’ ozg)ut The-

acmaf\/afuesgetswre unde r
/\/ar/cfﬁ/neﬁnﬁ/[ocaf.m’c{ﬁ/in L
Stove.# file. % this tzstacma[f%
weded, or can the thﬁfeJ

contenttest be used instead?”
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aAcCcCo untmfo _test”

= “’Useraccountinformatiom
(fuemame, uid, gﬁ, etc.) See

%tin[ﬂ) (5)fo rﬁefc[info rmatio n,

Tutl (1)forre trieving it. We may_

wed/wantto add in data

¢ le me ntsfortﬁings [fke-

authe ntic atio n_autho rity,

gene rate duid, mcx_se tbings

(estricted account se th’ngs).”
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So laris: isainfo _test”

“The isairgco test reve als irg%rmaﬁon about the
instruction set architectures. This information
can be rem’evecfﬁy the isairg% command. T

extends the standard Qé)st".@oe as c{eﬁnec{im
tie ova[deﬁniﬁons-scﬁe ma and one should.
fnferw the ﬂé’st’]j]oe cfescrﬁatﬁonformoreJ
irformatlbn. The requirecfoﬁjecte[ement’
f“efe rences an isairgco_o Eje ctand the optfonaﬂ
state element specifies the metadata to check.
The evaluation oftﬁe testis guﬂecfﬁ e
che ck attribute that is inhe ritufﬁom t%eJ

ﬂ?s@ye.”
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jazcﬁage_‘wst’

“The ]oacﬁage testis used to check
irfo rimation associated with c@’ﬁ(e re nt”
f}acéages mstalled on the system. The-
nformation used by this testis modeled after
/usr/ﬁin/yégino command. & extends
tle standard T s e as c[eﬁnea[in the ovals
cfeﬁniﬁo nsschema and one Sﬁou[c[referw
the ‘Jé)st‘lype c[escryonbnﬁ?rmore inﬁ)rmation.
The requirecfc?’ectefementreferences arn
e td_o jectan the o]otfonafstare ¢ le me nt
specifies the informaubnw check. The
evaluation oftﬁe wstisguﬁecfﬁy the check

attribute that is inhe rite ﬁom e ’Jé)st’}y}oe.”
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mic h_test

“The ]oatcﬁ testis used to check iry"brmatiom
associated with cfﬁé re nt]oatcﬁes mstalled on
the system. The irformation Being tested is
base cf&ﬁftﬁe /usr/ﬁin/sﬁowrev 9 command.
& extends the stana[an[’lé’st".lg e as cfeﬁnea[im
the ova[{[eﬁnitions-scﬁe ma and one should.
f'eferw the ‘Jé)sﬁj}oe cfescrﬁoﬁonﬁwmore-)
irg%rmaﬁon. The recluirec[oﬁjecte[ement’
f“efe rences an inetd_o 6je ct and the oyu’onaﬂ
state elements ecfﬁ’es the irg‘ormationtv
check. The evaluation oftﬁe test is uicfecfﬁl
~tle check attribute that is inhe rited from the-

’Jé’st’ly]oe.”
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UNIX: file _test”

“The ﬁfe testis used to check metadata
associated with UNIX file s, oftﬁe sort’
f'etumeafﬁy either anls command, stat’

Co mmamforstat() system call *extends the
stanc{arcfﬂésflyjae as cfeﬁ’nea[in the oval
Jeﬁniﬂb nsschema and one sﬁouﬂreferw
the ‘Jé)st’lyjoe c[escryotionformore irg%rmation.
The requirecfo%ecte[ementreferences (L
j%_o ectand the oytfona[stare ¢ le ment”
syecﬁes the metadata to check. The
evaluation oftﬁe testis m’cfec[ﬁytﬁe check
attribute that is inhe n’regﬁom e ﬂé)sﬂyye.”
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metd_test

* “The inetd testis used to check
*info rmation associated with drg%m nt”
Tternet services. Textends the
standard ‘1255@ e as afeﬁnecfm the

ovafdeﬁntm ns-scﬁe ma ancfone SﬁO M[CL
"'Ej'/eT'ﬁ? tﬁe Qé)St'j}? € C{QSC?’ ﬂOTLﬁ)?’

1o 1e inﬁ)rmation mrea[oﬁ ect’

e[émentreferences an me

and the opﬁona[smt‘e e&zmentgpecyges
mformaﬂon to check.

evaliation of the testis guided by the-
check atmﬁute that is i %e mzchﬁom

T sthype.”
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nte Ucace _test”

“The immface test e nume rate various
attributes about the interfaces on a sj'gst?m. T

extends the standard Ué)st"}f/}oe as defined in_
the ova[d'eﬁniﬁons-scﬁe ma and one should.
ferto the ﬂZs@ye cfescryanbnformore—)
ir}fomaubn. The requirecfo jecte[ement’
f“efe rences an immface_o Eje ctand the
optiona[stare efement;%;cﬁes the interface
’rg%rmatzbn to check. evaluation of the
testis (qm’cfecfﬁy the check attribute that is
mhe ritu{fmm the Ué’st’.@oe.”
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ASSWO rd_test

“The }oassworc[wst is used to check metadata
assocCiated with the W@Cpasswo Tc[ﬁ&z, 0

the sortretumec[ﬁy ejoasswc[comman N
extends the standan Qé)st".@oe as c{eﬁneo{im
tie ova[deﬁniﬁons-scﬁe ma and one should.
fnferw the ﬂé’st’]j]oe cfescrﬁatﬁonformoreJ
irformatlbn. The requirecfoﬁjecte[ement’
f“efe rences a}oassworc[_o Eje ctand the
o]otl’ona[staw e(ements]oeci’ s the metadata
t0 check. The evaluation of the testis guide d.
g%tﬁe check attribute that’s mhe rited from.

‘Jéjst'ly]oe.”
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poce ss_test”

€«

frocess testis used to check imformation
und in the W@Cymcesses. T is equiva[em"

lUJOCH’Siﬂg tﬁe output JOS commancf. T

of the
extends the standgajrd' ﬂgsﬂyye as c[eﬁ’necfim
tie ova[deﬁniﬁons-scﬁe ma and one should.
fnferw the ﬂé’st’]j]oe cfescrﬁatﬁonformoreJ
irformatlbn. The requirecfoﬁjecte[ement’
f“efe rences a}orocess_otﬁﬁje ctand the opu’onaﬂ
state efemem‘speci e s e Process
irg%rmatfonw check. The evaluation oftﬁe—)

testis gm’efec[ﬁy the check attribute that is
inﬁeriwc{fmm e ﬂé’st’l@oe.”
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wmleve [ test

“The runleve [ testis used to check irformation_,
aboutwhich runleve [5}9@ cg‘i’eafse rvice are’
scheduled to existat. “Formore irgormation_,
see the ougf)utgenemwcfﬁy a chkconfig ist.
& e xtends the stanc[arcfﬂést’ﬁj}oe as define d
i the oval-de finitionssche ma and one should.
f“eferw the est?y}oe cfescryotionﬁ)rmore-)
irg%rmaﬁon. The recluirec[oﬁjectefement’
f‘eferences a runlevel_objectand the oytionaﬂ
state e[ementsyecgﬁ’es the data to check. The
evaluation oftﬁe testis m’cfec[ﬁytﬁe check
attribute that is inhe n’regﬁom e ﬂé)sﬂyye.”
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5ﬁcw[o w_test

o “The shadow testis used to check mformation

from the /etc/sﬁacfowﬁfe ﬁ)ra spe cgcic user.
’sﬁfe contains a user’s password, but also

ft@ir}oassworc[agirg and lockout
mformation. *extends the standard ’Jé)stﬂyye—)
as c[eﬁnea[in the oval-de finitionssche ma an
0 ne sﬁoufc[reﬁzrw the est’lf/]oe cfescrﬁoﬁom
jgrmore mformation. The v uirec[oﬁject’
elementreferences an inetd_o biect and the
o]otionafstaw e&amenté%;cg%s the-
ir}formatzbnw check. evaluation oftﬁeJ
testis gw’decfﬁy the check attribute that is
inﬁeriwc{ﬁom e ‘Jé’st’lype.”
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mame _test

“The uname testreveals information about the

hardware the mac ﬁme is funning omn. This info rmatio 1.

is the Joarsea[e uiva ento uname . %rexamy[e

“Linux quarﬁ 2.6.5-7.108e auﬁ“#l Wec[?lu 25

1 :34:40 ’UTC2004 1686 168 386? nux” or

rwm ﬂé)stﬂ-ﬁ)st7 7.0 Darwin Kernel Version 7.7.0:

Sun 67 16:06:51 CPST2004, rootxnu/xnu:

517.09. 5 0 ~1 GEE[ELSQ:LCPPC %Werﬂ\/lacmwsh

7vwe1:pc Cltextmw[s the standard ‘&'s ﬁy jpe as e nec{;

in the ovaf{[eﬁnmonsscﬁe ma and one should refer to
c[escryﬂonformore mformauon

“E urre oﬁﬁ;ecte[émentreﬁerences a uname oﬁject’
nal state elements em e s the metacfata_,

w cﬁec evaﬁmuono e wstzs uwfe

check atmﬁuw that is inhe muf om tﬁg

80



Wina[ows: accessto Ee n_test

e “The access token testis used to check the
f]crollgemkzs ofa Windows’ access token as
Well as incfivﬂua[}orivifeges an ﬂg hts

associated with it. T extends the standard.

ﬂé’sti@oe as cfeﬁnecffn the ova[ﬂc{g{?niub ns-
schema and one sﬁoufafreferw e ﬂé’stﬂy]ae#
ofescryaﬂbnﬁ)rmore i‘ry"brmation The-
f“ecluirec[oﬁjecte[ementreferences an

acce sstoken_o Eje ct and the oyu’o nal state

e(ementsyecgﬁ’es the data to check. The
evaluation oftﬁe testis m’cfec[ﬁytﬁe check
attribute that is inhe n’regﬁom e ﬂé)sﬂyye.”
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active dire cwry_rest’

“The active dire ctory testis used to check
irformatlbn about specific entries in active
dire ctory. ﬂtextzn5£ the stancfarcfﬂésflype as
o{eﬁnecft’n the ova@cfeﬁniﬂb nsschema an

0 ne sﬁoufc[referw the ﬂé’sﬂ?ye cfescrﬁot{om
jgrmore mformation. The re uirecfoﬁject’
elementreferences an active jire ctony_object
and the o]otiomfstaw e[ementspecz’ s the
metadata to check. The evaluation oftﬁe test”
is uif,{ecfﬁy the check attribute thatis

mhe rited from the ‘Jéjst’.lyjoe.”

82



auditeve ntpo ficy_w st

“The audit eve nt oﬁ’cy testis used to check
o@’ﬁ%ranﬂypes ofpevents the system should.
audit. T éxtends the stancfarc%{‘lé)st".l}?}oe as
o{eﬁnecft’n the ova@cfeﬁniﬂb nsschema and.
0 ne sﬁoufc[referw the ﬂé’sﬂ?ye cfescrﬁot{om
jgrmore mformation. The requirecfoﬁject’
elementreferences a aucfiw\/engooﬁk: “object
and the optiona[state e[ementspeci’ S rt%e—f
metadata to check. The evaluation oftﬁe test”

is uif,{ecfﬁy the check attribute thatis
n eritu{fmm e ‘Jéjst’.lyjoe.”
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Wincfows:ﬁﬂe _test”

“The ﬁfe testis used to check metadata
associated with Windows files. ‘1
extends the standard s e as
cfeﬁnecfin the ovaﬁc{eﬁniﬁo hs-sche ma
and one sﬁoufc[referw the ’lé)st"}y}oeJ
cfescrjanonﬁ)rmore mﬁ)rmauon The-
f‘eclunfec[oﬁjecte&zmentreﬁzrences a

ectanc{tﬁe opﬂona[staw
e[ément em s the metadata to
check eva uatwnoftﬁe testis
guwfecfﬁ the check attribute thatis
mhe mch from the T st’lyye ”
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j‘i@ audite 0@9 e rmissions_test’

* “The file aucfitjoe rmissions test is used to

he ck the amﬁt}oe rmissions associated with
ﬁ/\/incfowsﬁfes. Ttextends the standard.
‘Jéjsﬂyjae as cfeﬁnec[in the ova(dg{inmb ns-
schema and one sﬁou[c[referw e ‘Jé)sﬂgjoe-)
Jescrﬁoﬁonformore information. The-
f“ecluirec[oﬁjecte[ementreferences L
jﬁ’e auc[itec[}oe Ymissio ns_o ﬁje ct and the

o]otwna[staw e(ements]oeci’ s the metadata
to check. The evaluation of the testis guide d_

by the check attribute thatTs inhe rited from.
1% ‘Jéjst'ly]oe.”
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e ffe ctive rig hts_te st
Tlee ffectiverig

o “The file eﬁ%cu’ve ri’gﬁts testis used to check
e ffe ctive 1’1’g hts associated with Windows
es.” Note that the trustee’s e ffective access
f“fgﬁts are the access rigﬁts that the AC
Tants to the trustee or to any groups o
hich the trustee is a member.
jﬁ’ée e ctive rig hits_test e le me nt e xtends the-
Stan ard T s jpe as cfeﬁnec[in the ovals
cfeﬁniﬂb nsschéma and one sﬁou[c[reﬁrw
g ﬂé’st‘lﬁ e d'escryotionﬁ)rmore irﬁrmanbn.
The recluirecfoﬁjecte[ementreferences e
j%eﬁ%cﬁver’ ﬁts_oﬁjectancftﬁe opﬁonaﬂ
Statz elements ecg‘:ies the metaddata to check.
The evaluation oftﬁe testis gw’ofec[ﬁ the
che ck attribute that is inhe ritecfﬁom t%e—f

»
e st’Jg]oe . 86




gro uja_‘w st

¢ “The group testallows the a@’ﬁ%rent’
asers thatbelong to syecﬁc groups be
tested. Textends the standar
‘Jé)st‘}yye as cfeﬁneaft’n the ovals
de firittionssché ma and one should.
2ferto the Es e ofescryotionﬁ)r
1o 1e inﬁ)rmation. The recluirea[oﬁfject’
e[émentreferences a group_o 6jec and.
e optionafsmw e&zmentgpecﬁes the
e tadata to check. The evaluation of

e testis guic{eofﬁy the check attribiite
tatis inhe ritchﬁom the ’155@}96.”
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nte Ucace _test”

“The immface test e nume rate various
attributes about the interfaces on a sj'gst?m. T

extends the standard Ué)st"}f/}oe as defined in_
the ova[d'eﬁniﬁons-scﬁe ma and one should.
ferto the ﬂZs@ye cfescryanbnformore—)
ir}fomaubn. The requirecfo jecte[ement’
f“efe rences an immface_o Eje ctand the
optiona[stare efement;%;cﬁes the interface
’rg%rmatzbn to check. evaluation of the
testis (qm’cfecfﬁy the check attribute that is
mhe ritu{fmm the Ué’st’.@oe.”
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[o cko utjoo[icy_‘wst’

“The [ock/outjooficy test e nume rates vario us
attributes asso ciated with lockout irgcormatiom
351/ USers anc[g[oﬁa[groups in the se curitl_
database. Textends the stancfanfﬂé)sﬂy}oe—)
as cfeﬁneafin the oval-de finitionssche ma and.
0 ne sﬁou[c[referw the est’lyjae cfescrgou’on_,
’}IJ’TTHOTQ nformation. The requirecfoﬁjecr’
elementreferences a [ocﬁougooficy_o ject’
and the o]otl’ona[staw e(ements]oeci’ S the
metadata to check. The evaluation oftﬁe test”
is m’dec[ﬁy the check attribute thatis

mhe rited from the ﬂé’st’l@oe.”

89



metabase _test

“The metabase testis used to check

n ormatlbr;hfoum[in the Windows metabase.
Textends the stancfarc[‘lé)sﬂyjoe as defined in_
the ova[d'eﬁniﬁons-scﬁe ma and one should.
ferto the ﬂZs@ye cfescryanbnformore—)
ir}fomaubn. The recluireofoﬁjecte[ement’
f“eferences a metabase _o Eje ctand the
optiona[stare efementspeci’ s the metadata
to check. The evaluation of the testis guide d_
Eﬂ\étﬁe check attribute that’s mhe rited from.

‘Jéjst’.@oe.”
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TJASSW O rc@ao ficy_w st”

“The Joasswon[yoﬁc test is usec[w cﬁecﬁdpem C
’]ﬁD[lC associated w asswords. Texten
Stan arc[‘]é’st‘lyye as ﬁnecfm the ovaﬁcfe nitio ns-
schema and oTie sﬁou[cfreferw the ‘Jé)stilyjoed
c[escryaﬂonformore mformauon The e clmred'oﬁ ect”
elementreferences ayasswora@oofic _object and the
optional state efementsyecﬁes the metacfata to check.
evaluation oftﬁe test is guicfeafﬁ the check
attribute that is fithe riwdﬁom the T s e.”

“NO TE This inﬁrmation is stored in the SAM or Active
’recwry butis enc }owcfor hidden so the

,—rhg l?StClTlC[OlC vecfirecwry_testare OfﬂO use. {
Scan 66

gurec[out, tﬁen tﬁe }?CLSSWO 1’6[_}90 (My tes

is notnee 6
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g rt_test

“The }oortwstis used to check iry"brmatiom
about the available ports on a Windows
system. ‘Textends tﬁe stancfarcf"_lé)stfly}oe as
eﬁneo[in the ova@cfeﬁniﬂb nsschema an
0 ne sﬁou[c[referw the ﬂé’sﬂ?ye cfescrﬁot{om
jgrmore info rmatio n. recluirecfoﬁject’
elementreferences a]oort_oﬁjectamftﬁe-)
optiona[stare efementé%zci s the port
irgcormaubnw check. evaluation oftﬁe—)
testis (qm’cfecfﬁy the check attribute that is
mhe ritu{fmm the Ué’st’.@oe.”
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poce ss_test”

€«

rocess testis used to check i;%formaﬁom
uncft’n the Windows processes. ‘Fextends
the stamfarc[‘lé)sﬂf/}oe as c[eﬁnecfin the ovals
o{eﬁniﬁo nsschema and one sﬁou(o{referw
tie flé)st’ly]oe cfescrﬁotﬂonﬁwmare mformation.
The recluirec{oﬁjecte[ementreferences (L
Jrocess_o Eje ctand the o]oa’onafstaw ¢ le ment”
S ecﬁes the process i‘ry%rmationtv check.
evaluation of the tmtisgm’cfeo[ﬁy the-
che ck attribute that is inhe mu{fmm e

ﬂé’stﬂy]ae.”
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4 istry_w st

“The regisu"y testis used to check metadata

associated with Windows regisﬂy key. T
extends the standard ‘& st".if/}oe as e%neaf i

the ova[d'eﬁniﬁons-scﬁe ma and one should.
%ferw the ﬂZs@ye cfescryanbnformore—)
ir}fomaubn. The recluireofoﬁjecte[ement’
f“eferences a re(gis _otﬁ]’ectamftﬁe opa’onaﬂ
state efement.yoectﬁ%s e registry data to
check. The evaluation oftﬁe testis m’cfecfﬁl
~the check attribute that is inhe rited from the-

ﬂé’stﬂy]ae.”
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4 ke yaucf ite 0@9 ermissions_test

o “The regisn’y éey aucfiwc[}oe rmissions testis
~sed to check the aucfit]oermissions

associated with Windows regisu"y keys. T
extends the standard ‘& sﬂyjoe as eﬁneo{ M

tie ova[deﬁniﬁons-scﬁe ma and one should.
fyferw the ﬂé’sﬂjye cfescrﬁatﬁonformored
irg%rmaﬂbn. The requirecfoﬁjecte[ement’
f“efe rences d

EY Eeyaucfitu[}oe Ymissio ns_o Bje ct and the
o]otionafstaw ¢lementspecifies the metadata
t0 check. The evaluation of the testis guide d.
%tﬁe check attribute that’s mhe rited from.

’Jé’st’ly]oe.”
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(g ke ye ﬁ(e ctive 1’15 hts_test”

“’J'He reg 15 %/e ectwe rgﬁts testis used to check
eﬁ% ctwe rig fits“asso ciated with Wz’ncfowsﬁfes.
tﬁattﬁe uswe 's effective access r@ﬁts are the
access r hts that the 7[ Lgmnts to the trustee or to
SO w zcﬁ ¢ trustee is a member,
féctwewg ts_test e le me nt e xtends the-
stan ar e as eﬁnec[m the ova[ffeﬁmuons-
schema cmc[one sﬁou[cfreferw the ’Jé)stﬂyyeJ
cfescryatwnformore mﬁ)rmauon The e clumza[oﬁjecf
e[ementreferences a regéeyeﬁ%cmergﬁts oﬁjectamﬂ
optional state element specifies the metadata to
check. The evaluation of the testis (guwfed'E the-
Cﬁecﬁ attribute thatis in enwc[ﬁom the T s ye.”
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51’5[_1? st

“The sid testis used to cﬁecﬁproyemes
associated with the s ecy’iecf sid. 1T
extends the standar Qé’sf}yye as
cfeﬁnecfin the ovaﬁc{eﬁniﬁo hs-sche ma
and one sﬁoufc[referw the ’Jé)st"}y}oed
escr}monﬁ)rmore mﬁ)rmauon The-
f‘e#mrec[oﬁ ecte&zmentreﬁzrences a
ectanaftﬁe oyuona[staw
e ement em ies the metadata to
check eva uatwnoftﬁe testis
guwfecfﬁ the check attribute thatis
mhe mch from the T st’lyye ”
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ser_test

“The user testis used to check

info rmatio nfaﬁo ut Windows users. I
extends the stanc{arJQZS@ye as
cfeﬁnecfin the ovaﬁc{eﬁniﬁo hs-sche ma
and one sﬁoufc[referw the ’Jé)st"}yyeJ
cfescr}mon 01 more mﬁ)rmauon The-
4 uire d ob ecte&zmentreﬁzrences a
f‘wer of]ec and the opﬂonafstaw
e[émen em e s the metadata to
check evaluation oftﬁe testis

guwfecfﬁ the check attiibute that is
inhe mch from the T st’lyye ”
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Vo lume _te st

“The vo lume testis used to check information.
aﬁoutc@ﬁ%rentswmge vo[umesfourw[on (L
Windows system. textends the standard.
‘Jéjsﬂyjae as cfeﬁnec[in the ova&%{iniﬂb ns-
schema and one sﬁou[c{referw e ‘Jé)sﬂyye—)
Jescrﬁoﬁonﬁ)rmore i@ﬁ)rmau’on. The-

T uirec[oﬁjecte[emem‘references L
\/ocfume_o je ct and the o]ou’ona(staw ¢ le ment”
syecﬁes the metadata to check. The
evaluation oftﬁe testis ui’cfecfﬁy the check
attribute that is inhe m’tegﬁom e ﬂé)sﬂgjﬁe.”
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‘Wmi_test’

“The wmi testis used to check
ijr@{f)rmaﬁon access Ey WM &extends
standard ‘Jé)st‘?y}oe as c[eﬁnea[in the
oval-de finitionsschema and one should.
f‘eﬁzrw the ’lé’st".@oe cfescrﬁotﬂonﬁr
more mformation. The recluirecfoﬁjecr’
¢ le me m‘reﬁz rences a wmi_o Bje ct and.
e opu’onafstaw eﬂementspecfﬁes the
metadata to check. The evaluation o
e testis guiafecfﬁy the check attribute
~Hat is inﬁeritzc[ﬁom e ‘Jé’st‘ly}oe.”
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Wmi- Windows manage me nt”
info rmatio 1.

s Wmic - command [ine version

101



Advertisement for OVALtools.org’s
OVALdsl

* ADSL - Domain Specific Language makes
tasks in a given domain easier....

* We will soon release a DSL tool for OVAL and
XCCDF.

* Here’s an example:
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He (lo World in O VAL

From MITRE’s
OVAL Definition
Tutorial

http://tinyurl.co

m/k5hh2

XML is good for programs
& programmers

This is great Smart
interoperable data

This 1s not good for subject
matter experts!

Line counts:

31 in XML

10 1n our DSL

OVALdsl can be generated
from OVAL XML

OVAL XML can be
generated from OVAL dsl

<oval_definitions>

<definitions>

<definition id="oval:org.mitre.oval:obj:1">
<metadata>

<title>Hello World Example</title>

<description> This definition is used to introduce the OVAL
Language to individuals interested in writing OVAL Content.
</description>

</metadata>
<criteria>

<criterion test ref="oval:org.mitre.oval:tst:1" comment="the
value of the registry key equals Hello World"/>

</criteria>

</definition>

</definitions>

<tests>

<object object ref="oval:org.mitre.oval:obj:1"/>
<state state_ref="oval:org.mitre.oval:ste:1"/>
</registry_test>

</tests>

<objects>

<registry object id="oval:org.mitre.oval:obj:1">
<hive>HKEY LOCAL MACHINE</hive>
<key>SOFTWARE\oval</key>
<name>example</name>

</registry_object>

</objects>

<states>

<registry_state id="oval:org.mitre.oval:ste:1">
<value>Hello World</value>
</registry_state>

</states>

</oval definitions>
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He llo World ina DSLfor OVAL

def d = new T (“vulne mﬁzﬁt’y”)
d.title = “He (lo orJEcam]oe
c[Jescr]onon =

€9

This cfeﬁmﬂon is used to introduce the O VAL

language-

to individuals interested in writing O VAL

ggm@m‘

def += d.criteria (“AND, ”Soﬁwareﬁ

Section”);

~tco mme nt="the value oftﬁe registry ﬁe%

equal 5 fHéﬂb Wo r[c[

10. %& gec hive : "HKEY LOC‘AL_M?[C
7 ‘A‘}{E\\om[ name. e xa

% T[C[”) tre g istry_state (value :"He [lo oa

) - - - -

PN O N AWNE

'O



Blank spaces im}orove re acfaﬁiﬂy....

def d = new f)efn(“vu[rw mﬁi[i‘gy”);

d.title = “He (lo Wor[c[fEmmJofe ;

d.de scrﬁon’on =

This ofeﬁniu’on is used to introduce the O VAL fan uage
to mdividuals interested in wm’tmg O VAL Content.

«“””,

def = d.crite ria (“AND’ ”Soﬁware Section”);
fco mment="the value of the vegistry ke egua[s He (o World”;
tregistry_o bje ct{hive : "HKEY_IO CAL MACHINE,

kéy:"SO FIWARE \ oval’,

TJame:”e xam}o&a ?

fi:eg istry_state (value P He (o Wo Hd”);
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rosoft Internet Explorer

Eil= Edit Wisw Fawvaorites Tools Help

Qe - - [x]1 & oS

address I@ http: ffovaltaols.argf

OVALTools.org

Please join our announce list: Free talks, tools,
tutorials, and no giving vour email address
away to anyone!

Subscribe to VAT tools anmounce

GO L)g!ire iE’maﬂ: Subscribe ||

Browse Archives at groups.seogle. com

Please come to our Wednesday 9 August 2006 talks at NEbraskaCERT's Annual conference Aungust
810, 2006.

First talk: Sam - 10:15am Wednesday 2 August 2006 -- The bright future of the Extensible Confisguration Checklist
Description Format {(XCCODF) and its friends - Payne, vlatt

= Zlides are here: HeoodiCertConfZ2006Tallc. ot (7,304 704 bytes)

The Extensible Configuration Checldist D'escription Format (20O CDFY and associated standards and tools are part of a growing
movement. Thizs movement of sermi automation and vendor neutral inter-operakle smart data will positively impact many security
professionals in the nesxt few yvears. Early adopters will help shape the mowvement and have more to gain than thoese that become
mvolved later. Get on the bandwagon early for a good seat.

This talk 15 targeted at a mult-lewel audience. There will be something for seasoned securnty professionals, people new to T4, and
those whe have worlkced wath 20 CDF or Open Vulnerability and Assessment Language (OWVAT) before.

This tall will cover basics of HOCDFEF &S OWATL, mtroductery and advanced use cases of these standards, and discuss upcornung
developments in the ZCOCDFE & OWAT. communities.

Here's a silent mowvie of a (hdatter. org based browserfediter for CWE -- the Convmon Wealtness Emumeration. This is a super

R T T = T S TR " B RPN Toa e P & S S s T S T S & T e T R O, 5 e, I s B s ]

=

I_ I_ I@ I_ |e Inkernek
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W hat's next?

* Questions? - e-mail us:
- faym @ Matthayne.org_
— ‘Jason Smith®: jaso n.tﬁefhsﬁ@gmai[conb

* Signup o1 the new &’improvechVAL

“tito ria
— glc[c[yo urse ,(fw the announce ment e mail [ist
at’'OVALtools.org

— The next tutorial wnll:
* beina lab setting at UNO

* Include use of the OVA Ltools OVA Ldsl
* And many other fun things!
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