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Introduction

- Intrusion Detection

- Network Forensics

Logging Sources

Log Integrity and Time Sensitivity
- Acquisition

- Transmission

- Collection

- Storage

Log and Event Normalization
- Classification

- Thresholds

Network logging via syslog-ng
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* Intoduction
- Security Now!

Event Correlation - finding relationships
between two or more log entries
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* Intrusion Detection
- Provide an additional layer of security that
notifies when potential attack signatures are
happening on your network

* Network Forensics
- Investigating digital evidence for use in
criminal proceedings
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* Network Forensics Tools

- Ethereal / Wireshark $$
- TCPDump $
- NetIntercept $$$$$%
- NetDetector $$$$$%
- TCPFlow $
- Snort $
- Impost %)

Even with the best of maps and instruments, we can never
fully chart our journeys. ~@Gail Pool
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* Logging Sources
- Anti-malware software
- IDS / IPS
- Remote Access
- Web Proxy
- Vulnerability Management
- Authentication
- Routers Firewalls
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* Logging Sources
- Anti-malware example

8/3/2007 4:58:52 PM SYSTEM 1748 VRDB
(Virus Recovery Database) generation was
successfully completed.
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* Logging Sources
- IDS example:

[**] [119:2:1] http_inspect: DOUBLE DECODING ATTACK [**]

[Classification: Unknown] [Priority: 3]

Event ID: 17 Event Reference: 17

08/30/06-02:37:00.540541 68.15.239.23:2642 -> 216.52.17.134:80

TCP TTL:127 TOS:0x0 ID:37993 IpLen:20 DgmLen:196 DF

rxAP*** Seq: OX5EB5C918 Ack: 0x72BBC708 Win: OXFFFF TcpLen: 20
7565 3B 20 73 5F 73 71 3D 61 70 70 6C 65 73 75 ue; s_sq=applesu
70 65 72 67 6C 6F 62 61 6C 25 33 44 25 32 3532  perglobal%3D%252
36 70 69 64 25 32 353344 41 70 70 6C 65 25 32  6pid%253DApple%?2
3532 3532302532353235323855532532 52520%252528US%?2
353235323925323532367069 64 74 2532 52529%2526pidt%2
353344 31 25 32 35 32 36 6F 69 64 25 32 3533 53D1%25260id%253
44 68 74 74 70 25 32 3532 35 33 41 2F 2F 77 77  Dhttp%25253A//ww
77 2E 61 70 70 6C 65 2E 63 6F 6D 2F 69 70 6F 64  w.apple.com/ipod

2F 61 64 73 2F 64 79 6C 61 6E 2F 25 32 35 32 36  /ads/dylan/%2526

6F 74 25 32 35 33 44 41 OD OA 0D OA ot%253DA....
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* Logging Sources
- Web Proxy example:

1186364358.358 2 192.168.0.21
TCP_NEGATIVE_HIT/404 345 GET
http://i.i.com.com/cnwk.1d/css/ssa/7_site/3_e
dition-2001_pageType.css - NONE/- text/css



Reassembling the Onion: Event and Log Correlation

* Logging Sources
- Firewall example:

Aug 4 17:45:09 192.168.0.1 Aug 04 2007/
17:50:46: %PIX-4-106023: Deny tcp src
outside:67.108.68.62/8080 dst
inside:firewall/23168 by access-group
"outside”
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* Syslog-ng - embodies the next generation of
logging systems, and is the first truly flexible and
scalable system logging application
- Availability
— Wlde range of operating systems

-lexible source configurations

exible destination options

exible filter capabilities

http://www.balabit.com
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* Types of logged information
- Client requests and server responses
- Account information
- Usage information
- Significant operational actions
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* Compliance logging
- Federal Information Security Management Act
- Gramm-Leach-Bliley Act (GLBA)
- Health Insurance Portability Accountability Act
- Sarbanes-Oxley (SOX)
- Payment Card Industry Data Security Standard
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* Log storage
- Multiple log sources
- Inconsistent log content
- Inconsistent timestamps
- Inconsistent log format
- Volume
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* Log security
- Limit access to log files and sources
- Avoid recording unneeded sensitive information
- Secure archived logs
- Secure the processes that generate logs
- Configure robust logging processes
- Secure log transport
- Consistent reliable time sources
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°* Log Analysis
- Meaningful information
- Drawing conclusions

The superior man, when resting in safety, does not forget that danger may come.
When in a state of security he does not forget the possibility of ruin. When all is
orderly, he does not forget that disorder may come. Thus his person 1s not
endangered, and his States and all their clans are preserved.

Confucius (551 BC - 479 BC)
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* Prioritizing log data
- Log type

Aug 12 17:26:51 omega mysqld[1040]: Version:
'4.0.24_Debian-10sarge2-log' socket:
'/var/run/mysqld/mysqgld.sock' port: 3306 Source
distribution

Event Type: Information
Event Source: SecurityCenter
Event Category: None

Event ID: 1800

Date: 7/21/2007
Time: 3:49:16 PM
User: N/A

Computer: ABCD
Description: The Windows Security Center Service has started.
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* Prioritizing log data
- Log type
- Uniqueness

syslog:Aug 12 17:39:20 omega mysqld[1039]:
/usr/sbin/mysqld: ready for connections.

daemon.log:Aug 12 17:39:20 omega
mysqgld[1039]: /usr/sbin/mysqgld: ready for
connections.
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* Prioritizing log data
- Log type
- Unigqueness
- Log source

/usr/libexec/mysqgld: ready for connections.

Aug 12 17:39:20 omega mysqgld[1039]:
/usr/sbin/mysqld: ready for connections.
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* Prioritizing log data
- Log type
- Unigqueness
- Log source
- Source or destination in log

Aug 12 21:55:30 192.168.0.1 Aug 12 2007
21:55:30: %PIX-4-106023: Deny icmp src
outside:75.126.203.75 dst inside:firewall (type
0, code 0) by access-group "outside"
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* Prioritizing log data
- Log type
- Unigqueness
- Log source
- Source or destination in log
- Time of day or day of week

ClamAV update process started at Mon Apr 2
12:05:01 2007
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* Prioritizing log data
- Log type
- Unigqueness
- Log source
- Source or destination in log
- Time of day or day of week
- Frequency

Jun 16 23:45:36 pix last message repeated 37
times



Reassembling the Onion: Event and Log Correlation

Common attacks and associated log recognition

Attack
Firewall MNetflow P Auth

Dictionary
FTP-Write
Imap

Named

Pht

Sendmail
Xsnoop
Apache2
Back
Mailbomb
SYN Flood
Ping of Death
Process Table
Smurf
Udpstorm

*Abad, Christina, Univ of Illinois, NCSA
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Ideal Log Correlation Process

Unique
Views

Correlate
Filter/Mine

-
1]
=
w
=
=2
=)
<

New
Knowledge

*Abad, Christina, Univ of Illinois, NCSA
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Commercial Links:
Security Center
LogCaster
EventTracker
EventSentry

Open Links:
Toukon
Palantir
DAD
SNARE
OSSM


http://tenablesecurity.com/
http://rippletech.com/
http://prismmicrosys.com/
http://netikus.net/
http://sourceforge.net/projects/toukon
http://sourceforge.net/projects/lassie
http://sourceforge.net/projects/snare
http://sourceforge.net/projects/os-sim
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Bill Smith
Customer 5N: 10

SECURITDUCENTERY)

Vulnerabilities Events Scans Reporting Policies Users Assets Log Out

Events over Time

Select a tool:

| Time Summeary

Date Filter &) H0000 1

Time Frame:

120000

100000

Last & Days v|

Start Time
(MDD Y™ HH:MM: 5 5):

]

Asset Lists:

| - none selected — v|

CIDR or IF address{es):

[ ]
Port{s):

[comma separated):

I
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Bill Smith
Customer SN: 10
; Role: manager

Vulnerabilities Events Scans Reporting Policies Users Assels Log Out

Analysis Tools @ IDS Log Data Analysis

Select a tool: Ewvent Count 24-Hour Plot

MS-S0QL Worm propagation attempt OUTBOUND E_
e e I —
S R =
[iscormy matermes siverimement | v | — |
oowcomcoomenma | v | T=— = &
e [ w | e e a
e | w | B &
(oo [ a | B
T R
o emeom e | o | B
(oo [ o | ==
|| ae—
foremewne | o | Taaaa =
oo rmomeace oo [ 5 | T &
T N A
[ronr Denston vnreschoe commeneen | 2 | T a |
(e I R —

- | P

R S _-—

| correlated: |

Correlated:

Start Time [(HH:MM: 5 5}:

[ ]

End Time (HH:MM: 5 5}:

[ ]

Network Filter @

Asset Lists:

CIDR or IP address{es):

[

{comma separated):

Protocol{s):

Diirection:

Type Filter @




kare . TesiV ew | Nel Topslogy Disgram
| Vunsi Ps Gach I
[PorsiiPs Grash |

| Dstave: Mgt |

Router 12, 172.26.12 132
LOMFACTANS

Cropoint court: * B

TENABLE Router sourt: 2
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HOME - EVENTLOG - HEARTEEAT - TRACKING « DISK « PERFORMAMCE « FILE - SERVICES + INVENTORY -

<
Current Page: HOME = Computer Overview
Performance - lazt 24 hours

CPU - _Tatal
8

All pages in category: - Network Overview - Computer Overview - Daghboard -

6.0
450
2,10 e 4
1.5

o

System Memory - n/a
51

41.0
30.8

20.5
10.2

o

Disk Utilization - _Total

1
1.0
0.8
0.5
0.3

0

Processes

Date | Time
BI42007 5:24:05 PM
BI412007 2:01:55 PM
BH2007 9:39:32 PM
2007 6:35:47 PM
BIA2007 6:35:46 PM

Process
E wmipryge.exe
E waiwp.exe
E Wmipryse.exe
Bw miprvse exe
= helpsvc.exe
+Show More -Show Fewer
Most Recent Events

+Show More -Show Fewer

Username

WORKGROUPWEB4-ISS
WORKGROUPWEB4-IS3
WORKGROUPWEB4-ISS
WORKGROUPMWEB4-ISS
WORKGROUPWEB4-ISS

Logon ID
00, 0x3E7
0x0,0x3E7
0=0,0=3E7
0=0,0=3E7
0D 0=3E7

Summary
T Computer: WEB4-1IS ~
Registered Owner: Ingmar Koecher
CPU: Intel(R} Xeon(TH} CPU 3.20GHz
Memory: 255 Mb/ 4 Gb Capacity
05 Windows Server 2003 (5/2), Build 3790, Service Pack 2
Manufacturer | Model: ViWware, Inc. / Wihware Virtual Platform
Bios | Serial Number: 6.00 / VMWware-55 4d 9a d1 99 5d 59 85-31 ea ca B4 59
Services
Name Keyname  Startup  Status

Performance Logs and Alerts  SysmonLog Automatic Stopped

Recently Installed Applications

Status Hame

=iy

400 Installed Security Update for Windows Server 2003 (KB933854)

.*_J Ingtalled Security Update for Windows Media Player 6.4 (KBS25388)
5_} Instalied Security Update for Windows Server 2003 (KBS26122)
.-.J Installed Update for Windows Server 2003 (KBE936357)
+Show More -Show Fewer
Logged on Users =
Mo users currently logged on
Diskspace —
Total Space

Drive HName Type PercentFree
Ve 9.99 Gb

L= ol NTFS |IEsE

3.67 Gb

Total 3.67 Gb

Date ! Time

1172007 1:01:08 AN
12007 1:01:01 AM
172007 1:00:41 AM
TH172007 1:00:28 AM

Used Space Free Space

6§.32 Gb

6.32 Gb
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) Cannot find server - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

=101 ]

Back ~ £3 - [x] 2] » | ) Search <7 Favorites  42) |

- o B2 -H

address Ejhttp:,l',flocalhost:ﬁlﬁl,l’netwurk j Go | Links *

INTFeR\ o

ALLIAMECE

SNARE for Windows

Latest Events
Metwork Configuration
Remote Control Configuraton
Dbjectives Configuration
View Audit Service Status

Apply the Latest Audit Configuration

SNARE Network Configuration

The following network configuration parameters of the SMARE unit is set to the following values:

Cwerride detected DMS Mame with: |

Destination Snare Server address(s) |1 0.00.3

(Comma delimited)
Destination Port

{if 5¥YSLOG Header NOT enahled) |51 B1

Ilse UDP or TCP

(Mote that the Snare Micro Server only uses UDP at this stage)
Perform a scan of ALL objectives, and display the masimum

criticality?

Sllow SNARE to automatically set audit configuration?

Allow SHMARE to automatically set file audit configuration?

Export Snare Log data to a file?

Enahble SYSLOG Header?
SYSLOG Facility
SYSLOG Priority

*Fupp OTCP

]1 i R

Llzer *

INDtiu:e vl

Change Configuration I Feset Form |
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a InterSect Alliance - Information Technology Security - Microsoft Internet Explorer
File Edt ‘“iew Fawortes Tools Help | "f

{}Back L5 |ﬂ @] ,:‘_ | /'-'Search ' Favorites ) | L= E -

Address Iﬁj http:fflocalhost: 6161 fsetobjectiver0=Modify j G0 [ Links *

Latest Events SNARE Filtering Objective Configuration

Metworl: Configuration

R te Control Confi i . . .

emate tan entiguration The following parameters of the SMNARE objective may be set:
DObjectives Configuration
View Audit Service Status ¥ Logon or Logoff " Account Administration
Apply the Latest Audit Configuration . . " Access afile ar direckary ' Change the security policy
Identify the high level event
" Start or stop a process " Restart, shutdown and system
" lUse of user rights " Any event(s)

Event ID Search Term I
Qpdional, Comrna separated! only wused by the ‘dny Event’ setting above

General Search Term I*
Witdcards accepted

Select the User Match Type

Lser Search Term |*c0ra*
Uiser Marmes, corna separated, Wiltards accepted

# Include © Exclude

¥ Success audit ¥ Failure Audit
Identify the event types to be captured ¥ Information ¥ wWarning
¥ Error
. ¥ securit [T system
Identify the event logs v Y
[ application ™ Directary Service

(ignored if any ohjective other
than ‘Any event(s) s selected): . —
[T DMS Server [ File Replication

Select the alert Level @ critical © O priority © O warming * © nformation © O cClear

Change Configuration | Feset Form |

[c) Intersed alliance Pty Ltd 1999-2005. Thiz site iz powered by SHARE for Windows.
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w0 REPORTS  MOWNITORS  POLICY CORRELATION CONFIGURATION  TOOLS LOGOUT

R METRICS
[ Lask Day ][ Last Weelk ][ Last Month ][ Last Year ]
global_admin Metrics
15 Riskmeter service Level
10 —
5
I:l P ™
= 97.92%
-15 A = =
12:00 18:00 o0:00 000
W Attack B Compromise
Global
Global Max C date Max C Current C Global Max A date Max A  Current A
GLOBAL SCORE %] 1| 2005-03-07 10:45:00 576 499 GLOBAL SCORE 7] i | 2005-03-07 10:40:00  [ECERN 4
MNetworks
Metwork Max C date Max C Current C Metwork Max A date Max A Current A
desarrollo P i | 2005-03-07 11:20:00 0 0 desarrollo = H 2005-03-07 11:20:00 0 0
dmz 7] 1 | 2005-03-07 11:20:00 0 0 dmz ] 1 | 2005-03-07 11:20:00 0 0
interna 7] i | 2005-03-07 10:45:00 B | interna ] 1 | 2005-03-07 10:45:00 40 0
ossim 7] i | 2005-03-07 10:45:00 | 570 | 495  |EEET ] 1 | 2005-03-07 10:45:00 39 0
Hosks
Host Max C dakte Max C Current C | Host Max A date Max A Current A |

golgotha & 7] i | 2005-03-07 10:45:00 579 495
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MAMLMETRIGS, ALARMS

[ Fage loaded in 4 seconds ]

21
22
23
24
25

Alarm
Possible Trojan against 280044 : 26127
Possible Trojan against 28T=00=44 1083

Possible Trojan against ZTSmi1 11863

Possible Trojan against 299 VT 8:1863

Possible Trojan against 28T smo6:1663
Possible portscan originating at 192.166.6.254

Possible Trojan against ZITSm| 36:1863
Possible Trojan against 20 0mT7:1863
Possible Trojan against S 0mg:16863

Possible Trojan against ZEETS0R69:1863
Possible Trojan against 2= 0m118:1663
Possible Trejan against gelgetha:21
Possible portscan originating at dgil

Possible Trojan against 2SR 113:1663
Possible Trojan against S 35:1663
Possible Trojan against 2SS0 14:1663
Possible Trojan against 2U9Sms 11863
Possible Trojan against ZTE0m23:16863
Possible Trojan against 2S00 54:1663

Possible Trojan against 192.166.6.86:22

Possible Trojan against 25 TUB2:6667
Possible Trojan against 192.168.8.120:139
Possible Trojan against 192.168.8.120:139

Possible Worm port 139%/tcp

Possible Trojan against 2ETS00m109:16863

Possible Trojan against fwiest:22

Possible Trojan against 2552247 :83

g

nllﬂnnmlmmmmmm MIIMHMIGMHHII

golgotha
golotha
golyotha
golotha
golotha
golgotha
golotha
golyotha
golotha
golotha
golgotha
golotha
golyotha

golotha
golotha
golgotha
golotha
golyotha
golotha
golotha
golgotha
golotha
golyotha
golotha
golotha
golgotha
golotha

(0-50 of 794) Next 50 -=

Since

Tuesday 26-Apr-2005 [ Dekts |

2005-04-26 11:36:50
20085-04-26 11:36:22
2005-04-26 10:54.08
2005-04-26 10:48:35
2005-04-26 10:35:33
2005-04-26 10:28:56
20085-04-26 10:08:20
2005-04-26 10:13:19
2005-04-26 09:559:24
2008-04-26 025432
2005-04-26 09:39:38
20085-04-26 09:32:07
2005-04-26 09:32:07

Monday 25-Apr-2005 [ Dektz |

2005-04-25 17:50:43
2005-04-25 17.08:47
2005-04-25 17:02:08
20085-04-25 18:38:57
2005-04-25 16:38:38
2005-04-25 16:36:07
2005-04-25 16:15:45
2005-04-25 15:58:51
20085-04-25 15:562:39
2005-04-25 15:52:39
2005-04-25 15:52:39
2005-04-25 15:44:29
2005-04-25 15:42:21
20085-04-25 15:40:35

2005-04-26 11:42:056
2005-04-26 11:41:44
2005-04-26 11:00:19
2005-04-25 10:54:21
2005-04-26 10:35:45
2005-04-26 10:31:04
2005-04-26 10:14:37
2005-04-26 10:13:35
2005-04-25 10:04:42
2005-04-26 09:54:44
2005-04-26 09:44:56
2005-04-28 09:37:22
2005-04-26 09:32:11

2005-04-25 17:50:57
2005-04-25 17.02:02
2005-04-25 17:02:19
2005-04-25 16:39:10
2005-04-25 16:38:51
2005-04-25 16:36:22
2005-04-25 16:21:00
2005-04-25 15:52.03
2005-04-25 15:57:55
2005-04-25 15:57:51
2005-04-25 15:53:38
2005-04-25 15:51:16
2005-04-25 15:47:41
2005-04-25 15:45:50

Source

dgitasssz O
dgitadas7 O
dgitss405 O
dgitsazss O
dgit4s173 O

192,168.6.254:46322 i

dgitaa777 O
dgitaseaz O
dgitasiss O
dgit4s2s4 O
dgitszsa1 O
dgitaests O
dgitaes1g O

dgita1515 O
dgita1585 O
dgitsas22 O
dgita1732 O
dgitasort O
dgits5378 O
dgitaazs? O
dgitad174 O
192.1685.61:2910 3
192.1686.61:2008
192.168.6.51:2008 3
dgitsasta O
punisher:33002 Q
192.168.6.61:27a7 T

]

Destination
T PR 2T
ST ansoft-Im-1
b s el ]

b i 31863
T 186

182.168.250.50:671

b 51883
o w1863
20 51863
2 1883
b2 501853
golgotha:ftp Q‘
golotha:ftp Q
DT 131853
1 351853
2 2114:1853
SRS 11863
b W23:1853
b T154:1853

192.168.6.68:ssh 30

T2 ino

192.168.58.120:netbics-ssn
192.1658.58.120:netbics-ssn
192.168.8.120:netbics-ssn

DO 185]
fwtestissh {\
= 47:mit-ml-dev

Action

[ack]EHl
[2ck]EHl
[2ck]EHl
[ack]Hl
[ack]EHl
[ack]EHl
[2ck]EHl
[2ck]EHl
[ack]Hl
[ack]EHl
[ack]EHl
[2ck]EHl
[2ck]EHl

[ack]Hl
[ack]EHl
[ack]EHl
[2ck]EHl
[2ck]EHl
[ack]Hl
[ack]EHl
[ack]EHl
[2ck]EHl
[2ck]EHl
[ack]Hl
[ack]EHl
[ack]EHl
[2ck]EHl
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Scan Map 3D 2.0 R by Daniel Clark 2002
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