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_ software that threatens the
}w *'""/«: ’ ( confidentiality, integrity, and
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ig“ (;/ L availability of computer
"’W[ A systems and their data.
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erganization. VICtms
dlfeé CNeSEN to
maximize the
effiectiveness ofi the
attacks.
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discuss how spyware used
In targeted attacks can be
detected and eliminated
using multiple levels of
defense.
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en Edelmani says that
government action suchras the FIiC
Spywalre purveyors are stillup te thelr old

ifle4s

Onrune st 2007, the FIC walns o spyware-laden
Spami suppesediy from the FC!

Sources - Ben Edelman (www.benedelman.org), Federal Trade Commission
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Webroot claims over 80% infection rate for business
machines surveyed in 2006, not counting tracking
cookies.

Source: Webroot Q1 2007 State of the Internet reBort
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a
percent with system monitor (keylogger) attacks.

July 2007 “Ransomware” targeted attacks net victims
In Fortune 500 and US government agencies.

Source: Webroot Q3 2007 State of the Internet page
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YWare IS a for-profit

) ﬁ@ﬂﬂ]ﬂﬁ.ﬂﬁﬂﬂ@ﬂ:ﬂﬂ
(T - tnrougn; misairection,
andimanaged By a
PUSINESS VERELUIE Or
Organized Crime.
Usualiy  intended for
Marketing researchi, it
canl alse e USEdNor
CRETE, EXtOrEon, anad
Industraiferrnational
espionage:
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‘€ PURVEYOrS
prefiey Pemng the
midalermen Petween
USErS and the
SENVICES| ey acCESS:
Tihey may enlist the
help of affiliates;to
distribute their
software.




Attackers

largeted attackers use
iocused and illegal
means te) distribute
SpyWale torVICHims
Within targeted
erganizations. eIl
goal IS acECess Lo
VelUahle datarer te
GERY USER aEEESS Lo
Valligwlerdata:




through aniiliate web
SItES, O Iess orten
througir spam;

Spyware Nas oiten been
bundled withi shareware
Or Withi peer-to-peer

(P2P) software.



Jargeted attack channels
Include sofitware
unadling, Spear
pPhIshing, or less oiiten
tAreugh compromised
WEel SItes.

) Targeted attack malware

/? can also be delivered
- . thrieughicempriemised

spfitwareimeaie or USB
S.
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SPYEre Affiliate Sites

SpyWare affiliatesites earn
TGREYABY NEIP pyware
companies; dewnload their
sSeitWware: e end user I
computers. Infts @1 20017
security report, Webreot
claims; there arne new: GVer:
3,000,000/ web pages
worldwide that can
download malware.




A

- Unscrupuleus: affiliatess

exploit Internet rowser:
flaws in-drveby:
nstallation attempts;,
olten through
comproemisedlsites; or
Ridden intvanner ads:
Usersiare usually,
UnRaware eirthe
stallatieRratempts.



pPyWare can be

pundled with
Sharewale ol PEer-
to-Peer (P2P) ile
Shiarnalprograms.
Gator (Clara) hes
WEER stceessHully
distilbuted tais way.
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&?: Current rank
% = Current proportion

Bot-infacted computers by country
Source: Svmantec Internet Secvrity Threat Beport Velume X1

Source: Symantec Security Response Blog




< - Ransomware

ImmeanryvAltly 2007, attackers monster
AOW thought to be T
RUSSIEnFBUSInESs Network .
(RBN) began targeted Commercor.c.

Let's Find Jobs!

public and keep it searchable to employers.

2| Get jobs emailed to you!

] L it
i R e e i o ey Y [E s st oarera o vt
i Bt Ehat Elnaaty math yons sl and exparnie: Get jokis
| delivered to your email inbax!
| '3} Jobsearch and apply instantly!
. i Onee you' sted your resume, you can apply instantly to jobs on
| V r t I = gives you the winning edge over other candidates. Search
E There's more to come!
| I S I I l a O l l S 1 lock forward to bringing you more career tips and helping you job ssarch, every step of
the way. If you have any questions, please do not respond to this m: e. Please
contact Monster directly by clicking here.

Best of luck job searching.

Ed Banack
Customer Experience and Service

*Sources: Prevx.com, Kaspersky: Labs




ttack - Ransomware

ur files are encrypted wi algori
(http://en.wikipedia.org/wiki/RSA). You will need at least few
years to decrypt these files without our software. All your
private information for last 3 months were collected and sent
to us. To decrypt your files you need to buy our software.
The price is $300. To buy our software please contact us at:
tristanniglam@gmail.com and provide us your personal code
-XXXXXXXXX. After successful purchase we will send your
decrypting tool, and your private information will be deleted
from our system. If you will not contact us until 07/15/2007
your private information will be shared and you will lost all
your data -- Glamorous team.”

Source: Prevx.com
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PYWArl€: SEIVEIS Call

Jownloadispyware

O

“client” hosts: ey

thien controlfspyware

client sehware.

Adaitienally;, they may
alse)ofier advertising

content:
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Ad payment $$3$

B .
| JOW

Odd PAVIIICT

Affiliate

Ad Provider
E *Spyware
i scontrol
> & *traffic ‘Ad
R 5 *transaction

ActiveX Control
Download Script

Network
Perimeter
(Includes
Firewall,
IDS/IPS,
Content
filtering, ete.)

End-User
Windows
PC

Simplified block diagram showing Affiliate - Spyware/Adware Site -'Ad Site relationships




Ihe good news;-

smgle ool can yet
detectiall spyware.

[Defense in Depthrstill g
WOIKS onceryou adap
{o new detection

‘vw
strategies.
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Attack Detectionr

‘argeted attacks are
often difficult to
detect because
MBIy SECUNILY,
signattre-lased
[00]S are not
Uipdated eiiten
eneugnrand may not
consideriewsvolume
“talleredr attacks.
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a re a tta C ks File ntos.ex_ recei\!eti! on 0?’34.2?07 17:08:46 (CET)
were not iImmediately '
detected by many major AV = R

. AhnLab-V3 2007.7.14.0 2007.07.14 no vi found
Vendors even Wlth Antivir 7.4.0.39 2007.07.13

Buthentium 4.93.8 007.07.13 no virus

heuristics enabled. By July
13th, AntiVir, AVG, and F- e
Prot detected it. A e

Virustotal.com snapshot i ST D
taken by Prevx showed L e

Filehdvisor 2007.07.14 i found

showed more were able to -
detect it by the 14th. e i R
Finally, by July 17th, G — S ——

Symantec and McAfee R R
respectively added P
detection as i e s

Symantec 0 2007. no virus found

Hg- | § q rCI(:-)"
TheHacker 6.1.6.146 2007. no virus found
HAIRREIFRIRIB NP McAfee, _
VBR3Z 3.12.0.2 2007.07.13 no virus found
i n
8 % . VirusBuster 4.3.23:9 2007.07. no virus found

Webwasher-Gateway 6.0.1 2007.07.14 Trojan.C



* Block  aCCESS tor kKnown: Spywalre SIteES

* Corelate;logs o Identiiy: new: threats

* Provide; spyware recogniton traiming

‘iﬁi .
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ownload sites.

g Edge off Snort resources
(1Ero): //www bleedingsnort.comy/)

* Userweh proxy AV

OPENISOURCE and pProprietar/ selutiens
Open source; - ClamAV: (https/www.clamaVv. net/)

Proprietary - SEe your favorite VAR
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SpPyware S

Blocic <rionss

Network Based solutions

USEWED) content management software

PNS realtme Blocking liIst o spyware
hitps//www. bleedingsnort.com/blackhole-dns/.
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PV Walé S

Blocic ok

- continued

Al arﬂsﬁgﬂﬁé 9ywam$eﬁware

* CUstom Hosts; files

Note: Canrhaverlo; 000ror more hosts. Can e Used onr older hoxes,

* Place downioad P addresses inlE Restricted
sites, list




zlefel; sses;
o Legstwilisshow: repeatalle patterns:
*  [lopkifior actVity: especially: when users have logged ofif:

*  POSHI hitpr method may: show communication with controller hest, but
Many: Spywalre progams Use GEIF Attp method withruserr QUERY,
parameter fields to transmit data.

Examples
MarketScore -
GET http://oss-survey.marketscore.com/oss/Sunvey:asp: Znumdays=4'9

HotBar - POST http://reports.hotbar.com/reports/hoita/4-0/5Rpt.dll
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AEINZ /

corllritiec

roxy, and IDS legs

syeballflogsi- Ouch!

* (Consplidate Iogs then Use scripts - Less painiul:

» Use prioprietany solution - Bucks but lessiaborEintensive

Analyze findings

* There’sino substitute forrain PeWES:

Create andl distribute meannaititepolts
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SOVAVE cogniton: |

falning

'iain end USers to report

PyWare manifestations:

X

3

LV

lagely
Ad pop-ups
MEW BIrOWSEr teolnars
NOME Page; changes
Gesktop Canges
Sy/stiay/ ICONS

Use sjtes like the ETC's

enguUardeniine.gov: fior
[elfesiertraming
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pport personnel to

[EEOgnIZe spyware Installers.

= DOk JUst run AV scaniand call it
guits: ook It up!

= [r@inirst responders te preserve
evidence fior analysis.

* JirainilDS/Content
Vianagement analysts te
[ECOgNIZE SPyWale activity:

— Spyware activity is often
revealed by other attack
signatures.




r t to the confiaentiality,
Integrity, and availability of computer
systems and data.

* Technology for accurate spyware
detection is still developing.

* Defiense in Depthrwith modiiications: can
mitigate spyware and Blreeted attack
risks.



WW.webhelperduinet/
HEERH/VIRUSHEN. com/

NEEREE//SUnkElE]60. blogspot.comy.
NCERH/MWAAE PREVX:CoMm)/log.asp

EERE//WWW.SymMantee.comy/enterprise/security/security. response/weblog
NEER:/WWW. WEBIOOL. com/company/pressioomy/pry/seis-07-gs:html

Technicall References

http://castliecops.com
hittp://www.bleedingsnort.com/bleeding-malwareruies
hittp://www.mvps.org/winhelp2002/hosts. htm
http://www.mvps.org/winhelp2002/restricted. htm



LU/ MAAECa. com/US/Securityadvisor/pest/

HGCEE/ WM. ke phyr: conmy/spywarescanner/library/index. phtmi
HICERE//AWAVAESPYWareguide.comy
https//researchispysweeper.com/7id=H2-USEEFUL Links-TR
AV/Spyware Encyclopedias
EERE//WWW. SYImMantec. com/EnterpIise/seculity. response/index.jsp
NEEp://Www. trendmicre.com/vinie/arryware/delaultasp
nEttp://wWww. pandaseftware. com/Virus: Inie/deiaulEaspxrist=sw,

http://vil.nal.comj/vil/

End-User Training Resource
http://onguardonline.gov/stopthinkclick.htmi



Hijackaihis,- Hhttp://www.spywareinio.com/~merijn/downloads. html

IES PYAD? =S GG0e5//WWW. SpyWaleWalrior. com/Uituc/resource.itm

Microsofit Defender - hitp://Www.microsofit.com)/athome/securty/spyware/
Shareware

Ad-Aware - https//www.lavaseit.com).

Some commercial anti-spyware products (not an endorsement)
CounterSpy - http://www.sunbelt-software.com

CA Anti-Spyware - http://www.ca.com/us/smb/productaspXyic =527

Spy Sweeper - http://www.webroot.com



