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A Note About MS

 The presentation in the wings…
 leportal@microsoft.com

Deletion

 Deletion does not normally get rid of 
file
 First character of name in MFT entry is 

changed to 0xE5
 Entries for clusters changed to zero, 

making available for allocation
 If not overwritten, most forensic 

toolsets will easily find such files
 If partially overwritten, how to make 

the case?
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File Hashing
 Goal is to easily identify “Known” files

 Search to identify “Known Bad” files
 Malware & Hacking tools
 Contraband photographs

 Unauthorized applications (corporate)
 Ignore “Known Good” files

 Standard operating system files
 Standard application files
 Standard build files (corporate server 

deployments)
 Highly useful in cross device correlation!
 Be careful who you take hashes from!

File Hashing
 Free Solutions

 NSLR Library
http://www.nsrl.nist.gov/Downloads.htm

 Build Your Own!
 Commercial Solutions

 Wetstone Gargoyle
https://www.wetstonetech.com/
 Categories: Steganography, Encryption, Key Logging, 

Wireless Network Exploits, Trojan Horses, Root Kit 
Use, Password Cracking, Denial of Service (DoS) 
attacks, Spyware, Bonets, Gaming, Antiforensic, 
Credit Card Fraud tools, File Splitting, P2P, and 
Remote Access programs 
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Deleted IE Index.dat Files
 Records of history can still be found in unallocated, pagefile

and hiberfil! Don’t trust built in searches.

 Search for 
URL ····

Deleted/Wiped Mozilla 2.x 
History
 Search this string to find partial Firefox 

cache records, including deleted ones:
http:http
 Records contain HTML headers
 Contains a time stamp after the URL that 

appears to be the time of the web server 
response to the GET or other request. 

 May also contain an expires time stamp which 
is different). This time comes from the web 
server. 

 Connect to the interesting web server in a test 
environment and get a reference time stamp.
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Favorite Locations to Hide 
Interesting Files
 %WINDOWS%, system32
 Internet History
 False Path
 False User Profile
 Recycler, $R
 No INFO2 or $I records matching!

 False Control Panel Icon

Directories – Alt-0160

 Simple trick of renaming directory 
with Alt+0160 and replacing folder 
icon
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Directories – Alt-0160 Part 2
 Forensic tools like Encase detect this nicely.

Directories – False Control Panel 
Icon
 When opened in Explorer, leads to 

Control Panel
 Uses reserved CLSID for Control 

Panel icon
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SDELETE

 “Secure” cleaning or wiping tools can 
also have their own signatures…

Files - Renamed

 JPEG File Renamed to *.dll
 Predictable EXIF header so…
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Files – Joined with COPY or 
CAT
 Double click and open as JPG, but…
 Use “Open With…” and select 

WinRAR, WinZip or 7Zip as 
appropriate

 Look at unusual MRUs

File Renaming

 Renamed extensions 
 Signature Analysis

 Renamed apps
 Header analysis
 Hash Analysis
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USB

 More and more common to find USB 
devices 

 Forensic Registry Tools
 Encase Case Processor
 RegRipper

(http://sourceforge.net/project/showfiles
.php?group_id=164158)

USB – Where to Look?
 setupapi.log
 Registry PDO (Physical Device Object)

 USBSTOR\v(8)p(16)r(4)
 v(8) value is an eight-character vendor identifier, 
 p(16) value is a 16-character product identifier
 r(4) value is a four-character revision level.
 When viewing the device ID via the Device Manager, you 

may see an additional 12 characters appended to the end 
of device ID (as described above). This is the serial number 
of the device. The device descriptor for the device contains 
a value called iSerialNumber, which is the index to the 
string containing the serial number for the device. If the 
value for iSerialNumber is 0x00, then the device does not 
have a serial number

 Tracking USB storage: Analysis of windows 
artifacts generated by USB storage devices, 
http://kb.2join.us/idx.php/76/154/article/.h
tml
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RegRipper & USB Activity
 Simple to use

Mon Aug 18 19:29:00 2008Z  \ControlSet001\Control\Network  
Mon Aug 18 19:03:27 2008Z  \ControlSet001\Enum\Root  
Mon Aug 18 19:03:27 2008Z  \ControlSet001\Enum\Root\LEGACY_APPMGMT  
Mon Aug 18 19:03:27 2008Z 
 \ControlSet001\Enum\Root\LEGACY_APPMGMT\0000  
Mon Aug 18 19:03:27 2008Z  \ControlSet001\Services\AppMgmt  
Mon Aug 18 16:06:47 2008Z    
Mon Aug 18 15:39:56 2008Z 
 \ControlSet001\Enum\Root\LEGACY_STISVC\0000  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{53f56307-b6bf-11d0-94f2-
00a0c91efb8b}\##?#USBSTOR#Disk&Ven_UFD&Prod_USB_Flash_Drive&Rev_1100#AA
04012800000580&0#{53f56307-b6bf-11d0-94f2-00a0c91efb8b}  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{53f56307-b6bf-11d0-94f2-
00a0c91efb8b}\##?#USBSTOR#Disk&Ven_UFD&Prod_USB_Flash_Drive&Rev_1100#AA
04012800000580&0#{53f56307-b6bf-11d0-94f2-00a0c91efb8b}\#  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{53f5630a-b6bf-11d0-94f2-
00a0c91efb8b}\##?#STORAGE#RemovableMedia#7&455bf24&0&RM#{53f5630a-b6bf-
11d0-94f2-00a0c91efb8b}  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{53f5630a-b6bf-11d0-94f2-
00a0c91efb8b}\##?#STORAGE#RemovableMedia#7&455bf24&0&RM#{53f5630a-b6bf-
11d0-94f2-00a0c91efb8b}\#  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{53f5630d-b6bf-11d0-94f2-
00a0c91efb8b}\##?#STORAGE#RemovableMedia#7&455bf24&0&RM#{53f5630d-b6bf-
11d0-94f2-00a0c91efb8b}  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{53f5630d-b6bf-11d0-94f2-
00a0c91efb8b}\##?#STORAGE#RemovableMedia#7&455bf24&0&RM#{53f5630d-b6bf-
11d0-94f2-00a0c91efb8b}\#  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{a5dcbf10-6530-11d2-901f-
00c04fb951ed}\##?#USB#Vid_05dc&Pid_a740#AA04012800000580#{a5dcbf10-
6530-11d2-901f-00c04fb951ed}  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Control\DeviceClasses\{a5dcbf10-6530-11d2-901f-
00c04fb951ed}\##?#USB#Vid_05dc&Pid_a740#AA04012800000580#{a5dcbf10-
6530-11d2-901f-00c04fb951ed}\#  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Enum\STORAGE\RemovableMedia\7&455bf24&0&RM  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Enum\USB\Vid_05dc&Pid_a740\AA04012800000580  
Mon Aug 18 15:19:00 2008Z 
 \ControlSet001\Enum\USBSTOR\Disk&Ven_UFD&Prod_USB_Flash_Drive&Rev
_1100\AA04012800000580&0  
Mon Aug 18 15:19:00 2008Z  \ControlSet001\Services\USBSTOR  
Mon Aug 18 14:44:11 2008Z  \ControlSet001\Control\Class\{36FC9E60-
C465-11CF-8056-444553540000}\0025  
Mon Aug 18 14:44:11 2008Z 
 \ControlSet001\Control\DeviceClasses\{7ab02247-3798-44cd-8472-
243564975f04}  
Mon Aug 18 14:44:11 2008Z 
 \ControlSet001\Control\DeviceClasses\{7ab02247-3798-44cd-8472-
243564975f04}\##?#USB#Hasp#6&324a3b02&0&00#{7ab02247-3798-44cd-8472-

Cleaning Tools
 Are becoming much more popular in recent 

years, and more are becoming freeware
 None are perfect, most miss some items, 

create their own footprint, and/or leave 
traces

 Excellent but dated survey
 Counter-Forensic Privacy Tools: A Forensic 

Evaluation[2005]: http://reports-
archive.adm.cs.cmu.edu/anon/isri2005/CM
U-ISRI-05-119.pdf
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Cleaning Tools 2
 CCleaner

 Got hash?
 Look (standard and Unicode) in Program Files, Prefetch, 

Profile, pagefile.sys, hiberfil.sys, unallocated for 
ccleaner.exe

 Bring it up in a virtual machine to see the configuration
 CCleaner as a forensic information source:

http://www.internetrotsyourbrain.com/winapp2/winapp2.zip

[*The Cleaner]
LangSecRef=3024
DetectFile=%ProgramFiles%\The Cleaner\cleaner.exe
Default=True
FileKey1=%ProgramFiles%\The Cleaner|logfile.txt
FileKey2=%ProgramFiles%\The Cleaner|moolive.log
FileKey3=%ProgramFiles%\The Cleaner|tca.log

Cleaning Tools 3

 Look in 
places 
that 
CCleaner 
doesn’t 
clean!



12

Encryption - Truecrypt

 Default extension: *.tc
 Got hash? 
 http://www.oldapps.com/

 Search in pagefile.sys, hiberfil.sys, 
unallocated, slack (ASCII and 
Unicode) for:
 TrueCrypt.exe
 truecrypt.sys
 truecrypt-x64.sys

Steganography
 “Hidden” as opposed to encrypted data, 

buried in carrier data (documents, images 
audio, video)

 Overview of Steganography for the 
Computer Forensics Examiner, 
http://www.aeicomputertech.com/_downlo
adz/resources_forensic/download_pdf.php?
filename=stego-kessler.pdf

 Steganography-based Forensic Techniques 
Using Encase, 
http://www.encase.com/downloads/Stegan
ographyEFE4.pdf

 Easier to detect the tools than the product!
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Thinstall/ThinApp
 Virtualized application, runs inside own memory 

space
 So far…no Registry entries found, but Prefetch 

and the following directory structure under 
\Documents and Settings\%profile%\Application 
Data\Thinstall\

Additional Light Reading

 Anti Forensics: making computer 
forensics hard, 
http://ws.hackaholic.org/slides/AntiFo
rensics-CodeBreakers2006-
Translation-To-English.pdf


