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A Note About MS

Deletion




File Hashing

File Hashing




# EnCase Forensic
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Favorite Locations to Hide
Interesting Files

Directories — Alt-0160
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Directories — Alt-0160 Part 2

m Forensic tools like Encase detect this niCéIy.

E EnCase Forensic
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Directories — False Control Panel
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E2 EnCase Forensic

SDELETE

= “Secure” cleaning or wiping tools can
0 have their own signatures...
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Files - Renamed
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Files — Joined with COPY or
CAT

m Double click and open as JPG, but...

m Use “Open With...” and select
WInRAR, WinZip or 7Zip as
appropriate

= Look at unusual MRUs
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File Renaming

m Renamed extensions
m Signature Analysis

= Renamed apps
m Header analysis
= Hash Analysis




USB

USB — Where to Look?
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Cleaning Tools 2
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Encryption - Truecrypt

Steganography
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Additional Light Reading
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