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Building the Perfect Backtrack
4 USB Thumb Drive



Why?



What
makes It
perfect?









Persistence



Nessus



Encrypted



Current



What you
will need



Two USB Thumb drives
One at least 2GB
One at least 4GB

&

S



OR

One DVD
One Thumb Drive at least 4GB




A copy of the Backtrack 4 Pre-Release ISO

http://www.remote-exploit.org/backtrack_download.html

BackTrack Downloads
=

We provide BackTrack to the community using various mirrors all over the world. We would

[ike to thank the different companies / persons for the help in redistributing.

BackTrack 4 Pre Release
I ————

Last Update: 19.06.2009

MOTE: Due to massive downloads and missing bandwidth, some servers might be unreachable
and vou need to hit either reload or click again on the download link.

Description: VD Image

Name:: btd-pre-final.iso

Size: 1350 MB

MD5: b0485dasl94d75b30cda282cebs29654
Download: Click here

Disklabel: bt4-label.png



What are
We Goind
to Do”?



Partition the Thumb Drive
Install Backtrack

Setup Persistence

Install Nessus

Configure Encryption
Tweak a Few Things
Profit



Let’'s Get
Started



Create A Bootable Backtrack 4 Device

http://unetbootin.sourceforge.net/
"% | UNetbootin ’ i-m-:-n |

"1 Distribution I== Select Distribution == - “ == Select Version == b |

Welcome to UNethootin, the Universal Nethoot Installer. Usage:

1. Select a distribution and version to download from the list above, or manually spedify files to
load below,
2. 5elect an installation type, and press OK to beain installing.

@ Diskimage 150 | d:\data\sos\Backtrack\4'bt4-pre-final.iso

o)
1 Custom Kernel: E] Initrd: E] ]
o)

Options:

. [ show all Drives {Use with Care)

Type:  |[USB Drive * | Drive: [I."n, v] I ik I l Cancel l i

k. —_— —

OR

Burn a DVD



Partition the Thumb Drive
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root@bt: # ﬂm&sg i EQrep hd .Nisd.

hdc: UBOX CD-ROM, ATAPI EDJDUD—RDH drive

hdc: host max PID4 wanted PI0255(auto-tune) selected PID4

hdc: UDMA~-33 mode =elected

ide—cd: hdc: ATAPI 32X DUD-ROM drive, 128BkB Cache

Driver sd needs updating — please use bus_type methods

g2d Z:0:0:0: [=sdal 8388608 51Z2-byte harduware sectors: (4.29 GB-/4.00 GiB)

2d £:0:0:0: [=sdal UWrite Protect iz off

sd Z2:0:0:0: [sdal Mode Sense: 00 3Ja 00 0O

sd £2:0:0:0: [sdal Write cache: enabled, read cache: enabled, doesn't support DPO or
FUf

=d Z:0:0:0: [=dal 8388608 51Z-byte hardware sectors: (4.29 GB-/4.00 GiB)

sd 2:0:0:0: [sdal nh is off

2d Z:0:0:0: [=dal Mode Sense: 00 3a Q0 QO

sd 2:0:0:0: [sdal Urite cache: enabled, read cache: enabled, doesn't support DPO or
FUn
2da: unknown partition table

=d Z:0:0:0: [=sdal Attached SC51 disk

=d Z:0:0:0: Attached =c=i generic =g0 type O

root@bt: " # _

“The guieter you become, the more you are able lo hear”
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rootEbt: # fdisk sdevssda _ - __

Device contains neither a valid DOS partition table, nor Sun, 5GI or 0SF disklabel
Building a new DOS disklabel with disk identifier Oxd48bbdb4.

Changes will remain in memory only, until you decide to write them.

After that, of course, the previous content won't be recoverable.

Warning: invalid flag Ox0000 of partition table 4 will be corrected by wirite)
Command (m for help): n
Command action

e extended
p primary partition (1-4)

p
Partition number (1-4J): 1 -
First cylinder (1-5ZZ2, default 1):

Uzing default value 1
Last cylinder, +cylinders or +szizeik,M,G}r (1-5Z22, default 5Z72): +1500H

“The guieter you become, the more you are able lo hear”
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Warning: invalid flag 0x0000 of partition table 4 will be corrected by ulrite)

Command (m for help): n
Command action
e extended
p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-5ZZ, default 1):
Uzing default value 1
Last cylinder, +cylinders or +szizeik,M,Gr (1-522, default 5Z72): +1500H

Command (m for help): n
Command action

e extended
p primary partition (1-4)

p
Partition number (1-4): £ -
First cylinder (193-5Z2Z2, default 193):

Uzing default value 193
Last cylinder, +cylinders or +zizeik,M,G} (193-5Z2Z, default 522):

Uzing default value 522

Command (m for help): _

“The guieter you become, the more you are able lo hear”
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Command (m for help): n
Command action
e extended
p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-5ZZ, default 1):
Uzing default value 1
Last cylinder, +cylinders or +szizelk.,HM,G}r (1-5Z2, default 5272):

Command (m for help): n
Command action
e extended
p primary partition (1-4)
p
Partition number (1-4): 2
First cylinder (193-5Z2Z2, default 193):
Uzing default value 193

+1500M

Last cylinder, +cylinders or +zizeik,M,G} (193-5Z2Z, default 522):

Uzing default value 522

Command (m for help): t
Partition number (1-4): 1
Hex code (type L to list codes): _

“The guieter you become, the more you are able lo hear”
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Empty 1e Hidden W95 FAT1 80 0ld Minix bf Solaris

FAT12 24 NEC DOS 81 HMinix # old Lin ¢1 DRDOS-/sec (FAT-
XENIX root 39 Plan 9 82 Linux swap # So c4 DRDOSssec (FAT-
XENIX usr 3c PartitionMagic 83 Linux cb DRDOS/sec (FAT-
FAT16 <32M 40 Venix 80286 84 0572 hidden C: c? Syrinx

Extended 41 PPC PReP Boot 85 Linux extended da HNon-F5 data
FAT16 42 SFS 86 NTFS volume =et db CP-/H ~» CTOS » .
HPFS-NTF3 4d (NX4.x 87 NTFS volume =zet de Dell Utility
AIX 1e [NX41.x Znd part 88 Linux plaintext df BootlIt

AIX bootable 4 (NX4.x 3rd part Be Linux LUH el DO3 access

05-Z Boot Manag 50 OnTrack DM 93 Amoeba e3 DOS R-/0

W35 FAT3Z h-ack DM6 Aux 94 Amoeba BRT e1 SpeedStor

W95 FAT3Z (LBA) 52 CP/M 9f B5D-0S eb BeOS f=s

W95 FAT16 (LBA) 53 OnTrack DM6 Aux a® IBM Thinkpad hi ee GPT

W95 Ext’'d (LBA) 54 OnTrackDM6 a5 FreeBSD ef EFI (FAT-12-16~
OPUS 55 EZ2-Drive ab OpenBSD fO Linux/PA-RISC b
Hidden FAT1Z 56 Golden Bouw a? HNeXTSTEFP f1 Speeditor
Compag diagnost 5c Priam Edisk a8 Daruin UF3 f4 Speeditor
Hidden FAT16 <3 61 SpeedStor a9 HNetBSD fZ DO3 =secondary
Hidden FAT16 63 GHU HURD or 3ys ab Darwin boot fb  UMuware UMFS
Hidden HPF3-NTF 64 HNovell Netware b7 BSDI fs fc  UMware UMKCORE
AST SmartSleep 65 HNovell Netware b8 B3DI swap fd Linux raid auto
Hidden W95 FAT3 V0 DiskSecure Mult bb Boot UWizard hid fe LAaNstep

Hidden W95 FAT3 75 PC/IX be Solaris boot ff BBT

Hex code (type L to list codes): _

0
1
P
3
i
5
b
s
a
9
a
b
C
E
f

“The guieter you become, the more you are able lo hear”
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Extended 41 PPC PReP Boot 85 Linux extended da Non-FS data
FAT16 42 SFS 86 NTFS volume set db CP/M ~» CTOS ~ .
HFFS-NTFS 4d  (NX4.x 87 NTFS volume set de Dell Utility
ATX 1e [NX41.x Znd part 88 Linux plaintext df Bootlt

AIX bootable 4f (NX41.x 3rd part B8e Linux LUH el DOS access

05-Z Boot Manag 50 OnTrack DH 93 Amoeba e3 DOS RO

W95 FAT3Z 51 OnTrack DH6 Aux 94 Amoeba BBT e1 Speeditor

W9s FAT3Z (LBA) 52 CP/M 9f B5D-0S eb BelS f=s

W95 FAT16 (LBA) 53 OnTrack DM6 fiux a® IBM Thinkpad hi ee GPT

W95 Ext’'d (LBA) 54 OnTrackDM6 a5 FreeBSD ef EFI (FAT-12-/16~
OPUS 55 EZ2-Drive ab OpenBSD fO Linux/PA-RISC b
Hidden FAT1Z 56 Golden Bouw a? HNeXTSTEFP f1 Speeditor
Compag diagnost 5c Priam Edisk a8 Daruin UF3 f4 Speeditor
Hidden FAT16 <3 61 SpeedStor a9 HNetBSD fZ DO3 =econdary
Hidden FAT16 63 GHU HURD or 3ys ab Darwin boot fb  UMware UNFS
Hidden HPF3-NTF 64 HNovell Netware b7 BSDI fs fc  UMware UMKCORE
AST SmartSleep 65 HNovell Netware b8 B3DI swap fd Linux raid auto
Hidden W95 FAT3 Y0 DiskSecure Mult bb Boot UWizard hid fe LAaNstep

Hidden W95 FAT3 75 PC/IX be Solaris boot ff BBT

Hex code (type L to list code=s): b

Changed system type of partition 1 to b (W95 FAT3Z)

Command (m for help): t
Partition number (1-4): 2 -
Hex code (type L to list codes):

“The guieter you become, the more you are able lo hear”
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Empty 1e Hidden W95 FAT1 80 0ld Minix bf Solaris

FAT12 24 NEC DOS 81 HMinix # old Lin ¢1 DRDOS-/sec (FAT-
XENIX root 39 Plan 9 82 Linux swap # So c4 DRDOSssec (FAT-
¥ENIX usr dc PartitionMagic 83 Linux _]USH'SEE (FAT-
FAT16 <32M 40 Venix 80286 84 0572 hidden L: c? Syrinx

Extended 41 PPC PReP Boot 85 Linux extended da HNon-F5 data
FAT16 42 SFS 86 NTFS volume =et db CP-/H ~» CTOS » .
HPFS-NTF3 4d (NX4.x 87 NTFS volume =zet de Dell Utility
AIX 1e [NX41.x Znd part 88 Linux plaintext df BootlIt

AIX bootable 4 (NX4.x 3rd part Be Linux LUH el DO3 access

05-Z Boot Manag 50 OwnTrack DM 93 Amoeba e3 DOS R-/0

W95 FAT3Z 51 OnTrack DM6 Aux 94 fAmoeba BBET e1 Speeditor

W95 FAT3Z (LBA) 52 CP/M 9f B5D-0S eb BeOS f=s

W95 FAT16 (LBA) 53 OnTrack DM6 Aux a® IBM Thinkpad hi ee GPT

W95 Ext’'d (LBA) 54 OnTrackDM6 a5 FreeBSD ef EFI (FAT-12-16~
OPUS 55 EZ2-Drive ab OpenBSD fO Linux/PA-RISC b
Hidden FAT1Z 56 Golden Bouw a? HNeXTSTEFP f1 Speeditor
Compag diagnost 5c Priam Edisk a8 Daruin UF3 f4 Speeditor
Hidden FAT16 <3 61 SpeedStor a9 HNetBSD fZ DO3 =secondary
Hidden FAT16 63 GHU HURD or 3ys ab Darwin boot fb  UMuware UMFS
Hidden HPF3-NTF 64 HNovell Netware b7 BSDI fs fc  UMware UMKCORE
AST SmartSleep 65 HNovell Netware b8 B3DI swap fd Linux raid auto
Hidden W95 FAT3 V0 DiskSecure Mult bb Boot UWizard hid fe LAaNstep

Hidden W95 FAT3 75 PC/IX be Solaris boot ff BBT

Hex code (type L to list codes):

0
1
P
3
i
5
b
s
a
9
a
b
C
E
f

“The guieter you become, the more you are able lo hear”




f W95 Ext'd (LBA) 54 OnTrackDM6 a5 FreeBSD

10 0OPUS : 55 EZ-Drive ab OpenBSD

11 Hidden FAT1Z 56 Golden Bou a? NeXTSTEP

12 Compaq diagnost 5c Priam Edisk a8 Darwin UFS
14 Hidden FAT16 <3 61 SpeedStor a9 HNetBSD

16 Hidden FAT16 b3 GHNU HURD or 3Sys ab Darwin boot
1?7 Hidden HPFS/NTF 64 HNovell Netware b7 BSDI fs

18 A3ST SmartSleep bB5 HNouvell Netware b8 BSDI suwap

1b Hidden W95 FAT3 70 DiskSecure Mult bb Boot Wizard hid
lc Hidden W95 FAT3 75 PC/IX be Solaris boot
Hex code (type L to list code=s): 83

Command (m for help): a

Partition number (1-43): 1

Command (m for help): w -
The partition table has been altered!?

Calling ioctl() to re-read partition table.

UWARNING: If you have created or modified any DOS 6.x
partitions, please see the fdisk manual page for additional
information.

Syncing disks.

root@ht: " # clear

EF1 (FAT-12/16/

. Linux/PA-RISC b

SpeedStor
SpeedStor

DOS =econdary
UHuare UMFS
UMuware UMKCORE
Linux raid auto
LaNstep

BBT

“The guieter you become, the more you are able lo hear”
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rnntﬂhtﬁzﬁquﬁéﬁpfﬁt:#ﬂguﬁsﬂﬁi
mkfs.vfat 2.11 (12 Mar 2005)

root@ht: # _

“The guieter you become, the more you are able lo hear”
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rootEht: # mkfs.ext3 —b 4096 —L casper-ru sdev/sdaZ -
mkeZfs 1.41.3 (12-0ct-2008)

Filesystem label=casper-ru
05 type: Linux
Block =size=4096 (log=2Z)
Fragment =ize=4096 (log=£)
165984 inodes, b6Z681 blocks
33134 blocks (5.00x) reszerved for the super user
First data block=0
Maximum filesystem blocks=679477248
Z1 block groups
32768 blocks per group, 32768 fragments per group
7904 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912

Uriting inode tables: dome
Creating journal (16384 block=s): done
Uriting superblocks and filesystem accounting information: done

Thiz filesystem will be automatically checked every £8 mounts or
180 days, whichever comes first. Use tunedfz —c or -i to override.
root@bt: " # _

“The guieter you become, the more you are able lo hear”




Install Backtrack
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rootEht: # mkdir smntrssdal

rootEbt: # mount sdevrssdal /mnt-sdal

rootEbt: # cd /mnt-/sdal

root@hbt: # rsync -r /media‘cdronO-/= .

“The guieter you become, the more you are able lo hear”
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rootPht:

root@bt: v

Probing devices to

Due to a bug in xfs freeze, thE fulluulng command might pruduce a =eqmentation
fault when smnt-/sdal-boot-/grub iz not in an XFS filesystem. This error iz harmless
and

can be ignored.

xfs_freeze: specified file [“/mnt/sdal boot-grub™] is not on an XFS filesystem
Installing GRUB to ~devr/sda as (hdO)...

Inztallation finished. No error reported.

Thiz i= the contentz of the device map smnt-zdal-boot-/grub-sdevice.map.

Check if this is correct or not. If any of the lines i= incorrect,

fix it and re-run the script "grub-install’

Chdd) deuvssda
root@Phbt : #

“The guieter you become, the more you are able lo hear”
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rootPbt &
root@bt

# cd boot/grub
# vi menu.lst_

“The guieter you become, the more you are able lo hear”
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# By defaultg boot the first entry.
default 4 _ |

# Boot automatically after 30 =ecs.
timeout 30

splashimage=sboot/grub-bt4.xpm.g=z

title start BackTrack FrameBuffer (10Z24x768)
kernel sboot-sumlinuz BOOT=casper boot=casper noperzistent ru quiet v
ga=0x317

initrd sbootsinitrd.g=

title Start BackTrack FrameBuffer (800x600)

kernel sboot-sumlinuz BOOT=casper boot=casper noperszistent ru quiet v
ga=0x314

initrd sboot/initrdB00.qg=

title Start BackTrack Forenszics (ho swap)

kernel sboot-sumlinuz BOOT=casper boot=casper noperzistent ru vga=0x3|
17
initrd sbootsinitrdfr.g=z

"menuw. lst" 43 lines, 1578 characters

“The guieter you become, the more you are able lo hear”
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title

kernel

ga=0x317
initrd

title
kernel
ga=0x314
initrd

title
kernel
17
initrd

title
kernel
initrd

title
kernel
0x314
initrd

"menu. l1st" 43 lines,

root@hbt :

—

Start ﬁﬁﬁkTraﬁk.ETamEHﬁfﬁEn fiﬂ?ix?ﬁﬁi

+boot unlinuz BOOT=casper boot=casper nopersistent ru guiet v|
sboot/initrd.g=

Start BackTrack FrameBuffer (800x600)
sboot/uml inuz BOOT=casper boot=casper noperzistent ru gquiet v

sboot/initrdB800.qg=

Start BackTrack Forenzics (ho swap)
sboot-sumlinuz BOOT=casper I‘ nopersiztent ru vga=0x3|

sbootsinitrdfr.gz

Start BackTrack in 3afe Graphical Mode
sboot-sumlinuz BOOT=casper boot=casper xforcevesa ru guiet
sbootsinitrd.g=

Start Persistent Live CD
sboot-sumlinuz BOOT=casper boot=casper persistent rw quiet wvga

sbhootsinitrd.g=
1586 characters written
1§

“The guieter you become, the more you are able lo hear”
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rootEht # reboot -

ﬂruadcast:m&ssage from root@ht
(sdevs/ttyl) at 7:19 ...

The =system i=s going doun for reboot NOW?
root@bt: #

“The guieter you become, the more you are able lo hear”




Start BackTrack FrameBuffer (1024x768)
Start BackTrack FrameBuffer (800x600)
Start BackTrack Forensics (no swap)
Start BackTrack in Safe Graphical Mode
Start Persistent Live CD

Start BackTrack in Text Mode

atart BackTrack Graphical Mode from RAM

Memory Test |

Boot the First Hard Disk

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, e’ to edit the
commands before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 19 seconds.




root@bt: ~ - Shell - Konsole

Edit View Bookmarks Settings Help

root@bt:-# touch test
root@bt:-# 1s
install.sh test
root@ot:-# rebnﬂtl

~ & root@bt: ~ - Shell - Ko
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Install Nessus



root@bt: —~ - Shell - Konsole

Sessjon  Edit View Bookmarks Settings Help

root@t: # /etc/init.d/networking start -
Configuring network interfaces...Internet Sys®ems Consortium DHCP Client V3.1.1

Copyright 2004-2008 Internet Systems Consortium.
All rights reserved.
For info, please visit http://www.isc.org/sw/dhcp/

Listening on LPF/eth8/08:80:27:75:17:79

Sending on LPF/ethe/88:00:27:75:17:79

Sending on Socket/Tallback

DHCPDISCOVER on eth® to 255.255.255.255 port 67 interval 4
DHCPOFFER of 192.168.1.185% fTrom 192.168.1.1

DHCPREQUEST of 192.168.1.105 on eth@ to 255.255.255.255 port &7
DHCPACK of 192.168.1.1085 from 192.168.1.1

bound to 192.168.1.185 -- renewal in 43851 seconds.

if-up.d/mountnfs[eth@]: waiting for interface ethl before doing NF5 mounts
if-up.d/mountnfs[ethe]: waiting for interface eth2 before doing, NF5 mounts
if-up.d/mountnfs[ethl]: waiting for interface ath0 before doing NFS mounts
if-up.d/mountnfs[eth®]: waiting for interface wlan® before doing NF5 mounts

o Shell

e

'~ @ root@bt: ~ - Shell - Ko




Tenable Network Security - Mozllla Firefox

File Edit Wiew History Bookmarks Tools Help

- % @ IE http:fwww.nessus.org/downloadf - I 1_ a
6| Rernote-Exploit [ Offensive Security [ RE Forumns [fflmilworm [g]Metasploit [s|Aircrack-ng [lBT-FR [@BTIT  »

Download Documentation ProfessionalFeed

Download MNessus now! Documentation about Messus Scan & your workplace and improve
your policy compliance scanning
ahilities

Plugins Enterprise Products Features

See gl the security checks performed Our ling of erterprize products Meszzus main features

by Messus

:Select a product to download: ""’ Download

Select a product to download:
Messus 4,0.1 for Microsoft Windows

Messus 4.0.1 for Linux -
Messus 4.0.1 for Mac™s X 10.4 and 10.5
Messus 4.0,1 for FreeBsD

1054 &5 Sa5E 9.3 &10 Debian 5 (1366, amdtd), Ubunty

"""""""""""" a, Iran, Morth Borea, Sudan, and Syria

| Support Partal | Blog | RSS feeds | Contactus | Legal | Privacy

Done

Mm@ = X »| @ root@bt: ~ - S- @ Tenable Netw Py 1 2 e

¥




Tenable Network Eacuftty - Mozilla Firefox

File Edit Wiew History Bookmarks

Help

<‘gi_'-| % “' % ]VE\F & http:ffwww.nessus.org/download/nessus_download.p o) j 1@" ),
\@|Rermote-Exploit [ Offensive Security [ RE Forums [§flmilworm [@) Metasploit [@) Aircrack-ng [RBT-FR ERET-IT »
- - — — - — =

Fedora 10 (64 bits) Mezssus-4.0. 1-fc 10 x86 4. rpm 3243 KB

SusE 10 Messus-4.0.1-suse 1000586 rpm 2453 KB

Fedora 10 (32 bits) Messus-4.0. 1-fc 10286 rpm 2895 KB

Fedora 11 (&4 bits) Messus-4.0.1-fcllx86 64 rpm 3275 KB

Generic Linuy binary (intel'a4 bits) Messus-4.0. Hinux-genericGd tar.oz a8ls KB

Fedora 11 (32 hits) Messus-4.0.1-fc 11i586 rpm 2935 KB

Generic Linux binary (irel32 bits) Messus-4.0. 1linux-generic32 far.gz 2005 KB

Debian 5.0 (64 bitz) Messus-4.0. 1-debians _amd&4 deb 3251 KB

FedHat ES 5/ CentDS & Mezsus-4.0.1-esh 386 rpm 2894 KB

Lburtu 8.04 (64 bits) Messus-4.0. 1-ubuntug0d amded deb 3221 KB

Debian 5.0 (32 bits) Messus-4.0. 1-debians 1386 del 2899 KB

Fed Hat ES 5 (64 hits) | CentDS 5 Messus-4.0.1-e55 xB6 64 rpm 3204 KB

Fed Hat ES 4/ CentDS 4 Mezzus-4.0.1-es4 386 rpm 2842 KB

Lbuntu 8.10 and 9.04 (&4 bits) Messus-4.0. 1-ubuntus 10 amded deb 3261 KB

Uburiu 8.04 (32 bitz) Messus-4.0. l-uburtuB0d (286 .deb 2916 KB

Ubuntu 2.10 and 9.04 (32 bits) Messus-4.0. 1-uburtu8 10 i386.deb gl

SusSES3 Mezszus-4.0.1-zusel 3. 586 rpm 2&25 KE

GPG Signed MD5Ss of these packages

i 7]
Done S)

kR Y IF

~ | & root@bi: ~ - 5

@ Tenable Netv

Eh_‘!
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| e |
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Tenable Network Sacuﬁty - Mozilla Firefox

i 1., Messus 2.2.11 source code

File Edit Wiew History Bookmarks Tools Help
‘\gl-_:l %@‘ “' % : {.E." & | http:ffwww.nessus.org/download/ v | 1@" ),
\@|Rermote-Exploit [ Offensive Security [ RE Forums [§flmilworm [@) Metasploit [@) Aircrack-ng [RBT-FR ERET-IT »
Download Documentation ProfessionalFeed
Download MNessus now! Documeniation about Messus Scan at your workplace and improve
your policy compliance scanning
ahilities
Plugins Enterprise Products Features
See all the security checks performed  COur line of emterprize products Fessus main features
by Messus
:Select a product to download: > Download
Select a product to download:
Messus 4.0.1 for Microsoft Windows
Nessus 4.0.1 for Linux hrO5 4 & 5 SuSE 9.3 & 10, Debian 5 (386, amd64), Ubuntu .
Messus 4.0,1 for Mac ©S X 10.4 and 10.5
Messus 4.0.1 for FreeBSD
MessusClient 4.0.1 (the Lifyx graphical interface for nessusd)
P T a, Iran, North korea, Sudan, and Syria ﬂ
Dor Messus 3.2.1 |SJ
o @ Tenable Netv FEmy 1 2 HN:BR




Tenable Network Eacuftty - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

<‘gi_'-| % “' % ]VE\F -E* http:/fwww.nessus.org/downloadfindex.php j“ﬁh

%
\@|Rermote-Exploit [ Offensive Security [, RE Forums [flmilw0orm |@|Metasploit [g|Aircrack-ng [EET-FR ERET-T =
Download Documentation ProfessionalFeed =
Download Messus now! Documentation about Nessus Scan at your workplace and improve
your policy compliance scanning
abilties
Plugins Enterprise Products Features
See all the security checks performed Our line of emterprize products Mezzus main features
by MNessus
Diovwwnload
o [ezsusClient-4.0.1-fcl0x86 64 rpm (Fedora 10 (64 bitz)) (502 KE)
o PlessusClient-4.0. 1-ubumus 1) amd&d debi(Ubuntu 8.10 and 9.04 (64 hits)) (500 KB}
¢ PezsusClient-4.0.1-fcl1l.x86 &4 rpm (Fedora 11 {64 biz)) (504 KB)
¢ [lessusClient-4.0. 1-uburdus0d amdEd.deb (Ubuntu 5.04 (64 bitzs)) (486 KB)
o [MezssusClient-4.0. 1-debianb amd&4 deb (Debian i 00 KB}
o MessusClient-4.0. 1-uburtus 1D i386.deb (Ubu G2 bitz)) (488 KE)
¢ pezsusClient-4.0. 1-uburtus04 386 deb (Ubuntu =1 (468 KE)
o |[essusClient-4.0.1-fc 10,386 rpm (Fedora 10 (32 bits)) (494 KE)
o [ezssusClient-4.0.1-es5 386 rpm (Fed Hat ES 5 | CermtOS 5) (4913 KE)
o [essusClient-4.0.1-debian5_i386.deh (Debian 5.0 (32 bits}) (489 KB)
¢ pezsusClient-4.0.1-fc 11586 rpm (Fedora 11 (32 bitz)) (498 KB)
o |[essusClient-4.0.1-esd4.386.rpm (Red Hat ES 4 | CemOS 4) (7893 KB) _
o [ezsusClient-4.0.1-es5 86 64 rpm (Fed Hat ES 5 (64 bitz]) | CertDS &) (4856 KE)
* PG Signed MDSs of these packages
hd
Done S)
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E
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Tenable Network Security - Mozllla Firefox

File Edit Wiew History Bookmarks Tools Help

«’;El " @ @ Iﬁ http:fjwww.nessus.org/plugins/ v | 1" : ),

\@|Rermote-Exploit [ Offensive Security [, RE Forums [flmilw0orm |@|Metasploit [g|Aircrack-ng [EET-FR ERET-T =
-+ Download i

— Flugins

— HewesiPlugins

— Dbiain an acit:ation code:

— View all plugins

— 3earch
- Documentation
- Register
- Buy How

- ProfessionalFeed Support

- Bugs
Y All the Tenable Products

Whatis a Plugin?

V| Every audit in Nessus is coded as a plugin: a simple program which checks for & given flaw: There are

D46 differert plugins used by Messus, covering local and remote flaws.

! 5

taying Up-To-Date

Mew vulnerabilties are dizcovered and published every day. As aresult, staying up-to-date is & must if
you want 1o perform a security scan. Every week, several dozens of pluging are added in the nessus
plugin feed.

To make sure your pluging are up-to-date, make sure that your scanner has been registeraed properly on
Messus.org. Once your scanner is registered, it will fetch the newest plugins automatically every 24
hours, or you can use the command ressus-update-pluging 1o force an update of your plugins.

» How o configure Messus to receive all the newest pluging every day
= |nformation about the Nessus plugin feed

o Wiew the newest Nessus pluding

= Wiew al the Nessus plugins

» Search the Messus plugins

» Plessus 3 & 4 and Plugins Licensing FAD

About us | Whitepapers | Training | Discussion Forums | Support Portal | Blog | RSS feeds | Contact'us | Legal | Privacy

http:murww.nessus.Drgfpluginsfindex.ph;;:?{riew= register-info

| @ root@dt: ~-Si @ Tenable Netww FEmy 1 2 [N




root@bt: —~ - Shell - Konsole

Sessjon  Edit View Bookmarks Settings Help

root@bt:-# Tfirefox

root@t.-# 1s

install.sh NessusClient-4.8.1-
Nessus-4.0.1-ubuntu8l® i386.deb test

root@bt:-# dpkg --install Nessus-4.0.1-ubuntu8l® i386.deb -
Selecting previously deselected package nessus.

(Reading database ... 183077 files and directories currently installed.)
Unpacking nessus (from Nessus-4.0.1-ubuntu8l® i386.deb)

Setting up nessus (4.08.1)

nessusd (Nessus) 4.8.1. for Linux
(C) 1998 - 20089 Tenable Network Security, Inc.

- Please run fopt/nessus/sbin/nessus-adduser to add a user

- Register your Nessus scanner at http://www.nessus.org/register/ to obtain
all the newest plugins

- You can start nessusd by typing Jetc/init.d/nessdsd start

root@bt:-# [

o Shell

|=| &F root@bt: ~ - Shell - Ko




root@bt: —~ - Shell - Konsole

Sessjon  Edit View Bookmarks Settings Help

root@Ebt:-# dpkg --install NessusClient-4.0.1-ubuntu8l® i1386.deb
Selecting previously deselected package nessusclient.

(Reading database ... 183134 files and directories currently installed.)
Unpacking nessusclient (from MNessusClient-4.0.l-ubuntu8l® 1386.deb)
Setting up nessusclient (4.0.1)

root@bt:-# I

o Shell

|=| &F root@bt: ~ - Shell - Ko




root@bt: —~ - Shell - Konsole

Sessjon  Edit View Bookmarks Settings Help

root@Ebt:-# fopt/nessus/sbin/nessus-mkcert

Creation of the Nessus 55L Certificate

This script will now ask you the relevant information to create the 55L
certificate of Nessus. Note that this information will *NOT* be sent to
anybody (everything stays local), but anyone with the ability to connect to
Nessus daemon will be able to retrieve this information.

CA certificate life time in days [1460]:
Server certificate life time in days [385]:
Your country (two letter code) [FR]: U5
Your state or province name [none]:

Your location (e.g. town) [Paris]: USB
Your organization [Nessus Users United]: I

o Shell

|=| &F root@bt: ~ - Shell - Ko




root@bt: —~ - Shell - Konsole
Sessjon  Edit View Bookmarks Settings Help

root@Ebt:-# fopt/nessus/sbin/nessus-adduser

Login : hacker deluxe

Authentication (pass/cert) : [pass]

Login password

Login password (again)

Do you want this user to be a Nessus 'admin' user 7 (can upload plugins, etc...
(y/n) [nl: y

User rules

nessusd has a rules system which allows you to restrict the hosts
that hacker_deluxe has the right to test. For instance, you may want
him to be able to scan his own host only.

Please see the nessus-adduser manual for the rules syntax

Enter the rules Tor this user, and enter a BLANK LINE once you are done
(the user can have an empty rules Set]

o Shell

|=| &F root@bt: ~ - Shell - Ko




root@bt: —~ - Shell - Konsole

Sessjon  Edit View Bookmarks Settings Help

root@Ebt:-# fopt/mnessus/bin/nessus-fetch --register DH?l—_

Your activation code has been registered properly - thank you.
Now fetching the newest plugin set from plugins.nessus.org...
Your Messus installation is now up-to-date.

IT auto update is set to 'yes' in nessusd.conf, Nessus will
update the plugins by itself.

root@bt:-# [

|=| &F root@bt: ~ - Shell - Ko



Session  Edit

Jetc/rch.
Jetc/rcl.
Jetc/rc?.
Jetc/rc3.
Jetc/rcd.
fetc/rch.
Jetc/rch.
root@ot:-# I

o Shell

rooti@bt: — - Shell - Konsole =2>

View Bookmarks 5Settings Help

root@bt:-# update-rc.d -T nessusd remove -
Removing any system startup links for Jfetc/init.d/nessusd

d/KZ28nessusd
d/KZ20nessusd
d/520nessusd
d/520nessusd
d/520nessusd
d/520nessusd
d/K20nessusd

«f root@bt: ~ -
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¥.0rg X Server 1.5.2 _
Release Date: 10 October 2008
X Protocol Version 11, Revision 0
Build Operating System: Linux £.6.24-19-=zerver i686 Ubuntu
Current Operating System: Linux bt £.6.29.4 #3 SHP Mon May 25 18:50:05 EDT Z009 i6H|
b
Build Date: 09 March 2009 10:48:54AM
xorg-server Z:1.5.2-Zubuntu3.1 (buildd@rothera.buildd}
Before reporting problems, check http:--wiki.x.org
to make =sure that you have the latest version.
Module Loader present
Markers: (—) probed, (=) from config file, (==) default =zetting,
(++) from command line, (') notice, (II} informatiomal,
(WW) warning, (EE) error, (NI) not implemented, (77) unknouwn.
(==) Log file: “svar/log-Xorg.0.log"”, Time: Sat Aug 15 00:54:12 2009
(==) Using config file: "setc X1l xorg.conf™
(EE) AIGLX error: vhoxvideo doez not export required DRI extension
(EE) AIGLX: reverting to =zoftware rendering

Broadcast message from root@bt
(rdevsptsrs1) at 1:11 ...

The =system i=s going down for reboot NOW?

“The guieter you become, the more you are able lo hear”




root@bt: —~ - Shell - Konsole
Sessjon  Edit View Bookmarks Settings Help
root@bt:-# fetc/init.d/nessusd start

Starting Nessus
root@bt:-# I

o Shell

|=| &F root@bt: ~ - Shell - Ko




root@bt: —~ - Shell - Konsole

Sessjon  Edit View Bookmarks Settings Help

root@Ebt:-# netstat -napt

Active Internet connections servers and established)

Proto Recv-0Q S5end-Q Local Address Foreign Address
PID/Program name

root@Ebt:-# netstat -napt

Active Internet connections (servers and established)

Proto Recv-0Q 5Send-Q Local Address Foreign Address

PID/Program name
tep i ® 0.0.0.0:1241 -n.a.a.a:=
8493 /nessusd

tcpb E] 8 :::124]1 e
8493 /nessusd
root@bt:—# cleal

o Shell

State

LISTEN

LISTEN

|=| &F root@bt: ~ - Shell - Ko




root@bt: —~ - Shell - Konsole

Sessjon  Edit View Bookmarks Settings Help

root@Ebt:-# Jopt/messus/bin/NessusClient I

o Shell

|=| &F root@bt: ~ - Shell - Ko
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File Help

Edit Connection

Scan | Report ~ R— :
Connection name: |Nessus Server on My USE Drive
Metwork(s) to scan

Host name: |localhost

Port: | 1241

Login: .-hacker_deluxe

Password: |Illlllt|

SSL Setup... |

|=| @ root@bt: ~ - Sh % Nessus : Untl E&E gy




Messus : Untitled

® & B
File Help

' Scan | Report |

..................... +

Metwork(s) to scan : Select a scan policy :

o 192.166.1.106 | | The Awesomest Policy Ever

h

| Disconnect

2= & root@bt; ~ - Sl % Nessus : Unt Eh}l




e i)

"r""'lf"f‘

W)

Report |

generaltcp
ge neral udp

vl L —
o

liﬁ.aﬁﬁ‘ﬂ'r.-;awv#
ipp (631/tcp)

mysql (3306/tcp)

Filter...

Disconnect

Messus : Untitled

| 09/08/15 01:225:37 AM - The Awesomaest Policy Ever | | | Delete 'Expﬂr‘[...
- - L% ..i I. - -

LVE TGVE-1998-0524

Messus 1D ;10114

Synopsis :

The remote host leaks memaory in network packets.

Description :

The remote host is vulnerable to an ‘Etherleak’ - the remote ethernet

lrivenr moamme to loalk kite of the cnntant of tho mamoncaf thoe enmnte

Stylesheet: Sort By CVE - ' View template...

|| @ root@bt: ~-Sh ¥ Nessus : Untl  FiE ey




Configure Encryption



root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt:-# truecrypt

o Shell

= @EF root@bt: ~ - Shell - Ko




Sessjon Edit View Bookmarks Settings Help

root@bt;

1

Volumes Keyfiles Favorites Tools Settings Help

Slot | Volume Size | Mount Directory

o 1
> 2
o 3
- 4
o 5
o 5

- 7

Volume

\ Select File...

<] Never save histo .
= £ Volume Tools... Select Device...

aF Shell

‘ Auto-Mount Devices Dismount All Exit

0 . = 2 - @root@bt: ~ - [PTruecrypt DEws[@ 1 2 g22: 1G>
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Sessjon Edit View Bookmarks Settings Help

ICA: TrueCrypt Volume Creation Wizard

Volume Type

Select this option if you want to create a normal TrueCrypt
volume,

O Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

= 30 il @ > ﬁ v & root@! [ Truecr, [JTruec:r TEpN[l 1 2 EE =E >
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Sessjon Edit View Bookmarks Settings Help

TrueCrypt Volume Creation Wizard

Volume Location

q

|fmy_secret_stufﬂ < | Select File...

Newver save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for example,
moved, copied and deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt it;
the file will be deleted and replaced with the newly created TrueCrypt
container, You will be able to encrypt existing files (later on) by
moving thermn to the TrueCrypt container that you are about to create
MW,

& cancel I

= 30 @ il 3“3 v & root@! [ TrueCr [§Truecr TEpn[l 1 2 EE =E ?




sl
Session Edit  View

3bt:-# true

—

Bookmarks Settings Help

TrueCrypt Volume Creation Wizard

Encryption Options

Encryption Algorithm

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
classified information up to the Top Secret level. 256-bit key, 128-
bit block, 14 rounds (AES-256). Mode of operation is XTS.

Mor

Hash Algorithm

RIPEMD-160 - I information on hash algorithms

ijext -

3"‘;‘? v| @ root@! [ TrueCr [§Truecr TEpn[l 1 2 EE:E:
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Sessjon Edit View Bookmarks Settings Help

TrueCrypt Volume Creation Wizard

Volume Size

4
[1600 < MB : |

Free sp: Note: on a 4GB drive, | suggest
making this no larger than 1000MB.
Larger will cause issues later.

Please spi

If YOU CrEaie o uyniaimie (sphal se=ie ) COnmam i, L ol &S sy waill
specify its maximum size.

Note that the minimum possible size of a FAT volume is 275 KB. The
minimum possible size of an NTFS volume is 2829 KB.

e ﬂ il @ 2 . ‘3-3 v @ root@b [ TrueCr [JTruecr FEps[f 1 2 EE =E ’
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Sessjon Edit View Bookmarks Settings Help

TrueCrypt Volume Creation Wizard

Volume Password

Password: |@ 90000000008 /\—

Confirm password: |9 99000000000 \

[J Display password
[ Use keyfiles Keyfiles... |

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be
found in a dictionary (or a combination of 2, 3, or 4 such words). It
should not contain any names or dates of birth. It should not be easy
to guess. A good password is a random combination of upper and
lower case |etters, numbers, and special characters, suchas @ ~ =
% * + etc, We recommend choosing a password consisting of more
than 20 characters (the longer, the better). The maximum possible
length is 64 characters,

& cancel I

= 30 @ il 3“3 v & root@! [ TrueCr [§Truecr TEpn[l 1 2 EE =E ?
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Sessjon Edit View Bookmarks Settings Help

ICA: TrueCrypt Volume Creation Wizard

Format Options

Filesystern Option fora

Filesystem type: | FAT
Linux Ext2

:.'i:

Volurne Format OfE

In order to enable your operating system to mount your new velume,
it has to be formatted with a filesystem. Please select a filesystem

type.

If your velume is going to be hosted on a device or partition. you can
use 'Quick format' to skip encryption of free space of the volume.

& cancel I

= 30 il @ > ﬁ v & root@! [ Truecr, [JTruec:r TEpN[l 1 2 EE =E >
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Sessjon Edit View Bookmarks Settings Help

3bt:-# true

—

ICA: TrueCrypt Volume Creation Wizard

Cross-Platform Support

(O 1 will mount the volume on other platforms

Choose this option if you need to use the volume on other
platforms.

Choose this option if you do not need to use the volume on other
platforms.

= 30 il @ > ﬁ v & root@! [ Truecr, [JTruec:r TEpN[l 1 2 EE =E >
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Sessjon Edit View Bookmarks Settings Help

3bt:-# true

—

ICA: TrueCrypt Volume Creation Wizard

Volume Format

Random Pool; BD724AB45CO3E2EDG197BESAOD. . Show
Header Key:
Master Key:

Speed Left

IMPORTANT: Move your mouse as randomly as possible within this
window, The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

B L T ~| @rooter [JTrecr [@Truec: Ems[@ 1 2 g2l {1




JHE root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@t:-# vi .profilel}




THE root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

# ~/.profile: executed by Bourne-compatible login shells.

if [ "SBASH" ]; then
if [ -f ~/.bashrc ]; then
~/ .bashrc
i
fi

Jusr/bin/truecrypt -t -k '' --protect-hidden=no /my secret stuff /media/truecryp
tl

mesg n




<< back | track HE

Checking file systems...fsck 1.41.3 (12-0ct-2008)
done

Mounting local filesystems...done.

Activating swapfile swap...done.

Skipping firewall: ufw (not enabled)...done.

setting up console font and keymap...done.

Starting VirtualBox Additions ...done.

Starting VirtualBox Guest Addition service ...done.
Loading cpufreq kernel modules...done (none).

Loading ACPI modules....

Starting ACPI services....

Starting system log daemom....

Doing Wacom setup....

Starting kernel log daemon....

starting system message bus: dbus.

CPUFreq Utilities: Setting ondemand CPUFreq governor...disabled, governor not avail
able. . .done.

starting Nessus @

starting Hardware abstraction layer: hald.

starting System Tools Backends: system—tools-backends.
starting periodic command scheduler: crond.

BackTrack 4 (PunSauce) Penetration Testing and Auditing Distribution

Enter password for /my_secret_stuff: -

“The guieter you become, the more you are abve fo hear ™




THE root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt:-# mount

tmpfs on /lib/init/rw type tmpfs (rw,nosuid,mode=0755)

/proc on /proc type proc (rw,noexec,nosuid,nodev)

sysfs on /sys type sysfs (rw,noexec,nosuid,nodev)

varrun on /var/run type tmpfs (rw,nosuid,mode=0755)

varlock on /var/lock type tmpfs (rw,noexec,nosuid,nodev,mode=1777)

udev on /dev type tmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

devpts on /dev/pts type devpts (rw,noexec,nosuid,gid=5,mode=620)

rootfs on / type rootfs (rw)

fusectl on /sys/fs/fuse/connections type fusectl (rw)

Jdev/sdal on /media/cdrom@ type vfat (rw,fmask=0022,dmask=0022, codepage=cp437,io
charset=1508859-1)

/dev/1loop® on frofs type squashfs (ro,noatime)

tmpfs on /tmp type tmpfs (rw,nosuid,nodev)

/dev/hdc on /media/cdrom@ type 1509660 (ro)

truecrypt on /tmp/.truecrypt aux mntl type fuse.truecrypt (rw,nosuid,nodev,allow

other)
/dev/mapper/truecryptl on /media/truecryptl type ext3 (rw) -
root@bt:-# |




Tweak a Few Things



THE root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt:-# nmap --version

Nmap version 4.85BETAl@ ( http://nmap.org ) -
root@bt:-# |




Session

root@bt
Get:
Ign
Ign
Ign
Ign
Ign
Ign

Edit View

# apt-get

f/archive.
//archive.
f/archive.
j/archive.
f/farchive.
J/archive.

root@bt: ~ - Shell - Konsole

Bookmarks Settings

offensive-security.
offensive-security.
offensive-security.
offensive-security.
offensive-security.
offensive-security.

Help

1 http://archive.offensive-security.com pwnsauce Release.gpg

http:
http:
http:
http:
http:
http:

com
com
com
com
com
com

Get:
Get:
Get:

]
Get:

]
Get:

]
Get:

Get:8 http:

http:
http:
http:
http:
http:

http:

f/archive.
J/archive.
J/archive.
JJarchive.

//archive.

f/farchive.
J/archive.

offensive-security.
offensive-security.
offensive-security.
offensive-security.

offensive-security.

offensive-security.
offensive-security.

Fetched 6412kEB in 18s (338kB/s)

Reading package lists...

root@bt:-# I

Done

com

com

com

com

com

com
com

[489B]

pwnsauce/main Translation-en US
pwnsauce/microverse Translation-en US
pwnsauce/macroverse Translation-en US
pwnsauce/restricted Translation-en US
pwnsauce/universe Translation-en US
pwnsauce/multiverse Translation-en_ US

pwnsauce Release [9106B]
pwnsauce/main Packages. [1560kB]
pwnsauce/microverse Packages [54.9kB
pwnsauce/macroverse Packages [11.5kB

pwnsauce/restricted Packages [11.9kB

pwnsauce/universe Packages [4560kB]
pwnsauce/multiverse Packages [204kB]




THE root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

root@t:-# apt-get upgrade -
Do

Reading package lists... ne

Building dependency tree

Reading state information... Done

The following packages have been Kept back:
backtrack-web backtrack-wireless backtrack-world framework3

The following packages will be upgraded:
apache2 apache2-mpm-prefork apache2-utils apache2.2-common
backtrack-bruteforce crunch dbus dbus-x11 dhcp3-client dhcp3-common
dhcp3-server giskismet irssi kismet-newcore libcompress-raw-zZlib-perl
libdbus-1-3 1libperl5.10 libpulse@ libsasl12-2 libsasl2-modules libssl-dev
1libss10.9.8 1ibtiff4 medusa medusa-menu nmap openssl perl perl-base
perl-modules proxystrike pyrit seat sslstrip w3af

35 upgraded, O newly installed, © to remove and 4 not upgraded.

Need to get 55.8MB of archives.

After this operation, 50.9MB of additional disk space will be used.

Do you want to continue [Y/n]? Y

Get:1 http://archive.offensive-security.com pwnsauce/main perl-modules 5.10.0-11

. lubuntu2.3 [3273kB]

0% [1 perl-modules 0/3273kB 0%]}




THE root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt:-# nmap --version

Nmap version 5.00 ( http://nmap.org ) -
root@bt:-# |




THE root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@t:-# apt-get clean -
root@bt:-# I




THE root@bt: ~ - Shell - Konsole <2>

Session Edit View Bookmarks Settings Help

root@bt:-# update-rc.d networking defaults -

Adding system startup for /etc/init.d/networking ...
fetc/rco.d/K20networking -> ../init.d/networking
Jetc/rcl.d/K20networking -> ../init.d/networking
Jetc/rce.d/K20networking -> ../init.d/networking
/Jetc/rcS.d/S20networking -> ../init.d/networking

root@bt:-# .




e root@bt: /media/truecryptl - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt: # rsync -r --links /root/ . -
t'\

skipping non-regular file ".kde/share/apps/nepomuk/socke
root@bt: # l




THE root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

# ~/.profile: executed by Bourne-compatible login shells.

if [ "SBASH" ]; then
if [ -f ~/.bashrc ]; then
~/ .bashrc
i
fi

Jusr/bin/truecrypt -t -k '' --protect-hidden=no /my secret stuff /media/truecryp
tl

export HOME=/media/truecryptl

export HISTFILE=/media/truecryptl -

cd

mesg n
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X.0rg X Server 1.5.2
Release Date: 10 October Z008
X Protocol Version 11, Revision O
Build Operating System: Linux £.6.24-19-server i686 Ubuntu
Current Operating System: Linux bt 2.6.29.4 #3 SMP Mon May 25 18:50:05 EDT 2009 i68
b
Build Date: 09 March 2009 10:48:54AN
xorg-server 2:1.5.2-2ubuntu3.1 (buildd@rothera.buildd)
Before reporting problems, check http:--uiki.x.org
to make sure that you have the latest version.
Module Loader present
Markers: (—) probed, (==) from config file, (==) default setting,
(++) from command line, ('?) notice, (II) informational,
(WH) warning, (EE) error, (NI) not implemented, (77) unknown.
(==) Log file: “svarslog-Xorg.0.log", Time: Sun Aug 16 ZZ2:40:13 2009
(==) Using config file: “rsetc X1l xorg.conf"”
(EE) AIGLX error: vboxvideo does not export required DRI extension
(EE) AIGLX: reverting to software rendering

broadcast message from root@bt
(sdevspts-s1l) at 24:42 ...

The system is going down for reboot NOW?

“The guieter you become, the more you are abve fo hear ™




THE root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt:-# pwd
/media/truecryptl -
# 11

root@bt:




S E

Session

root
root

@bt:
@bt :
root@bt:

root@bt:

root@bt: /opt/nessus/etc/nessus - Shell - Konsole

—

Edit View Bookmarks Settings Help

# cd /media/truecryptl
# mkdir -p nessus/logs
# cd Jopt/nessus/etc/nessus

# 1




mBE root@bt: /opt/nessus/etc/nessus - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt: # vi nESSUSEI.Eﬂan -




mBE root@bt: /opt/nessus/etc/nessus - Shell - Konsole

Session Edit View Bookmarks Settings Help

# Every line starting with a '#' 1s a comment

# Automatic plugins updates - if enabled and Nessus 1is registered, then
# fetch the newest plugins from plugins.nessus.org automatically

auto update = yes

# Number of hours to wait between two updates

auto update delay = 24

# Should we purge the plugin db at each update 7 (slower)
purge_plugin_db = no

# Maximum number of simultaneous hosts tested
max hosts = 40

# Maximum number of simultaneous checks against each host tested
max_checks = 5

# Throttle scan when CPU is overloaded
throttle scan = yes

# Log file

logfile = /Bpt/nessus/var/nessus/logs/nessusd.messages -




S E

Session Edit

root@bt: /opt/nessus/etc/nessus - Shell - Konsole

View Bookmarks Settings Help

# Every line starting with a '#' is a comment

# Automatilc
# fetch the
auto update
# Number of
auto update
# Should we
purge plugin

plugins updates - if enabled and Nessus is registered, then
newest plugins from plugins.nessus.org automatically

= yes
hours
delay
purge
db =

to wait between two updates

= 24

the plugin db at each update 7 (slower)
no

# Maximum number of simultaneous hosts tested

max hosts =

40

# Maximum number of simultaneous checks against each host tested

max checks =

5

# Throttle scan when CPU is overloaded
throttle_scan = yes

# Log file :
logfile = /media/truecryptl/nessus/logs/fJessusd.messages -




mBE root@bt: /opt/nessus/etc/nessus - Shell - Konsole

Session Edit View Bookmarks Settings Help

auto update = yes

# Number of hours to wait between two updates

auto update delay = 24

# Should we purge the plugin db at each update ? (slower)
purge plugin_db = no

# Maximum number of simultaneous hosts tested
max hosts = 40

# Maximum number of simultaneous checks against each host tested
max_checks = 5

# Throttle scan when CPU is overloaded
throttle scan = yes

# Log file
logfile = /media/truecryptl/nessus/loqs/nessusd.messages

# Shall we log every details of the attack ? (disk intensive)
log whole attack = no

# Dump file for debugging output

Humpfile = /opt/nessus//var/nessus/logs/nessusd.dump -
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# Number of hours to wait between two updates
auto update _delay = 24

# Should we purge the plugin db at each update 7?7 (slower)
purge plugin _db = no

# Maximum number of simultaneous hosts tested
max hosts = 40

# Maximum number of simultaneous checks against each host tested
max checks = 5

# Throttle scan when CPU is overloaded
throttle_scan = yes

# Log file
logfile = /media/truecryptl/nessus/logs/nessusd.messages

# Shall we log every details of the attack ? (disk intensive)
Log whole attack = no

# Dump file for debugging output
dumpfile = /media/truecryptl/nessus/logs/nessusd.dump -

"
=




Resources

My Blog
Infosec Ramblings
http://www.infosecramblings.com/backtrack

Remote Exploit
Backtrack 4 Creators
http://www.remote-exploit.orqg/

Offensive Security
Backtrack/Pentesting Training
http://www.offensive-security.com/




Questions?

Contact Info

Kevin Riggins

Email: kriggins@infosecramblings.com

Twitter: kriggins

LinkedIn: http://www.linkedin.com/in/kevinriggins




